[Tpoueccyanaplk MOkOypiiey IIapaiapbl KbBUIMBICTBIK COT OHIIPICiHIH MIHIACTTEPIH THICTI
KY3€re achIpyIbl KamMTamachl3 €Ty MaKCaTTapbIHAA, KBUJIMBICTBIK ICTEpAl Teprey MeH IMIenry
ypaicinne maiina OOJaTHIH,MYMKIH OHE aWKbIH KeIepriiep/i KO YIIIH albINThIFa, CE3IKTIre,
XKOOIpJIeHYIIIIre, KyoFa jKOHE T.0. TYIFalapFa KAaTBICTBl COTIEH MPOKYpOpFa TEPreylIiMeH >KOHE
QIIBIH ajla Teprey OpraHbIMEH, 3aH MCEH KaTaH OCKITUITeH TopTinTepAe KOJIIaHbLIAThIH,
KBUIMBICTBIK-TIPOIIECCYANABIK 3aH IIBFAPYIIBUIBIKIICH KapacTBIPBUIFAaH MOKOYpJiey MiHe3leri
MPOIECCYATABIK TOCUIACp Nen aHbIKTayFa 0oianasl. KpIIMBICTBIK MPOIECTE KOITETEH JPEKETTEep
OHBIH JKEKe KaThICYIIBUIAPBIHBIH BIKBIJIACKIHA KAPCHI )KY3€Te aChIPhUIAJIbI, OYII TYPFBIIA KYIITSYIIH
Oip KaTap JopexeciHeH alpbuIafpl. byl opekerrepre Kyo MeH ka0ipieHymIiHi kepceTynep Oepyi
YIIiH, 3KCIEePTTI capantaMa KOPTHIHIBICHIH Oepy VIIIH IIAKBIPYbl KBUIMBICTBIK KayarKepIIUTIKKe
TapTy KoHE T.0. KATKBI3bUTYbl MYMKiH. OCBHI Heri3/ie JKeKeJIereH aBTopyap OyHaai 1a opeKeTTepi
MPOLIECCYAIBIK KYIITEY IIapajiapblHa J>KaTKbI3y TCOPETUKAIBIK JKOHE TOKPHOCTIK TYPFBIIaH
Heri3ci3 pacrajamarat T.0.

KBIIMBICTBIK-TIPOILIECCYATIIBIK, MOKOYPIICl KOJJAHYAbl KY3bIpeTi 0ap CYOBEKTLIEP OpTacChI
3aHJIa HaKThl aHBIKTAJFaH-OyJI ajblH aja Tepreyal >Ky3ere achlpblll OThIpFaH TYJFa, Tepreyuil,
MIPOKYPOP, CY/Ibs KIHE COT.

bip karmailapma  KBUIMBICTBIK-TIPOIIECCYATIBIK ~ MOKOYpiiey —Iapajiapbl. KbUIMBICTHIK-
MPOIeCCYANABIK ~ KaThIHACTAPABIH Oenrial  Olp CyOBEKTUICPIHIH MPOIECCyalIbIK-KYKBIKTHIK
HOpMaJap/JblH HyCKaMajapblHa COWKeC KeJIeTIH TOpTiOiH KaMTaMachi3, €Tyre OarbITTalFaH Oacka
Karaaimapaa JoJeaeMerTiK MaTepraiIappl ary MEH 3epTTeyl KaMTaMachl3 €Tyre MIaKbPhLIaIbl.

KBUIMBICTBIK-TIpOTIECCYATABIK ~ MOKOYp/iey  KBUIMBICTBIK-TIPOTIECCYaIIIBIK OpEeKeTTIH
KaTBICYIIBIJIAPBIH JKEKE, MYJIKTIK HeMece YUBIMIBIK MIHE3IET1 KYKBIKTHIK MIEKTEeYIepae KOpiHic
TabaThIH MEMJICKETTIK BIKMAJ €TYAIH OJICi, oJlapFa 3aHMCH aHBIKTAJIFaH HETI3JIEPAIH OOJybIH/IA
Teprey, IpoKyparypa, COT OpraHAapbIMEH, 91 COT MYIACICPIHE Kayill TOHIIPETIH opeKeTTepi
KOO YIITiH YKOHE KBIJIMBICTBIK COT OHIPICIHIH MaKeaTTaphIH THIM/II MICITY MIapTTAapPhIH KAMTaMachI3
€Ty MaKcaTTapbIH/Ia MIPOLIECCYaI-KYKBIKTIK MOKOYpiIey HiapanapblH KOJAaHY MYMKIH.

KopbiTeiHBIFa ObLTal aiiTyFa O00Japl: MPOIECCYATIBIK MOKOYpIIey Mmapanapbl )KeKe o31HIIK
JIOTUKAJIBIK KYPJIBICHI 0ap KbUIMBICTHIK-TIPOLIECCYANIBIK KYKBIKTBIH O6JIeKk HOopMasapbl peTiHAe
KapacTbIPbLIa/IbI.
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HEKOTOPBIE BOITPOCbI MHTEPHET - MOIIEHHUYECTBA
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B Pecnybnuke Kazaxcran mpu3HaIOTCS M paBHBIM 00pa3oM 3alIMINAIOTCS TOCYAapCTBEHHAS H
YacTHass COOCTBEHHOCTb, YTO MPEAINOJIaracT KOHCTUTYIIMOHHBIC TapaHTHU 00ECIeYCHHsI YaCTHBIM
cOOCTBEHHHMKAaM BO3MOKHOCTH CBOOOJHOTO WCIOJIB30BAHUS MPUHAIISHKANETO MM HMYIIECTBA,
CTaOMIBPHOCTH  OTHOIIEHWH COOCTBEHHOCTH, HEIOIMYCTUMOCTH  IPOU3BOJBHOTO  JIUIICHUS
MMYIIECTBA JINOO OTpaHUYCHHUS ITpaBa cCOOCTBEHHOCTH [1].

[IpaBo cOOCTBEHHOCTH 3aHMMAET 0COO0E MECTO B CUCTEME TpakaaHCKUX npaB: OHO SBISETCS
OCHOBHBIM PETYJISITOPOM JIKOHOMHYECKHMX OTHOIIECHUM U TOKa3aTejJeM CTEeNeHU JIMYHOTO
Onaromoydnsi TpakJaH, SKOHOMHUYECKOH cTabmibHOCTH oOmiectBa M rocynaperBa. Oxpana
COOCTBEHHOCTH OT TPECTYIHBIX MOCATATENhCTB, B TOM YHCIE W OT MOIICHHUYECTBA, SBISCTCS
OJIHO M3 33/1a4 yroJIOBHOTO 3aKoHoAarenbcTBa Pecniydnuku Kaszaxcran. (cr. 2. YK PK)

B PecniyOnuke Kazaxcran Ha o coctosinuto Ha 1 anpens 2023 roga B oOpalieHUu HaXOAUTCS
67,0 MJTH. MJIATEKHBIX KapTOYEK.

B wmapre 2023 roma oOBeMBI TpaH3aKIMA C MCIHOJb30BaHUEM IUIATSXKHBIX KapTOYEK
Ka3aXCTaHCKUX AMUTEHTOB COCTABWIM 12,7 TpJH. TEHTe, KOJUYECTBO — 916,06 MuIH. TpaH3aKIui.
[Ipy 3TOM MO CpaBHEHHIO C aHAJIOTMYHBIM nepuojgoM 2022 rojga KOJWYECTBO O€3HATMUYHBIX
TpaH3akiuid BeIpocsio Ha 36,1% wu gocturmm 869,6 MiH. omepanuii, 00beM BbIpoC Ha 36,4%,
nocturayB 10,9 TpnH. TeHre. [lepkarensMu TUTATEKHBIX KapTodek ObUIO mpoBeaeHo 20,2 MIIH.
orepanuil Mo CHATHIO HAJMYHBIX JeHer Ha cymmy 1,8 TpiH. Tenre. HaOmiomaeTcsi ymeHblIeHMe
KOJIMYECTBA OIEpaIliil 10 CHATHIO HAIWYHBIX JIEHET B CpaBHEHHMU c-mMapTom 2022 roxa Ha §,3%,
o0bema omneparmii - Ha 3,7% [1].

OcHoBHass nonsl  Oe3HaNMYHBIX omepanuid B KazaxcTaHe CoBeplieHa TOCPEIACTBOM
uHTepHEeTa/MoOUIbHOrO OaHkuHra (64,9% oT obmero xonuuectse onepauuit u 82,0% ot oduiero
o0bema Oe3HalNMuHBbIX MiaTeked u mnepeBoaoB neHer) u 'POS-repmunanos (35,0% u 17,6% ot
00111eT0 KOJIMYECTBA U 00beMa OC3HATUYHBIX TUTATEeKEH W MepeBOIOB AcHeT). Onepaluu 1o BblIayue
HaJIMYHBIX JICHET B OCHOBHOM COBEPIIAIHNCH MOCPEHACTBOM OankoMatoB (98,8% u 92,0% ot obiero
KOJIMYECTBA U 00bEeMa Omeparyii Mo BblJaue HATWYHBIX AcHeT) [1].

VYuutbiBas MaciITaOHBIA pOCT OE3HATMYHBIX PACUETOB, CHUTYyalUs C HHOOPMALMOHHON
Oc3omacHOCTRIO B Ka3zaxcraHe B IeJIOM XapaKTEpH3YCETCsS KaK BechbMa CiiokHas. B pelitmare 194
crpaH 1o ypoBHi0 kubepbeszomacuoctu Global Cybersecurity Index Kazaxcran 3ansut 31-¢ u3 182
MecT. Munekc crpanbl cocraBuin 93415. Mumekc oObemunser 82 Bompoca 00 00sA3aTeiIbCTBAX
rocyaapctB — wieHoB ITU o nsaTu-ocHOBHBIM HarpaBiieHusM (1o 20 6aJtoB Ha Kak10€, HTOT0 —
MakcumyMm 100 GammoB). Takum o6pazom, Kazaxcran Bce erie OTHOCHUTCS K YHCIY MPOOJIEMHBIX
rOCy/IapCTB M0 YKa3aHHOMY Kpurepuio-[2].

B Hacrosimee Bpewmsi 3allldTa KOMIBIOTEpHOM HHGMOPMAUUKU U HH(DOPMALMOHHBIX CHCTEM
MpeJIcTaBiIsieT co00l 01HYy U3 HauboJliee aKTyalbHBIX Mpobiem B mupe. lllupokoe pacmnpocTpanenue
U JOCTYIHOCTh HUH(MOPMAIMOHHBIX TEXHOJOTHH CO3MAl0T OOJbIIME BO3MOXXHOCTH TS
KPpUMUHAIBHBIX OJEMEHTOB, Jenas d3Ty 00IacTb OCOOCHHO  NPUBIEKATENIbHOW  JUIf
37I0YMBIIIJICHHUKOB.

YToflOBHAsE OTBETCTBEHHOCTh 3a KHOEPHpPECTYIJIEHUS BIIEpBbIE OblIa MPEIyCMOTPEHA B
VYronoBaom koaekce Pecriyonuku Kazaxcran 1997 roga. Conepikanach OHa B TliaBe MPECTYILICHUIN
B cdepe IKOHOMUYECKOW MAEATeIbHOCTH M COCTOSUIa JIMIIb W3 OJHOM crathu - 227
«HempaBoMepHBIII AOCTYn K KOMIBIOTEPHOM HHGPOpPMAIMK, CO3/aHUE, UCIOJIb30BaHUE U
pacmpocTpaHeHue BpeJOHOCHBIX mporpamm st DBM». HoBas rnaBa 7-1 «[Ipectymienust npoTus
0e30MmacHOCTH HMH(OPMAIIMOHHBIX TEXHOJOTHI» TMOSBWIACH JHIIb TEpe] MPUHATHEM HOBOTO
YTOJIOBHOTO KOJEKca.

B noBom yromoBHom konekce PK, BctynuBmiero B cumy B stHBape 2015 roma, HOpMBI,
yCTaHABIUBAIOIIUE OTBETCTBEHHOCTh 3a KHOEPIPECTYIICHHUS, PACIIOIOKEHBI B CAMOCTOSITETLHOM
riaBe 7 «YTOJOBHBIE MpaBOHApylieHUs B cdepe MHPOpMATH3AIUMK U CBS3M» W BKIIOYAOT 9
cocTaBoB (cT.cT. 205-213 YVK)

Bwmecre ¢ TeM, B pa3nmuunbie ri1aBel YK BBeIeHBI KBATH(PHUIIMPOBAHHBIE COCTABBI YTOJOBHBIX
MIPaBOHAPYIICHH, COBEPIIAEMBIX C TIOMOIIBI0 HH()OPMAIIMOHHO -KOMMYHHUKAITMOHHBIX TEXHOJIOTHUH,
B HACTOsIIIIee BPeMsI UX HACUUTHIBAeTCs OoJiee IBaIATH.
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3akoHonaTens He obomien cropoHoil M rnaBy 6 YK, oTpasMB B HEKOTOPBIX COCTaBax B
Ka4yecTBe KBATH(PUIUPYIOMUX IPHU3HAKOB UCIOIB30BAHNE BBICOKMX TEXHOJIOTHIA:

- Kpaka, COBEpIICHHAs «IyTeM HE3aKOHHOTO JOCTyNa B WH(POPMALMOHHYIO CUCTEMY JHOO
u3MeHeHus nHPOpMaInH, epeaBacMoi 1Mo ceTsaM TejekommyHukarmii» (1m.4) 1.2 cr.188 YK PK);

- MOLICHHUYECTBO, COBEPUICHHOE «IyTeM oOOMaHa WM 3JI0yHOTpeOleHus: J0BEepHEM
M0JIb30BaTeNs HHPOpMaIMOHHOM cucTeMbl» (11.4) 4.2 ¢1.190 YK PK)

- IpUYMHEHHE MMYLIECTBEHHOrO ymiepOa myreM oOMaHa WM 3J10yNOTPEeOICHUs TOBEPHEM,
COBEPILIEHHOE «ITyTeM HE3aKOHHOTO IO0CTyNa B HMH(POPMAIMOHHYIO CHUCTEMY JIMOO W3MEHEHUS
nHpOpMaINH, TIepelaBaeMoH 1Mo CeTsM TeJaeKoMMyHuKaruii» (1.3) 4.3 cr.195 YK PK).

K mnepeunHio mpaBoHApyIICHWH, PEKOMEHIOBAHHBIX K BKJIIOUYEHHIO B HAI[MOHAIBHOE
3aKOHOJIATEeIILCTBO B HACTOSIIEE BPEMs, 110 HAIlIEeMy MHEHHUIO, MOT'YT OBITh OTHECEHBI:

1. KoMmproTepHOE MOIIEHHUYECTBO (BBEICHWE, HM3MEHEHHWE, CTUPAHUE WM TOJaBICHUE
KOMIBIOTEPHBIX JaHHBIX WJIM KOMITBIOTEPHBIX MPOTPaMM MM WHOE BMEMIATEIHCTBO B IPOIIECC
00pabOTKH HaHHBIX, KOTOPOE BIMSET Ha pE3yJbTarT oOpabOTKH [aHHBIX, \YTO HPUUIHHSIET
HKOHOMHUYECKUH ymiepO WM MPUBOIUT K yTpare COOCTBEHHOCTH IPYroro JHIA, ¢ HAMEPEHHEM
MOJIyYUTh HE3aKOHHBIM ITyTEM SKOHOMHUYECKYIO BBITOTY /IS C€0sI MITH IPYTOTO JTUTA).

2. KomnproTepHelii  mojuior  (BBeJeHWE, HM3MEHEHWE, CTHPaHWE MW  TI0JaBIICHHE
KOMIBIOTEPHBIX JaHHBIX MM KOMITBIOTEPHBIX MPOTPaMM WM WHOE BMEIIATEIIHCTBO B IPOIECC
00pabOTKM JaHHBIX, COBEPIIAEMOE TaKUM CIIOCOOOM WM MpPHU.~TaKUX YCIOBHUSAX, Kak 3TO
YCTAHABJIMBAETCSl  HAIMOHAIBHBIM  3aKOHOJATEIBCTBOM, TPHU - KOTOPBIX  OTH  JACSHUS
KBaJTM(HUIIMPOBATIOCH OBl KaK IOJJIOT, COBEPIICHHBIH B OTHOIICHWH TPAIUIIMOHHOTO OOBEKTa
TaKoTO MPaBOHAPYIICHHUS).

3. [IpuunHenne ymepba KOMITBIOTEPHBIM JAaHHBIM HJIM KOMITBIOTEPHBIM TIpoTpammam
(mpoTHBOINpaBHOE CTHpaHWE, NPUUYMHEHHUE YIIepOa, | yXyIlIeHne KadecTBa WJIM TOJABJICHUE
KOMITBIOTEPHBIX TAHHBIX WJIM KOMIIBIOTEPHBIX TPOrPaMM).

4. KoMmplOTepHBI  caboTaxk (BBEJACHWE, W3MEHEHWE, CTUPaHHE, WIM TOJaBJIeHUE
KOMITBIOTEPHBIX JAHHBIX WM KOMIIBIOTEPHBIX IIPOrPAMM WJIM CO3JaHHE MOMEX KOMIBIOTEPHBIM
CHUCTEMaM C HaMEpPEHHEM BOCIPEMSATCTBOBATH pPabOTE KOMIbIOTEpA WIIM TEIEKOMMYHHUKAIIMOHHOMN
CUCTEMBI).

5. HecaHkumoHUpOBaHHBIA JOCTYIL (HEPABOMOYHBIN JAOCTYI K KOMIBIOTEPHOW CUCTEME HIIU
CEeTH IyTEM HapyIICHUS OXPaHHBIX-MEP).

6. HecankumoHupoBaHHBIA, TepexBaT (HEMpPaBOMEPHBIM U OCYIIECTBIEHHBIM C MOMOIIBIO
TEXHUYECKUX CPEJICTB MEPEXBAT. COOOMICHUM, NMPUXOASIINX B KOMIIBIOTEPHYIO CUCTEMY WIH CETb,
UCXOJSIINX U3 KOMIBIOTEPHOW CHUCTEMBbl WIIM CETH U MepeJaBaeMbIX B paMKaX KOMIIbIOTEPHOM
cucTeMbl W cetn) [3,21].

7. HecaHKIIMOHUPOBAHHOE BOCIPOU3BEICHUE OXPaHIEMON aBTOPCKUM MIPABOM KOMITbIOTEPHOM
MIpOrpaMMbl (HETIPaBOMEPHOE BOCIIPOM3BEICHUE, PACIPOCTPAHEHHE WM Tepeaaya B 0OLIeCTBEHHOE
M0JIb30BaHKUE KOMITBIOTEPHOU TPOTPaMMBI, OXpPaHIEMOM 3aKOHOM).

8. HecankunonupoBaHHoe BOCIIPOU3BEICHHE MUKPOCXEMBI (HempaBomMepHOE
BOCITPOU3BE/ICHUE OXPaHSAEMO 3aKOHOM MHUKPOCXEMbl H3JIENHUs Ha MOJYIMPOBOJHUKAX HWIIU
HEMPaBOMEPHOE KOMMEPUECKOE HCIOIb30BAHUE WM HMMIIOPT C 3TOH IIENIbI0 MUKPOCXEMBI HIU
W3JIeNHsI Ha MOYIIPOBOAHUKAX, H3TOTOBJIEHHOTO C UCTIONB30BAHUEM 3TOM MHUKPOCXEMBI).

K dakynpraTHBHOMY MepevHIO ObLITA OTHECEHBI:

1. HempaBoMepHOE N3MEHEHUE KOMITbIOTEPHBIX JAHHBIX WM KOMITBIOTEPHBIX MPOTPaMM.

2. KoMmbroTepHblil mMuoHax (proOpeTeHre HET03BOJECHHBIMU METOJaMH WU PACKPBITHE,
nepenavya MM HCMOJb30BaHHE TOPTOBOM HIIM KOMMEPUYECKOHW TalHBI, HE UMes Ha TO IMpaBa WU
M000T0 APYroro NpaBoBOro 000CHOBAaHMUS, C LIEIbIO MPUUYUHUTD SKOHOMUYECKUH JIHIY, UMEIOIIEMY
JOCTYIl K 3TOW TaifHe, WU TOMYYUTh HE3aKOHHYI0 SKOHOMHUYECKYIO BBITOMY Ui ce0s WM s
Tpetbero nurna) [4,37].

3. HecaHKIMOHHPOBAHHOE MCIIOJB30BaHME KOMIIBIOTEPA — HENPAaBOMEPHOE HCIIOJIb30BaHHE
KOMIBIOTEPHON CHCTEMBI TN CETH, KOTOPOE COBEPIIAETCS:
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e C nMoHMMaHUEM TOTO0, YTO JIUIIO, UMEIOIIEe MPABO HA UCTIOJIH30BAHUE CUCTEMBI, MTOIBEPracT
e€ 3HAUUTEIILbHOMY PUCKY YIepOa Wi cucTemMe Wi e€ (pyHKIIMOHUPOBAHUIO IPUIUHSIETCS yIIepo,

e C HaMepeHHEM NPUYUHUTH yHiepO JIMIly, UMEIOIIEMY MPaBO Ha HCIIOJIb30BAHUE CUCTEMBI,
WIN cUcTeMe Wi €€ (yHKIMOHUPOBAHUIO,

o [IpuunnsieT ymepO TUIly, UMEIOIIEMY ITPaBO HA UCTIOJIB30BAHNUE CHCTEMBI MJIM CHCTEME HITU
e pyakuronupoBanuio [5,71].

4. HecaHKIIMOHMPOBAHHOE MCIIOIH30BAaHUE OXPAHICMON 3aKOHOM KOMITBIOTEPHON MPOTrpamMMBbl
(HeTpaBOMEPHOE HCITOJIB30BAHUE KOMIIBIOTEPHON MPOTpPaMMBbI, KOTOPAs OXPAaHICTCS 3aKOHOM U
KOTOpast BOCIIPOM3BOJAWTCS 0Oe3 TmpaBa Ha BOCIPOM3BEICHHE, C HAMEpPeHHEM 00ecneuuThb
HE3aKOHHYI0 SKOHOMHUYECKYIO MPUOBLIb i ceOs WM JJisi IPYroro JUIa Wi NPUYUHHUTH yiiepO
o0TaaTero COOTBETCTBYIOMIETO MPaBa).

Bce BbIle mepedyrcIeHHOE JODKHO HABECTH HANIeTro 3aKOHOJATENsl Ha COOTBETCTBYIOIIHE
BBIBO/IbI, M TIOTIBITATHCS 00€30MaCUTh HE TOJBKO ce0si, HO U OTE€YECTBEHHbIE UHPPACTPYKTYPHI OT
MPECTYITHOTO MOCITATEIhCTB
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PO®UITAKTUKA IIPABOHAPYIIEHUM CPEJIM HECOBEPIIEHHOJIETHUX

HpaBOHaPYI_HCHI/Iﬂ HCCOBCPIICHHOJICTHUX JieTe u NOoAPOCTKOB MOT'yT OBITH CAaMBIMU Pa3sHbIMHU:
HacWJIe, KCCTOKOCTb, arpCCCUBHOCTD, TAr4auinme MNpECTYIUICHHUA, BaHAAJINW3M, BCC I3TO
3axXJICCTHYJIO B MOCJICAHUC T'OJbl HAIlly CTpaHy. B BOJIHY HPCCTYITHOCTU BCE Yalle OKa3bIBAIOTCS
BTAHYTBIMH HCCOBCPIICHHOJICTHHUEC, JIeNCTBUSA KOTOPBIX IOpakar0T MNUHU3MOM, JICP30CThIO,
HAHCCCHUEM TCJICCHBIX HOBpe)KI[eHI/II\/'I HIIN JaXKe Y6HﬁCTBO.

Ka)K,Z[LIﬁ YCJIOBCK B COCTOSIHUH COBCPUINTH IPAaBOHAPYILICHHC. I[pyTOC AC€JI0, YTO AAJICKO HEC
KaXObIH €ro BCE-TaKh COBCPIIACT. boapmuHCTBO B3POCJIBIX JIOJe AO0CTaTOYHO YMHBI U B
COCTOSAHUU TIPEAYraAblBATb PE3YJIbTAThl, MOCICACTBHA CBOUX HCﬁCTBHﬁ, PYKOBOJACTBYHOTCS
rpaXXJaHCKUM [OOJI'OM, IIpaBUJIaMHU MOpaJIl U MUPHOTO COCYIICCTBOBAHHA B 06H_ICCTBC. A BOT
MOAPOCTKH 3a4aCTYHO HEC B COCTOSSHUU aJICKBATHO OLICHUBATHL HC TOJIBKO 0665[, HO U CBOU MOCTYIIKH.
I'maBubIC MMPUYUHBL HpaBOHapYU_ICHI/Iﬁ HCECOBCPIICHHOJICTHUX B TOM, YTO YaCTO ACTHU U NOAPOCTKHU
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