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AML in Kazakhstan: Progress, Challenges and Future Prospects

This academic article aims to analyze the current state and dynamics of developing the Anti-Money
Laundering (AML) process in the Republic of Kazakhstan: The article reviews the regulatory frame-
work for AML/CFT in Kazakhstan and discusses-the government's.efforts to combat money launder-
ing in the country. The article also examines the ‘role of financial institutions in implementing
AML/CFT measures and the challenges faced by them. Based on the study and analysis of the nation-
al legislation of the Republic of Kazakhstan, the current problems of the formation and development
of a system of counteraction to the legalization of .criminal incomes are considered, and as a result,
necessary measures will help to realize a necessary level of counteraction in the country. Also, the at-
tention is focused on new money-laundering techniques such as using digital assets, which are active-
ly used by criminal networks nowadays. In addition, the article highlights the recent developments
and initiatives taken by Kazakhstan to strengthen its AML/CFT regime.
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Introduction

Money laundering is recognized by global society as a serious threat to all countries, which is transna-
tional in nature and can undermine the economic system of the country. The laundering of the proceeds of
crime has_a-negative impact and effect on the economic activity of the state, affecting fair competition and
increasing the size of'the shadow economy.

The Republic of Kazakhstan is a rapidly developing country in Central Asia with a growing economy
and a well-established financial sector. However, like many other countries, Kazakhstan faces the challenge
of combating money laundering and terrorist financing.

In Kazakhstan, in January-October 2022 the country recorded 42 criminal offenses on legalization of
money and other property obtained by illegal means — 55.6 % more than a year earlier. The established
amount of damage for the period amounted to 3 billion tenge — twice as much as a year earlier [1].

An important threat to the Republic of Kazakhstan is the problem of capital flight, which for many
years is directly linked to money laundering. According to international ratings, Kazakhstan is among the 20
countries with a “stable” outflow of capital abroad. National Bank data show that from 2010 to 2021, the
gross outflow of direct investment from Kazakhstan (mainly to Cyprus, the Netherlands, the Cayman Islands,
and Seychelles) amounted to about $4.5 billion per year or $53.4 billion for the entire period [2].
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The issue of digital assets, which in recent years have become developed in the country, deserves sepa-
rate attention. Nowadays, digital assets pose a particular danger, facilitating the use of new methods of laun-
dering criminal proceeds. The new payment systems facilitate money launderers' criminal activity. These
systems are more convenient than cash as they allow large sums of money to be moved with ease, transac-
tions are possible without the direct involvement of the persons concerned, which favors the use of fake buy-
ers and false identities, the absence of credit risk, as there are usually prepaid, obstructing service providers
from obtaining complete and accurate customer information, which allows us to conclude that it is necessary
to take measures of legal regulation in this direction [3].

The government of Kazakhstan has recognized the threat posed by money laundering and has taken var-
ious steps to prevent it. This article analyzes the current state and development of the AML process in Ka-
zakhstan, and proposes measures needed to improve the fight against this type of crime.

This article aims to determine the current situation and development of the AML/CFT system in Ka-
zakhstan, identify the main problems of combating money laundering in the country, and develap a set of
recommendations to improve the national system of combating criminal activity in the research.

The realization of the goal necessitated the solution of the following main issues: the scientific and the-
oretical foundations of the concept of money laundering were studied; the main directions of combating
money laundering in Kazakhstan were identified; active role of financial institutions in the.implementation
of AML measures was determined; the measures necessary for the process of combating this type of crime
were proposed.

Methods and Materials

In the process of writing the article general and special scientific methods of knowledge of social and
legal reality were applied, such as analytical, formal-logical, comparative-legal, and system-structural.

The theoretical basis consisted of the works of well-known Kazakhstani and foreign scientists, who
have made considerable input into the development of methodology-of research of such crime as money
laundering; a literature review on money laundering-was made; materials of criminal cases and court deci-
sions were studied; data of statistical reports of the Committee for Legal Statistics and Special Accounting
under the General Prosecutor's Office of RK on-the number of registered criminal cases were analyzed.

Results and Discussion

The term “legalization” is used interchangeably with the term “laundering” of funds obtained by criminal
means. According to P.V. Zhubrin's definition; legalization of criminal proceeds should be understood as the
commission of transactions and financial transactions disguised as legitimate transactions with criminal pro-
ceeds in order to conceal their criminal origin and give legitimacy to their possession, use and disposal [4; 7].

According to S.B. Chernov, the laundering of “dirty”” money refers to any activity or transaction that is
implemented in order to disguise the sources of origin, existence, distribution, redistribution and consump-
tion of funds obtained as a-result of a crime [5; 15].

P. Gilmour determined money laundering as an organized activity, whereby well-connected individuals
operate collectively to pursue power or control and are motivated to conceal illicit funds from law enforce-
ment [6; 45].

Summarizing the above positions of modern views on money laundering, we can say that all of them,
despite.the diversity of points of view, converge in the main one — money laundering is any operation im-
plemented.in order to disguise the origin of criminally acquired money and other funds, deliberately giving
them a legitimate appearance.

The problem of anti-money laundering is becoming increasingly important both in Kazakhstan and
around the world, which predetermines the creation of mechanisms for its suppression both at the interna-
tional and national levels.

To launder the proceeds of crime, criminals use various schemes such as:

- Online Gambling: enables individuals to remit high amounts of money in a relatively anonymous and
untraceable way. Criminals may use online gambling platforms to deposit illicit funds and then withdraw
them as apparently legitimate winnings.

- Round Tripping: Numerous funds circulate through a significant number of money transfers from the
account to the account of various companies and organizations before ending up with the money launderer.

- Reselling Assets: Criminals who launder money can purchase expensive property for cash and then
sell it to make the money legal.
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- Creating a false paper trail: The intentional use of documents to disguise the true sources, owners, and
locations of criminally derived proceeds.

- Cryptocurrency: Cryptocurrency offer a high degree of anonymity and can be easily transferred across
borders without the need for intermediaries such as banks. Criminals can use cryptocurrencies to hide the
origin of illegal proceeds and transfer them without a trace to other parties.

- Smurfing: Smurfing relates to the technique of placing by dividing the total amount of money into
smaller pieces.

Realizing the high degree of danger of criminal capital, and its adverse effect on the economy, politics,
and society, the UN, the Council of Europe, and FATF (Financial Action Task Force on Money Laundering)
indicate in their documents the need to strengthen the combat against money laundering by applying legisla-
tion, law enforcement, scientific and other measures of law enforcement, scientific and other prevention of
such crimes [7].

At this stage, the government of Kazakhstan has already taken a number of significant actions to com-
bat money laundering and terrorist financing. One of the most important decisions was'the creation of the
Financial Monitoring Agency (FMA), which was based on the President's personal instruction and FATF
recommendations. This organization is intended to carry out control and implementation functions in the
sphere of AML/CFT. The FMA has also established a system of suspicious transaction reporting conducts
financial investigations and ensures the effective functioning of the financial monitoring system in the Re-
public of Kazakhstan.

Kazakhstan is a member of the Financial Action Task Force (FATF), an intergovernmental organization
main purpose of which is to develop international standards to combat money laundering and terrorist financ-
ing and to monitor their implementation by member countries. Another\important step for Kazakhstan was
its membership in the Eurasian Group on Combating Money Laundering.and Financing of Terrorism (EAG)
in 2004, as a result of which the country passed several mutual evaluations by the EAG and FATF to assess
its compliance with AML rules. In 2019, Kazakhstan underwent its third mutual evaluation by the FATF and
was found to have made considerable headway in impreving its AML/CFT regime since its previous evalua-
tion in 2011. However, the evaluation also identified areas where Kazakhstan could improve its AML/CFT
framework, such as enhancing the risk-based approach, strengthening the supervision of designated non-
financial businesses and professions, and increasing.the effectiveness of asset freezing and confiscation
measures.

Since then, Kazakhstan has taken action to eliminate the weaknesses revealed in the Mutual Evaluation
Report and has made strides in implementing.the FATF recommendations. For example, Kazakhstan has
made a number of significant changes to AML/CFT legislation, in particular introducing updated rules for
certain categories of non-financial businesses and professions. Kazakhstan has also improved its cooperation
with other countries and international organizations on AML/CFT issues and has intensified its endeavor to
promote public understanding'of AML/CFT risks.

The AML regulatory framework in Kazakhstan is mainly governed by the Law on Combating Legaliza-
tion (Laundering) of lllegally Obtained Income and the Financing of Terrorism, which was passed in 2009.
Under the AML Law, various entities, including banks, insurance companies, and other financial institutions,
as well as non-financial institutions such as casinos, real estate agencies, and dealers in precious metals and
dealers in.precious stones, are required to implement AML measures. These measures include, first, custom-
er due.diligence (CDD), second, mandatory systematic monitoring of transactions and control of customer
relationships, and third, immediate reporting of suspicious customer transactions to the Financial Intelligence
Unit (FIV).

In addition to the AML/CFT law, Kazakhstan has issued a number of regulations and guidelines to as-
sist in the enforcement of AML/CFT policies. For example, the FMA has issued guidelines on risk-based
AML/CFT supervision and guidelines on the implementation of the AML/CFT law for subjects of financial
monitoring. The National Bank of Kazakhstan has also developed and issued regulations on AML/CFT
measures aimed at banks and other financial institutions. In addition, an essential step for the Republic of
Kazakhstan has been the implementation of various international standards and best practices in the area of
AML, including the recommendations of the FATF.

Financial institutions play a crucial role in implementing AML measures in Kazakhstan. They are re-
quired to conduct customer due diligence, monitor transactions, and inform about any suspicious transactions
in the FMA. However, financial institutions face several challenges in implementing AML measures, such as
inadequate resources, lack of AML expertise, and insufficient technology infrastructure.
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According to the FMA of Kazakhstan, which is responsible for implementing AML measures and regu-
lating financial institutions, the number of suspicious transaction alerts provided by financial institutions in
Kazakhstan increased from 25,524 in 2020 to 27,196 in 2021 [8]. The FMA has attributed this increase to the
improving AML awareness among financial institutions and the general public, as well as the strengthening
of the AML regulatory framework in the country.

To monitor the current money laundering situation, Kazakhstan conducts an audit that determines the
current state and threats in this area. In 2021, the second national AML risk assessment was conducted, fol-
lowing which the main risks, threats, and vulnerabilities were identified.

Using statistical techniques and data in the criminal law sphere, we can conclude that a high risk of
AML crimes is: tax crimes, illegal economic activity, corruption, embezzlement of budget funds, fraud, and
drug trafficking.

A high AML/CFT risk is assigned to the banking sector, the sector of microfinance organizations, as
well as the gambling business. Based on national risk assessment results, all participants in the AML/CFT
system are implementing measures aimed at reducing the identified risks and vulnerabilities.

According to T. Mussin, expert in the field of compliance and AML/CFT, an important role in imple-
menting these measures is assigned to an AML/CFT expert (in international practice — AML Officer or
Money Laundering Reporting Officer) of the organization, who is responsible for complying with all re-
quirements in combating AML/CFT on the basis of legislation, international FATF recommendations and
requirements of internal documents of the organization [9].

As Compliance Officer I. Kojumov noted, the role of a Compliance Officer is to ensure that employees
and the company comply with legal requirements, including foreign ones if'they have or may have an influ-
ence on the company and internal company rules. For companies providing financial services, Compliance
Officer's role is to help the company achieve its strategic goals while managing the associated regulatory and
financial crime risks [10].

In general, the dynamics of the state of development of the AML"/ CFT system in the Republic of Ka-
zakhstan in the period from 2019 to 2021 show positive results. The number of financial monitoring entities
covered by the AML/CFT system increased from.6,000 to.9,000; including 2,000 entities from the financial
sector and 7,000 entities from the non-financial sector [11].

However, despite the implementation of laws and regulations, the AML system in Kazakhstan faces
several challenges. Some of the main challenges include:

- Weak implementation of AML laws: There are reports of weak implementation and enforcement of
AML laws and regulations in Kazakhstan. This is partly due to a lack of resources, capacity, and training
among law enforcement and regulatory authorities.

- Capital flight: Each year huge amounts of illegal money are transferred out of the country by citizens,
including officials. However, there are still no accurate estimates of the scale of this problem.

- Risks of using digital assets in-money laundering and terrorist financing. The lack of approaches to
identify all participants in.transactions with digital assets is a challenge to the current global AML/CFT sys-
tem and necessitates its improvement.

- Corruption: Corruption remains a significant issue in Kazakhstan, which could undermine AML ef-
forts. There are reports of corruption in the financial sector, including money laundering, which can be con-
ducted through banks and all other relevant financial organizations.

The problem of identifying the ultimate beneficiary: Identifying the ultimate beneficiary is an important
means of ensuring the transparency and legitimacy of business [12; 181]. The lack of transparency in the
ownership structure of legal entities creates opportunities for illicit activities such as money laundering and
terrorist financing.

In recent years, Kazakhstan has taken several initiatives to strengthen its AML regime. In 2022, Presi-
dent Kassym — Jomart Tokayev approved the Concepts for the development of financial monitoring for
2022-2026, which aims to enhance the effectiveness of AML measures in the country. The strategy includes
measures such as enhancing cooperation between government agencies, improving the regulatory frame-
work, and increasing public awareness of AML risks. The key vision of development is to further strengthen
the image of Kazakhstan as a responsible participant in the world system of combating money laundering
using appropriate measures to protect the financial system and economy of the country from the real threats
of money laundering and terrorist financing.

Kazakhstan has already taken important steps to combat money laundering in order to strengthen the
national AML/CFT system. Some of the key initiatives include:

78 BecTHuk KaparaHguHckoro yHnsepcuteTta



AML in Kazakhstan: Progress, Challenges, and Future Prospects

The return of assets: In 2022, the President decided to create an interdepartmental commission, headed
by the Prosecutor General, to carry out comprehensive work on the return of funds illegally exported by citi-
zens of Kazakhstan abroad. The head of state intends to personally supervise the work of the commission.
Also within the framework of developing and improving this direction, Kazakhstan has introduced the insti-
tution of national public officials (NPL) — they now also fall under the control of subjects of financial moni-
toring.

Digital assets: Amendments to the AML/CFT legislation, which provide for the inclusion of persons
engaged in business activities with digital assets in accordance with the Law of the Republic of Kazakhstan
“On Informatization”, are currently being introduced [13]. The Agency has already signed a memorandum of
cooperation with the international cryptocurrency exchange “Binance”. Its main purpose is to exchange in-
formation on the identification and blocking of transactions using digital assets obtained by criminal means,
as well as those intended for money laundering and terrorist financing. To work effectively in this area, IT
tools will be used to support the tracking of illegal financial transactions.

Enhancing the AML/CFT legal and regulatory framework: Kazakhstan actively applies:the FATF
standards as part of improving the national AML/CFT system, considering and addressing the deficiencies
identified in the mutual evaluation reports. The adoption of the previously mentioned concept for the devel-
opment of financial monitoring for 2022-2026 will also have a favorable effect on the regulatory framework
in the field of AML/CFT.

Enhancing the role of the Financial Monitoring Agency (FMA): The FMA is theregulatory agency re-
sponsible for implementing AML measures and regulating financial institutions in Kazakhstan. The govern-
ment of Kazakhstan is taking ongoing measures to strengthen the FMA's capacity and resources to improve
its performance in combating money laundering and terrorist financing.

Implementation of a risk-based approach to AML/CFT: This approach is reflected in FATF Recom-
mendation 1, which is the basis of the current methodology. Kazakhstan has adopted a risk-based approach
to AML/CFT to implement financial monitoring measures when. constructing a national AML/CFT system.
The FMA has developed and issued risk-based AML/CFT supervisory guidance to assist financial institu-
tions in implementing this approach.

Strengthening AML/CFT supervision: The'FMA conducts regular financial monitoring of institutions to
determine their compliance with AML/CFT regulations. An important step was the FMA's implementation
of a new financial monitoring system for suspicious transactions in order to enhance its ability to detect and
investigate money laundering and terrorist financing activities.

To address the problem of identifying beneficial owners, Kazakhstan has taken a number of important
steps to improve its identification. In,2020; the government of Kazakhstan enacted amendments to the Law
“On Combating Money Laundering and Terrorist Financing”, which obliged all legal entities to disclose their
ultimate beneficiaries and inform the national register of beneficiary owners. The new amendments provide
more specific and detailed requirements for beneficial ownership disclosure and establish administrative and
criminal liability for non-compliance. The government has also been working to improve enforcement and
raise awareness among. businesses about the importance of transparency in beneficial ownership disclosure.

Kazakhstan has already established and continues to expand partnerships with other countries through
memoranda of understanding to enhance global cooperation in combating money laundering and terrorist
financing.

To improve anti-money laundering measures in Kazakhstan, such as strengthening the legal framework,
increasing the transparency of beneficial ownership information, empowering financial institutions, and
monitoring and-preventing illegal activities of unsecured digital assets in the Republic of Kazakhstan are
needed. Overall, Kazakhstan's AML initiatives demonstrate its commitment to strengthening its AML/CFT
framework and combating money laundering and terrorist financing.

Conclusions

Money laundering is a global problem that involves concealing the source of illegally obtained funds by
making them appear legitimate. Various methods are used, including online gambling, round-tripping, resell-
ing assets, cryptocurrency, and smurfing. The formation of the AML system in the Republic of Kazakhstan
began with the adoption of the law on AML in 2009. Kazakhstan has implemented measures to combat mon-
ey laundering, such as establishing a Financial Monitoring Agency (FMA) responsible for implementing an-
ti-money laundering (AML) measures, conducting regular inspections of financial institutions, and establish-
ing a reporting system for suspicious transactions.
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Kazakhstan faces challenges such as the weak implementation of AML laws, capital flight, risks of us-
ing digital assets in money laundering, corruption, and the problem of identifying the ultimate beneficiary.
To overcome these challenges, Kazakhstan has taken several initiatives, including the return of assets,
amendments to AML/CFT legislation for digital assets, strengthening the legal and regulatory framework,
enhancing the role of the Financial Monitoring Agency, implementing a risk-based approach, improving the
effectiveness of AML/CFT supervision, and establishing partnerships with other countries and international
organizations. The country's recent initiatives are aimed at strengthening the AML regime and protecting its
economy from the dangers of money laundering and terrorist financing.

Recent developments and initiatives undertaken by Kazakhstan demonstrate its efforts to combat money
laundering and terrorist financing, and financial institutions have played a crucial role in implementing AML
measures. However, there are still challenges to be addressed, and the government of Kazakhstan needs to
continue its efforts to strengthen its AML regime.
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P.M. XKamuena, M.I'. AnrOekoBa

Ka3zakcrannarsl AZK/TKK: mporpecc, Macesiesiepi :koHe 00J1alIAK MePCHEeKTHBAIAPbI

Maxkanansig Makcatel Kasakcran PecryOiankachIHAaFbl aKIIaHbl XKBUIBICTATyFa KapChl iC-KMMBUT MPOLIECIiHIH
Kasipri jkarmaiiel MeH gamybliHa Tangay dkacay. ConbiMeH katap Kasakcranmarer AJK/TKK-ra kapcer
3aHHAMaJbIK 0a3ara >KOHE aKIIaHBI KBUIBICTATYFa KapChl KypecTe YKIMET KYpri3il jKaTKaH KYII-Kirepre
oy sxacanrad. AXK/TKK OoifpIHIIa miapanmapabl JKy3ere achlpylaFbl Kap:Kbl WHCTUTYTTApBIHBIH POIiHE,
ONapABIH ANABIHIA TYpPFaH MpolieManapra Hazap aynmapburradH. KazakctaH PecrmyONMKachIHBIH YITTBIK
3aHHAMACBIH YKOHE OHBI KOJIJJAaHY TOXKIPUOECIH Tajmay HeETi3iHAe KBUIMBICTBIK KOJIMEH albIHFaH KipicTepmi
3aH/IaCTBIPYFa Kapchl Kypec KYHeciH KalblTaCThIPY MEH AaMbITY/IbIH HETi3ri npolieManapsl ailKbIHIaIFaH.
OCBIHBIH HETi3iHAE eNiMi3lle aKlIaHbl KbIIBICTATyFa KapChl iC-IIapanapibl )KY3ere achbIpy/AblH Heri3ri OarbIT-
TapblH YCBIHYFa opekeT »kacaiyna. Kas3ipri yakpITTa KbUIMBICTBIK KaybIMIACTBIKTap OENCEeHAl KONJIaHATBIH
G PIbIK aKTUBTEP/I MaliaanaHa OTHIPHII, aKIIaHbI KBUIBICTATY IBIH JKaHa dJ1icTepiHe KoHia Oeminyae. CoH-
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naii-ak makanaga AYK/TKK pexumiH KyLmIeHTy »oHe KbUIMBICTBIK KipiCTEp/i ally MEH 3aHIacThIpy KaFaaii-
JapbIH K010 OoiibIHIIa KazaKcTaHHBIH COHFBI OKMFAJIapbl MEH OacTaMainapbl KapacThIPbUIFaH.

Kinm ce30ep: aKIiaHBI XKBIIBICTAaTy, KbUIMBICTAH TYCKEH KipicTep, Kap>KbUIBIK MOHHTOPHHT, KapXbl HHCTH-
TYTTaphl, KAapXBUIBIK SPEKeTTep XOHIHAETi JXYMBIC TOOBI, IMU(MPILIK akTUBTEp, Kap>KBUIBIK MOHHTOPHHT
areHTTIrl, Kap>KbUIBIK TPaH3aKIHsIIap.

P.M. XKamuena, M.I'. AnnOekoBa

HOJ/®T B Ka3zaxcrane: nporpecc, npodjieMbl U ePCHEeKTUBBI

Iens HacToOsIIIEH CTaThH — AHAIN3 TEKYIIETO COCTOSHUS M Pa3BUTHS Ipoliecca 60pbOBI ¢ OTMBIBAaHHEM JIe-
Her B Pecniybniuke Ka3axcran. ABTopaMu mpencTaBiieH 0030p HopMaTuBHO-mpaBoBoii 6a3elr [10J]/DT B Ka-
3aXCTaHe U yCHIIMs, IPEeANPUHIMAEMbIE IPABUTENBCTBOM, A7 O0PHOBI C OTMBIBAHHEM JICHET. Y JeJI€HO BHH-
MaHHe ponu (UHAHCOBBIX ydpexaeHuit B peamusauun Mep mo [1OJ/®T u npobiemam, ¢ KOTOPHIMA. OHHU
crankuBaloTca. Ha ocHOBe aHanM3a HallMOHATIBHOTO 3aKOoHOAaTenbcTBa Pecrybmuku KazaxcraH W HpaKkTHKH
€ro NMmpuMeHeHHs 0003HauYeHBI OCHOBHBIE MPOOJIeMb! ()OPMUPOBAHHUS M Pa3BUTHS CHCTEMBI IIPOTHBOIEHCTBHS
JIeTalu3aliy IPeCTyIHbIX J0X010B. IIpencTaBneHa NONbITKa NPEII0KEHHST OCHOBHBIX HalpaBJIEHUN peay-
3allUd Mep MO IMPOTUBOJCHCTBUIO OTMBIBAHUIO HE3aKOHHBIX JIOXOJIOB B CTpaHe. AKICHTUPOBAaHO BHUMaHHE
Ha HOBBIX METO/aX OTMBIBAHUS JICHET C MCIIOJIb30BaHUEM LU(POBBIX aKTHBOB, KOTOPHIC AKTHBHO HCIIOJB3Y-
I0TCSl MIPECTYIMHBIMH cOO0IIecTBaMU B HacTosee BpeMs. Kpome Toro, B cTaThe pacCMOTPEHBI MOCIECTHUE
COOBITHA M MHUIMATHBBI, NpeanpunaTeie KazaxcranoMm mis ykpemtenus pexuma T1OL/®T u ycrpanenus
YCIOBH JIS TOTYYCHUS U JIETATH3AIMHU MPECTYMHBIX JOXO0B.

Kniouesvie cnosa: oTMBIBaHHE AEHET, IPECTYIHBIE JOXOJbI, (PMHAHCOBBIN MOHUTOPHUHT, ()MHAHCOBBIE yUpe-
JKIEHUsI, Tpynmna pa3pabOTKH (HUHAHCOBBIX Mep OOpBOBI C OTMBIBAHHEM JCHEr, IHU(POBHIE AKTHBEI,
ATeHTCTBO ()MHAHCOBOT'O MOHUTOPHHTA, ()HAHCOBBIE OTIEPALIUH.
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