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AKTHBHOE pa3BUTHE H IPUMEHEHHE HOBBIX LU(POBBIX TEXHOJOTHH B 00pPa30BaHHHU, C OJHON CTOPOHBI, OT-
KPBUIO HOBBIE BO3MOXKHOCTH JUISl HMOBBIMEHUS 3((GEKTUBHOCTH yIpaBiIeHUs Ou3Hec-mpomeccamu Byza. C
JIpYroif — IPHUBENO K 3HAYUTEIHHOMY YBEIHYECHHIO YTpo3 O€30IacHOCTH, ITOBHINIAs YSI3BIMOCTH 00pa3oBa-
TENBHBIX YUPESKACHHHN Ul KHOSPIPECTYIHUKOB. B mmocetHre Top! CTpeMUTENBHBIA POCT Pa3INIHOro poja
MHIUJICHTOB [TOKA3bIBACT, YTO TPAIMUIMOHHBIE ITOAXOIb! K MH()OPMAIIMOHHOHM 0€3011acHOCTH HENOCTATOUHEL
CremoBaTelbHO, OIIEHKA PUCKOB HH(OPMAIIMOHHOH 0€30I1aCHOCTH CTajla BaKHOI 3aqadeil At OOJIBIIIHCTBA
y4eOHBIX 3aBeleHnil. BpUIO MpeIoxKEeHO HECKONIBKO MOJeneH, YToObl TOMOYb 00pa30BaTeIbHBIM: YUPEKIE-
HHSM pellaTh MpoOieMsl ¢ IMocTpoeHneM nH(opManuoHHo# Ge3omacHoCTH. B 1aHHOM cTaThe mpemiokeHa
HOBasl MepapXudeckas CTPyKTYpPHPOBAaHHAs MOJENb OLEHKH DPHUCKOB HH(GOPMAnHMOHHONW O€30MacHOCTH B
y4eOHBIX 3aBEICHUSIX C UCIIOIb30BAHHEM HeueTKoH Joruku. HoBbIil MeTon oneHKH pHCKOB MH(OpPMAIHOH-
HOH 0e30I1aCHOCTH TaKXKe OIMCAaH Ha MpHMepe aBTOMAaTH3MPOBAHHBIX cHCTeM yrpaBieHus win ERP-cuctem
(Ha mpuMepe cucteM yrpasieHus: o0ydennem). [IpemioxkeHHas oleHKa PUCKOB YHHUBEpcHUTeTa ObllIa cMozie-
JIMPOBaHa C MUCIHOJIb30BaHUEM HEUYETKO# JIoruku B BuAe 15 fuzzy mammb. B xode psia SKCIIEpHMEHTOB MBI
TIIATENBHO M3YYMIH OLIEHKY PUCKOB MH(MOPMAIMOHHONW OE30MacHOCTH PAa3iIMYHBIX MPOIPAaMMHBIX NPOIYK-
TOB, HCTIOJIb3YEMBIX B By3ax. IIpearaemplii METOA HOJDKEH PEIIHTh IPOOIeMy T'nOKOH OIIEHKH PHUCKOB.

Knrouesvie crosa: monennpoBaHue OU3HEC-TIPOLECCOB B BY3aX, PUCKH MH(OpPMaLMOHHOH 0e30macHOCTH,
OIIEHKa PHCKOB, CTAHIAPTHl OIEHKH WH(POPMAIMOHHOW 0€30TacHOCTH, MOJUTHUKA B 00JacTH 00pa3oBaHuS,
paboTta B obnacti 06pa3oBaHusi, OOIECTBEHHOCTD, OE30MACHOCTH B 00acTH 00pa30BaHusI.

Beeoenue

W3BecTHO, YTO HU OJMH BY3 HE MOXKET OBITh 3aCTPAaX0OBaH OT YTEUKH JaHHBIX, U YTO, KOTJa MIPOUCXOISIT
HapyLIeHHs, OHU MOTYT UMETh CEePbe3HbIC MOCIACACTBHA. Ha HapylleHne NaHHBIX MOXKHO IO-Pa3HOMY CMOT-
peTh B pa3HbIX obnacTsx. JIioboe NeiCTBIE 0 HApYIIEHUIO 0€30IaCHOCTH 3allMIICHHBIX JaHHBIX, KOTOPOE
MPUBOJUT K TIepeliaue JaHHBIX HEaBTOPHU30BAHHBIM OOBEKTAM, MOXET pPacCMaTpHBATHCS KakK HapylIeHUE
uHpopmannonnoit 6ezonacuocte (MbB). Hapyiienne 6e301macHOCTH MOXKET OBbITh PE3yJIbTaTOM KHOEpaTaKH,
KpaXH WIH TIOTEPU YCTPOWUCTB; KPaXKK WM YTEUKH JIAHHBIX COTPYAHUKOB, TAaKUX KaK YYETHBIE JaHHbBIC
Oe3onacHoCTH, U YenoBedeckux omuoOok. OcHoBHbIE kuOeparakum Ha LMS Brirouator BHeapenne SQL
injection, crosssite.scripting (XSS) u nossimenue npusmwiernid. SQL-nabekuns — oxHa U3 HauboJjee pac-
MIPOCTPAHEHHBIX aTaK; KOTOPBIE MOTYT pa3pylIuTh 0a3y JaHHBIX IIyTeM pa3MEILeHHs CO3IaHHOI0 BPEIOHOC-
HOTO Kojia B oneparopax. SQL uepe3 BBoj BeO-cTpanuiibl. OJHAKO HUKAKUX 3HAYUTEIBHBIX MCCIICIOBAHMM,
MOCBSANICHHBIX - N3YYE€HHUIO, CPABHEHUIO M OIEHKE IOJXO/OB, HCIIOJIb3YEMBIX KAIBKYJISTOPAMH pPUCKA IS
paccienoBaHus yreuek JaHHBIX, HEe MPOBoAMIoCk. PazpaboTka addexTrBHOrO pemenns s kubepobesonac-
HOCTH TI03BOJISIET HAM YMEHBIIIUTh YTEUKU JTAHHBIX, KOTOPHIM YTPOXKAIOT PUCKH KUOEpOE30MacHOCTH, Takue
Kak KrOepaTaky Ha XpaHWiuIie, 00paboTKy U ynpasieHnue 60azamu naHHbIX. Opranusanus kudbepbe3omnacHo-
CTH B JKU3HEAEATENLHOCTH OCTaeTCsl OAHOM M3 TIaBHBIX HepeueHHbIX 3a1a4d B UKT cdepe.

l'umoreza — npoGiiema B TOM, YTO B 00pa30BATEIIbHBIX YUPEKACHUSIX CIOXKHO YIPaBIsATh HHPOpMALU-
OHHOU 0€30MacCHOCTHI0 B CIIOXKHBIX CHCTeMax, TakuMH Kak cuctema ERP. Ilouemy paspaboTumku mpo-
IPaMMHOTO 00eceYeHHs] He MOTYT HOJHOCTBIO 00€30I1aCUTh CIOXKHYIO cucTeMy? UTO MOTYT NMpeayioKuTh
pa3paboT4MKK MPOrpaMMHOTO OOecTieUeHUs sl YIydlIeHus] MHQOPMAIMOHHOM O0€30MacHOCTH CIIOXHBIX
cucreM? JTO OOHapyXKHBaeT MpoOJieMy B JOCTHXKECHUH OE€30MACHOCTH MPH MPOTrPaMMHPOBAHUH CIIOKHBIX
cucteM. HeOpexxHoe 1MoJIb30BaHUE COTPYIHUKAMH HIIA MTPOCYETHI IIPH MOCTPOCHUH HH()OPMAIIMOHHOM 0€30-
MACHOCTH OTPAa3ATCS HA pemyTauud W (UHAHCOBBIX MOTEPsIX Y4eOHBIX 3aBefeHUH. PaspaboTumku mpo-
IrPaMMHOTO O0ecrieueHHss MOTYT UCIIOJIb30BaTh MOJIENIM TIOCTPOCHUSI HHOOPMAIIMOHHONW 0Ee30MacHOCTH, KO-
TOpBIE HE TIOJXOJIAT JUISl CIIOKHBIX CUCTEM. YUUTHIBAs JIOJDKHOE BHHUMAaHUE K MPEABUIYIIUM CTapbiM MOJe-
n51M, HeoOxoumMa Oostee ruOKast MOAIE b OLIEHKM HH(OPMALMOHHOW 6€30I1aCHOCTH.
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JJis CIOKHBIX CUCTEM HE CYILECTBYET KOHKPETHBIX MOJEICH M CTaHAapTOB OLIEHKH MH(POPMAIIMOHHOM
Oe3onacHocTd. B m060M ciydae 3TO yKa3bIBaeT Ha Ba)KHOCTh M3YYEHHs BCEX M3BECTHBIX MOJENEH OLCHKU
nH(popMarmonHoi OezomacHocTH. EcTh psin xopommx pabor Ha Temy «Kak omeHuTh MH)OPMAIHOHHYIO
0e301acHOCTh MPOTPAMMHOTO POILYKTa»?

B aroii crathe Bo Feng, Qiang Li, Yuede Ji and others npeaararor HOBY(0 MOIesb aHATKM3a MOJIb30Ba-
Tenel A MOMCKa MOTEHIMAIbHBIX JKEPTB IIyTEeM aHalIu3a OOJBLIOrO KOJMYECTBa JMYHON MH(OpManMu U
MOBE/ICHHSI TIOJIb30BATEINIC B COIMANBHBIX ceTsX. Monenb oueHuBaeT puck OesomacHoctu [1]. Pil Sung
Woo, Sang Sun Hwang, Soon Hyun Hwang, Balho H. Kim nposenu uccieoBaHie 0 TECOPETHUECCKOM CTaH-
JapTe Ui co3aHus 0€30MacHbIX CUCTEM IIyTeM aHaJIn3a CTPYKTYPhl CUCTEMBI yIpaBiieHHs nHpopManueil o
MOIITHOCTH B JOIOJHEHHE K KOJIMYECTBEHHOM OLIEHKE pUCKA KHOepaTak, KOTOPbIE OCTAIOTCS Malo H3y4yeH-
HeIMU [2]. B atoif crathe T. Kieras, M. Junaid Farooq, Q. Zhu omncanu Risk Analysis of IoT Supply Chain
Threats (RIoTS), cTtpykTypy OIeHKH PHCKOB 0€301MacHOCTH, 3aMMCTBOBAaHHYIO M3 TEOPHUH HAJEKHOCTH CHIC-
TeM, 9TOOBI BKIIIOYUTH IEN0YKy mocTaBok [3]. Smart Grid Security Classification (SGSC) cBs3an ¢ meToza-
mu ananmu3a puckoB (ANSSI standard methodology) ¢ Toit pasnureii, utro SGSC MeTon KiaccupuKauu
HUMeeT LeNlb IPUCBOUTH CHCTEME Kilace 0€30MacHOCTH Ha OCHOBE (KOMOMHALIMIT) OLIEHOK, MPUCBOCHHBIX pa3-
JIMYHBIM acIlleKTaM YsI3BUMOCTH CHCTEMBI M COOTBETCTBYIOIINM PEaIM30BaHHBIM MeXaHW3MaM 3aiuuThl [4]. B
aroii cratee J.D. Marcovic-Petrovic, M.D. Stojanovic, S.V. Bostjancic Rakas mpejioxusii HOBbI METO[
OLIEHKH PHCKOB 0€30MaCHOCTU B CETSAX AMCIETUEPCKOrO yrnpasieHus u coopa aaHueix. (SCADA) ¢ ucnonb-
30BaHueM HeueTkoit soruku [5]. W. Wang, F. Shi, M. Zhang, C. Xu, J. Zheng npemioxuan METOI paHKu-
pPOBaHUs Ha OCHOBE Pa3HOPOAHOW MH()OPMALMOHHOW CETH IJISl OLICHKU [PHCKA YS3BHUMOCTH B KOHKPETHON
ceru [6]. J. Wang, M. Neil, N. Fenton nonyuwnu komOunupoBanHslit moaxon «Extended Factor Analysis of
Information Risk-Bayesian Networks» (EFBN), ucrionbs3ys cumyisiiuto MonTe-Kapiio, n mokasaiu, 4To OH
MOJKET MPEeNOCTaBUTh HHTETPUPOBAHHOE PEIEHHUE I OLICHKH PHCKOB.KHOEepOe30macHOCTH U MPUHATHUS CO-
OTBETCTBYIOILUX pelieHui [7]. DTo uccienoBanre HanpaBieHO Ha HpeAcTaBiIeHre Haubosee MOMysIpHBIX U
HWHTEPECHBIX aJITOPUTMOB, UCIIOJIB3yEMbIX B HacTosuiee Bpems [8]. Mccnenyemslii moaxox COCTOUT U3 Kia-
CTEepHU3aLUHU yA3BUMOCTEH IMyTeM HCIOIb30BAHMUS TEKCTOBOM MH(OPMAIMK B 3aUCSX YSI3BUMOCTEH, a 3aTeM
MOJICIUPOBaHMsl (DYHKIMK CPEJHEro 3HAUCHHS YSI3BUMOCTEU IIyTEeM OCIAOJICHHS MPEANOIOKEHHS O MOHO-
TOHHOW (YHKIIMM MHTEHCHBHOCTH, KOTOpOE MpeodiaacT B UCCIEAOBAHUSAK, B KOTOPBIX HCHOIB3YIOTCS MO-
JeN HaJeKHOCTH TIporpaMMHOTo obecniedeHust (SRM) u-HeoTHOPOIHBINH TyaCCOHOBCKHUH MPOIECC B MOJIE-
suposanud [9]. B aroii ctatee Pan K., Teixeira A., Lopez C.D., Palensky P. npoanannsupoBanu kubep0e3o-
MACHOCTh CHCTEMBI YIpaBieHus sHepronorpednenneM (EMS) ot arak Ha naHHble. Pe3ynbTaTsl TOKa3bIBAIOT,
HAacKoJbKO ys3BUMa EMS 11 atak Ha IlaHHBIE M KaK COBMECTHOE MOJICTUPOBAHUE MOXKET IOMOYb B OLICHKE
ys3BumocTH [10]. B 3Tom ncciienoBanuy MpeacTaBiIeHbl U CPaBHUBAIOTCA cyllecTByromue metoasl Cyber
Third-Party Risk Management (C-TPRM), co3naHHble pa3HbIMH KOMITAHHSMH, JUIS BBISBICHUS HauOolee
4acTO MCIIOJIb3YEMBIX HHIUKATOPOB U KpUTEpHEB OleHOK [11].

Crannaptsl KnOepOe30MaCHOCTH — 3TO OMYOJIMKOBAaHHBIE MATEPHAIIbI, B KOTOPBIX HU3JI0XKEHBI METOIbI,
KOTOpPbIE OPUEHTHPOBAHBI Ha 3aIUTy Kubepcpensl moib3oBarens. OCHOBHas 1IeJb — CHU3UThH PUCKH, B TOM
4rcye MPeJOTBPAaTHUTh WM CMATYNTH KHOepaTaku. DTH OMyOJIMKOBAaHHBIE MaTepHalIbl COCTOST U3 COOPHUKOB
WHCTPYMEHTOB, TIIOJINTHK, KOHLENUUH O0e30macHOCTH, Mep Oe30MacHOCTH, PYKOBOJACTB, IOAXOIOB K
YIpaBJICHUIO PUCKAMH, J€HCTBUI, 00ydeHus, IEPEIOBBIX METOJOB, TAPAaHTHH U TEXHOJIOTHH.

OCHOBHBIE cTaHIAPTHI TI0 HHHOPMAIIMOHHOM 0€30TTaCHOCTH

1. ISO/IEC 27000 — Cucremsl yrpaBieHus: HHOOPMAIIMOHHON 0€30MaCHOCTHIO.

2. ISO/IEC 27001 — WubpopMaIMoHHBIE TEXHOJOTHH — MeToabl obecredeHnsi 0e30MacHOCTH —
CucteMsl yripaBnenus: THQOPMAIIMOHHON Oe3onacHocThi0O — TpeboBanus. Beimyck crangapra 2013 r. om-
penenser CucTeMy yrpaslieHHS HHPOPMAIMOHHON Ge30MaCHOCTHIO TaKUM ke (DOpMaTU30BaHHBIM, CTPYKTY-
PUPOBaHHBIM M KpaTKuM o0pa3om, kak apyrue cranaaptel UCO onpenenstor npyrue BUAbl CHCTEM YIIpaB-
JICHHUS.

3. ISO/IEC 27002 — Komekc MpakTUKH Uil CPEICTB KOHTPOJISI MHPOPMAIIMOHHOH 0e30MacHOCTH —
[0 CyTH, MOAPOOHBIA KaTaJlol CPEICTB KOHTPOJS HMHPOPMALMOHHONW O€30IacHOCTH, KOTOPHIMHA MOXKHO
ynpasiaTh ¢ noMmoibso CYUB.

4. 1SO/IEC 27003 — PyKOBOJACTBO TI0 BHEAPEHHIO CHCTEMBI YIIpaBaeHHs HH(POPMAIMOHHOH Ge3omac-
HOCTBIO.

5. 1SO 15408 — Dtot cranmapT pazpadarbiBaeT Tak Ha3biBaeMble «O0IIHe KPUTEPHU». DTO MO3BOJISIET
0e30IacHO MHTETPUPOBATh M MPOTECTHPOBATH MHOXKECTBO PA3JIMYHBIX MPOTPAMMHBIX W allllapaTHBIX Mpo-
TYKTOB.
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6. IEC 62443 — Cranmapt xubep0e30nacHOCTH ONpeAeisIeT MPOLecChl, METOABI U TPeOOBaHHS K CHUC-
TEeMaM MPOMBIIUICHHON aBToMaTu3anuu u ynpasieuus (CITAY).

7. ETSI EN 303 645 — Crangapt coaepXuT Habop 0a30BbIX TpeOOBaHMI K 0€30IMaCHOCTH MOTPEOH-
TeNbCKHUX ycTpoiicTB MHuTepHeTa Beweit (10T).

Kpumepuu oyenxu pucka

Ham HeoOXoamMo ompemenuTh KPUTEPHH W METPHUKH ISl ONEHKH WH()OPMAIMOHHOW O0€30MacHOCTH
MPOrPaMMHOT0 OOECIICYCHUsI MyTeM aHaM3a BBIIICYNOMSHYTBIX CTaHAapTOB. Ha OCHOBE MEKIUCIIMILIU-
HapHOTO aHau3a (YIOMSHYTHIC BBIIIE UCCIICAOBAHUS U CTAHAAPTHI) COCTABJICH MEPEUeHb, COCcTOSIUi U3 50
puckoB UB, KOTOpBIl MOXKHO MCIOJIB30BAaTh B MIPAKTUYECKON AEATEIBbHOCTH MPEANPUATHS, IOCKOIbKY HEM-
Tpanm3anus (TUKBUAANWS, MUHUMHA3anys) puckoB Ub cocTaBisger cymHOCT U cofepikaHue mporecca odec-
neyenus b yruBepcutera. Ha 6a3e mpemios)keHHOTO TIepeyHsl MOTYT OBbITh TaKXe IMOCTPOCHBI MOJCTH YT-
P03, Ha OCHOBaHHH KOTOPBIX OCYIIECTBISIETCS TOCTaHOBKA 3a7a4d Ha co3nanne CUb. Kpome Toro, mepedyens
KOHKPETHBIX PHCKOB MOXKET HCITONIB30BATHCS B XOJIC OIEHKH BIUSHHS puHUMaeMbix Mep Vb Ha sddexTnn-
HOCTB JiesiTenbHOCTH npeanpustus. Pucku Ub npeacraenens! B Tadmuie 1.

Taonuma 1

CTpyKTypa pUCKOB
Ne Risks
1 2

1. Organizational risks
1.1. Documentation risks
1 1.1.1. Lack of signaling means in case of emergency situations.

1.1.2. Lack of regulations for actions of information security employees in the event of an emergency situa-
tion.
3 1.1.3. Uncontrolled use and write-off of information carriers.

4 1.1.4. Lack of video surveillance systems for key nodes.of information systems, access control to work prem-
ises.
5 1.1.5. Uncontrolled use of the Internet.

1.2. Human risks

1.2.1. Personnel errors, low gqualifications.

1.2.2. Intentional harm by disloyal employees.

1.2.3. Malicious actions ofthe network administrator.

1.2.4. Combining the duties of an Information System administrator and an Information Security administrator.
10 | 1.2.5. Malicious acts when servicing.

O 0| N O

2. Reputation (branding) risks

11 | 2.1. Dissemination in the external environment of information of an economic nature that threatens the com-
pany's reputation.
12 | 2.2.Mentioning-a company in the context of extremism, money laundering, cyber threats and cyber terrorism.

13 | 2.3:Use of uncertified and unlicensed products.
14 | 2.4, Possibility of external penetration into the company’s Intranet system.
3. Privacy risks
3.1. Privacy regulations
15 | 3.1.1. Lack of clear regulations for working with personal data.
16 | 3.1.2. Acceptance of untested cryptographic information protection devices into operation.
17 | 3.1.3. Lack of monitoring and analysis procedures for all performed operations.

18 | 3.1.4. Lack of organizational procedures that allow for internal investigations of violations of confidentiality
risks.

3.2. Authorization

19 | 3.2.1. Long-term preservation of the authorization window in case of inactivity or in the event of an employee
leaving the premises.
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1 2
20 | 3.2.2. Unauthorized access to passwords and keys.
21 | 3.2.3. Failure to respect the confidentiality of passwords.
22 | 3.2.4. Violations of the order of storage and transmission of passwords.
23 | 3.2.5. Inaccurate identification of Information System users.
24 | 3.2.6. The absence of protective measures in the systems, ensuring the impossibility of denying the authorship
of the operations and transactions carried out.
25 | 3.2.7. Lack of mechanisms for registering unauthorized access to information for identification, authorization
of customers and employees.
3.3. Unauthorized access
26 | 3.3.1. Unauthorized access to data in Information System and PC.
27 | 3.3.2. Leakage of service information through various channels.
28 | 3.3.3. The ability to remotely retrieve information from external positions.
29 | 3.3.4. Possibility of uncontrolled information retrieval from internal positions.
30 | 3.3.5. Unauthorized use of the electronic payment system, remote service.
31 | 3.3.6. Virtual theft and forgery using personal data.
3.4. Theft
32 | 3.4.1. Interception of data in various ways.
33 | 3.4.2. Actual theft and theft of technical equipment (phones, laptops, flash drives, communicators, etc.).
4. Integrity risks
4.1. Hardware integrity.
34 | 4.1.1. The usual failure of technical equipment (average).
35 | 4.1.2. Failure of technical means due to force majeure circumstances.
36 | 4.1.3. Changing the configuration of information processing facilities and systems.
4.2. Software integrity
37 | 4.2.1. Software control failures.
38 | 4.2.2. Penetration of malicious codes into information systems.
39 | 4.2.3. The emergence of windows of vulnerability in the protection of information systems associated with the
use of “patches” in protected software.
40 | 4.2.4. Software attacks on the capabilities of processors and RAM.
41 | 4.2.5. Combining the responsibilities of a software developer and user.
4.3. Integrity of information
42 | 4.3.1. Loss or unavailability of important data.
43 | 4.3.2. Use of incomplete ordistorted information.
44 | 4.3.3. Violations of the order of copying (backing up) information.
5. Availability risks
45 | 5.1:Unauthorized latent long-term exploitation of information and computing resources.
46 | 5.2. DDoS attacks on the ABS and employees' computers.
47 | 5.3. Unauthorized remote access to Information System and PC.
48 | 5.4. Unprotected remote access (authorized) to Information System and PC.
49 | 5.5. Insecurity of email.
50 | 5.6. SPAM threats.

Tabmuma 1 mpencraBieHa B BHJIE OHTOJIOTHH PHCKOB Ha PUCYHKE 1. DTH XapaKTEPUCTUKH MOIHOCTHIO

COOTBETCTBYIOT OIPEJICICHUIO OIICHKH PUCKOB MH()OPMAIMOHHON 0€30MacHOCTH MPOrPaMMHOIO MPOAYKTA.
[IpoGiiema amemmupyeT K pENICHHI0 TPEX BOIPOCOB: IIKaJIbl OE30MACHOCTH MPOTPAMMHOTO OOECIICYCHUS,
peryIaMeHTalny TTOBEACHUS MMOJIB30BaTENIEH, CITMCKa TpeOoBaHWN K pa3paboTyrKaM IporpaMMHOTO obecrie-
yenns. [loaToMy MBI mpezsiaraeM CIeAYIONIYI0 METOAHMKY OIEHKH HWH()OPMAIMOHHON 0E301acHOCTH C HC-
MOJIb30BAaHUEM HEUETKOW JIOTHKH.
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Pucynok 1. OHTONOT M pUCKOB

I'mOkast MoJieNb OlleHKU MH(POPMAIIMOHHON 0€30IacHOCTH TPEOYeT BBHIMIOJHEHHS HEUETKON JIOTUKU W3-
3a ee THOKOCTH ¥ U3MEHYMBOCTH MPH OLICHKE JI000ro n3HaualbHO XKECTKO 3alaHHOro rnapamerpa. Heuerkuii
MOJIX0/ TIOMOTaeT MPUHUMATH PEIICHHs C Pa3InYHBIMU BAPUAHTAMH, HEYETKOCTBIO M YS3BUMOCTBIO. DTO
MPaKTUYHO IS pabOThI ¢ HEONPEACICHHOCTBIO, CJI0KHOCTRIO U TIPUHSTHS PELICHHUH IO CJIOXKHBIM BOIPOCaM
MPOTHUBOpPEYNBOro xapakrepa. B craree M.I., Tarig, S. Ahmed, , N.A. Memon u apyrue yTBep»IaroT, YTO
MIPUOPUTE3ALUS CPEICTB YHpaBJICHUs HH(GOPMALMOHHONW O0€30IaCHOCTBIO C HCIIOJIIb30BAaHHEM HEYETKOTO
AHP mpuBoauT k 3¢ dexTHBHON U peHTabeIbHOM OlIEHKE CPEJCTB YIpaBieHus] HMHPOPMaIMOHHON Oe3omac-
HOCTBIO JIJIs1 OpraHKu3aliy ¢ LeJblo BEIOOpa Hanbosee nmoaxoasmux u3 Hux. IIpeanaraemslii popmannzoBan-
HBIA TIOAXOJ M MPOLECCH ONpeAETeHUs. NPUOPUTETOB OCHOBAHBI Ha CTaHAapTax MeXayHapoJHOH OpraHu-
3alUy N0 cTaHaapTu3aiuu U _MexiyHapoaHou anekrporexuudeckoir komuccuu (ISO/IEC) 27001: 2013.
PesynbTarhl OIEHKH SICHO MOKA3aJy MPEUMYIIEeCTBa MpeiaraeMoro MeToJla ¢ UCIOJIb30BaHUEM HEUeTKON
JIOTHKH MO CPAaBHEHHUIO C YHCTO OOBEKTHUBHBIM MOIXOJIOM C TOUYKHM 3peHMs OoJiee TOUHON OLICHKH PUCKOB U
Oosiee BHICOKOM OTHa4YM OT MHBECTHLMI B Oe3omacHocTh [5]. M.I. Tariq mpeanoxui cTpyKTypy OLIEHKH HH-
(dhopmanmoHHOW 0€30MaCHOCTH B OOJIAYHBIX CUCTEMaX, KOTOpasi Oblia peali30BaHa ¢ MCIOIB30BaHHEM CHC-
TEMbl HEYETKOrO BBIBO/A; OCHOBAaHHOM HAa TEOPHM HEYETKUX MHOXECTB, W NpaBHJa HEYETKOW JIOTHKH.
MATLAB® ucHONb30BaINCh ISl TECTUPOBAHMS CTPYKTYphl. HeueTkne pe3ynbTaTel MOATBEPKAAIOT, UTO
MpeJIOKEHHAs. CTPYKTYpa MOKET ObITh MCIOJb30BaHA JIJIs 3alUThl HHPOPMAILUKM B Cpejie O0ONauHBbIX BBI-
YHCIICHU:

Mpt1 npeasaraem 4 ypoBHSI OCSI3a€MOCTH B OLIEHKE MH(QOPMAIMOHHOH O€30MacHOCTH HMPOTPaMMHOTO
MpWIoKeHusl. Ha iepBoM ypoBHE Kak BHEUIHHE, TAaK U BHYTPEHHHE KOMITOHEHTHI HH(OPMAIMOHHOW 0e30-
MACHOCTH HMCTIONB3YIOTCS KaK WHIMKATOP eNM OLIEHKH pucka. Ha mepBoM ypoBHE MBI YCTaHABJIMBAEM IIETh
Risk. [Ins ynoGcTBa B TpymImMpoBaHUM Ha BTOPOM YPOBHE MBI BBOJUM IIE€PBBIH YPOBEHb KiaccH(UKaIMu
puckoB. Ha TpeTbeM ypoOBHE OIMCHIBAIOTCS PUCKH, JHOO 3aJaeTcs MOJrpyIna Kiaccupukanum puckos. Ha
YETBEPTOM YPOBHE OTHCHIBAIOTCSl PUCKH, TIPU YCIOBHH, YTO HA TPETHEM YPOBHE HE ObUIM OMUCAHBI PUCKH.
JlaHHYI0 CTPYKTYpPY MOXHO HCIIOJIb30BATh KaK OTAEIBHO (TI03JIEMEHTHO) ISl OLECHKH PHUCKOB ONPEAETICHHBIX
TPy ¥ HOATPYII, TaK U KaK CPEJCTBO Uil KOMIIEKCHOM (LEeNOCTHON) OLEeHKH MH(POPMalMOHHON 0e30-
MACHOCTH MPOrPAMMHOTO MPOIYKTa, UCIIONB3YIOMIETr0csl B YUCOHBIX 3aBEICHHSIX.

Janee, ucronb3yst Kiaccu(UKAIMIO KPUTEPHEB OLIEHKH PHUCKOB MH()OPMAIIMOHHOW 0€30MaCHOCTH, MBI
ctpouM 15 MamumHHBIX (a3 ¢ ucnonb3oBaHueM anroputma Mamdani. {ast 5TOro mMopenupoBaHHsl OYEHb
MOJIXO/IUT MPOrPaMMHBIN TIpoayKT Matlab.
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Heuemxas mooenv oyenxu pucka uHgopmayuonno 6e3onacHocmu

B nepBoit Hederkoit mammue 1.1. Documentation risks Mbl OymemM MCHOIB30BaTh BXOAHBIE MEPEMEH-
mere: 1.1.1. Lack of signaling means in case of emergency situations; 1.1.2. Lack of regulations for actions of
information security employees in the event of an emergency situation; 1.1.3. Uncontrolled use and write-off
of information carriers; 1.1.4. Lack of video surveillance systems for key nodes of information systems, ac-
cess control to work premises; 1.1.5. Uncontrolled use of the Internet. Beixoanoii nepementoi Oymer 1.1.
Documentation risks.

Bo BTOpOii Heuetkoii Mamuae 1.2. Human risks Mbl OyniemM ncnosiabp30BaTh BXOJHBIE TepeMeHHble: 1.2.1.
Personnel errors, low qualifications; 1.2.2. Intentional harm by disloyal employees; 1.2.3. Malicious actions
of the network administrator; 1.2.4. Combining the duties of an Information System administrator and an
Information Security administrator; 1.2.5. Malicious acts when servicing. BeixonHoit nepemennoii©yner 1.2.
Human risks.

B tpetneit Heuetkoir Mammnue 1. Organizational risks obcmyxuBanust MBI OyZieM HCIIONB30BaTh BXO/I-
Hbie mnepemeHHbie: 1.1. Documentation risks; 1.2. Human risks. Beixomnoit nepeMeHHou Oymer 1.
Organizational risks.

B uerBeproii HeueTkoit Mamuue 2. Reputation (branding) risks Mbel Oyznem UCHOIB30BaTh BXOAHBIE I1€-
pemennsie: 2.1. Dissemination in the external environment of information of an gconomic nature that threat-
ens the company's reputation; 2.2. Mentioning a company in the context of extremism, money laundering,
cyber threats and cyber terrorism; 2.3. Use of uncertified and unlicensed products; 2.4. Possibility of external
penetration into the company's Intranet system. Beixoaroit nepemenno Oyner 2. Reputation (branding)
risks.

B nsToit Hederkoi mammae 3.1. Privacy regulations Mbl'OyaeM MCIOIB30BAaTh BXOJHBIC IIEPEMEHHBIE!
3.1.1. Lack of clear regulations for working with personal data;3.1.2. Acceptance of untested cryptographic
information protection devices into operation; 3.1.3. Lack ofsmonitoring and analysis procedures for all per-
formed operations; 3.1.4. Lack of organizational procedures that allow for internal investigations of viola-
tions of confidentiality risks. Berxoanas nepemennas — 3.1. Privacy regulations.

B mrecroit Heuerko#t Mmammbe 3.2. Authorization Mbl OyZeM HCIOJIB30BaTh BXOIHBIC IEPEMCHHBIC:
3.2.1. Long-term preservation of the authorization window in case of inactivity or in the event of an employ-
ee leaving the premises; 3.2.2. Unauthorized access to passwords and keys; 3.2.3. Failure to respect the con-
fidentiality of passwords; 3.2.4. Violations of the order of storage and transmission of passwords; 3.2.5. In-
accurate identification of Information System.users; 3.2.6. The absence of protective measures in the sys-
tems, ensuring the impossibility of denying the authorship of the operations and transactions carried out;
3.2.7. Lack of mechanisms for registering unauthorized access to information for identification, authorization
of customers and employees. Beixoguast mepemennas — 3.2. Authorization.

B cenpmoii HeueTkoi mammne 3.3. Unauthorized access mbl OyieM HCIOIb30BaTh BXOHBIC TIEPEMEH-
mere: 3.3.1. Unauthorized access to data in Information System and PC; 3.3.2. Leakage of service infor-
mation through various channels; 3.3.3. The ability to remotely retrieve information from external positions;
3.3.4. Possibility of uncontrolled information retrieval from internal positions; 3.3.5. Unauthorized use of the
electronic payment system, remote service; 3.3.6. Virtual theft and forgery using personal data. Beixommast
nepemennas — 3.3. Unauthorized access.

B _Bocemoit HeueTkoi mamuue 3.4. Theft, machine mer 6yzaeM HMCIOIB30BaTh BXOAHBIE MTEPEMEHHBIE:
3.4.1{ Interception of data in various ways; 3.4.2. Actual theft and theft of technical equipment (phones, lap-
tops, flash drives, communicators, etc.). Beixoanas niepemennas — 3.4. Theft.

B neBsitoit Heuerkoi mamune 3. Privacy risks MbI OyzeM HMCHONB30BaTh BXOJHBIE TepeMeHHbIE: 3.1.
Privacy regulations; 3.2. Authorization; 3.3. Unauthorized access; 3.4. Theft. Beixoanast nepemernas — 3.
Privacy risks.

B necstoit Heuetkoit mammuae 4.1. Hardware integrity mbr OyieM MCIIOIb30BaTh BXOJHbIC IEPEMEHHBIE:
4.1.1. The usual failure of technical equipment (average); 4.1.2. Failure of technical means due to force
majeure circumstances; 4.1.3. Changing the configuration of information processing facilities and systems.
Beixonnas nepemennas — 4.1, Hardware integrity.

B oaunHaanaroi HeueTkoi Marmuue 4.2. Software integrity Mbl OyJeM HCIIOJIb30BaTh BXOIHBIC Mepe-
mennbie: 4.2.1. Software control failures; 4.2.2. Penetration of malicious codes into information systems;
4.2.3. The emergence of windows of vulnerability in the protection of information systems associated with
the use of «patches» in protected software; 4.2.4. Software attacks on the capabilities of processors and
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RAM; 4.2.5. Combining the responsibilities of a software developer and user. Beixoanas nepemeHHass —
4.2. Software integrity.

B nBenamuaroii HeueTkoit mammne 4.3. Integrity of information Mb1 OyeM HCITONB30BaTh BXOIHBIE TTe-
pemennsie: 4.3.1. Loss or unavailability of important data; 4.3.2. Use of incomplete or distorted information;
4.3.3. Violations of the order of copying (backing up) information. Beixoanas mepemennas — 4.3. Integrity
of information.

B tpunanuaroii Heuetkoit mammHe 4. Integrity risks Mbl OyneM UCTIONB30BaTh BXOIHBIC TIEPEMEHHEIE:
4.1. Hardware integrity; 4.2. Software integrity; 4.3. Integrity of information. Beixonnast nepemennas — 4.
Integrity risks.

B dgerpipHaamaroit HeweTkoit Mammae 5. Availability risks mMpl Oymem ncrons30BaTh BXOJHBIE TI€pe-
mennbie: 5.1. Unauthorized latent long-term exploitation of information and computing resources; 5.2. DDoS
attacks on the ABS and employees' computers; 5.3. Unauthorized remote access to Information System and
PC; 5.4. Unprotected remote access (authorized) to Information System and PC; 5.5. Insecurity:of email. 5.6.
SPAM threats. Beixonnas nepemennas — 5. Availability risks.

B uerpipHaguaroil HeweTkoi Mmammue 5. Availability risks Mbel Oynem HCTONB30BaTh BXOJHBIE Iepe-
mennsle: 5.1. Unauthorized latent long-term exploitation of information and computing'resources; 5.2. DDoS
attacks on the ABS and employees' computers; 5.3. Unauthorized remote access to Information System and
PC; 5.4. Unprotected remote access (authorized) to Information System and PC; 5.5. Insecurity of email. 5.6.
SPAM threats. Beixonnas nepemennas — 5. Availability risks.

B narHaanaroi Heyetkoi mammHe Risks Mbl OyzeM ncmonb30BaTh BXOAHBIE epeMenHbie: 1. Organiza-
tional risks; 2. Reputation (branding) risks; 3. Privacy risks; 4. Integrity risks; 5. Availability risks. Beixon-
Hast nepeMerHas — 5 Risks.

Bce 15 HeueTKHX MalIMH TECHO CBSI3aHbI, KOTOPBIE MOKA3aHbI HAa PUCYHKE 2. XapaKTEPUCTUKU Mpea-
CTaBISIOT CO00# 3HaueHus moaknaccoB. lloaknmaccupukanuu 0GecreunBarOT IIEHHOCTh KiIacCUPHUKALUH,
KOTOPBIC TTO3BOJISIOT OLICHUTh MH)OPMALIMOHHYIO 0€30I1aCHOCTb.

HwmxHee n BepxHee 3HAUCHUS OMPEICISIOT TPANCHUEBUAHYIO (PYHKIINIO MPUHAIIEKHOCTH IS KaXI0H
BXOJITHOM M BBIXOJHOW MepeMeHHOM. 11 Kax 0l HEeUeTKON MalllMHbl WCTIOIb30BAJICS LEHTPOUAHBIN METO.
nedaszzuduxarnuu. Ha pucyHke 2 nmpuBeeHb! pe3y/IbTaThl HCHBITAHUHN U1 KaXI0H U3 MATHAIATH HEYSTKUX
MamvH. Pesynbrat medas3udukanum mokazaH CHHAM B.HpaBoM yriy. s mpumepa ucmonb3oBanack Crc-
TeMa yrpasieHus ooyuenuem Platonus v5.2 (build#788) B Esil University http://pl.kuef.kz/.
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Pucynoxk 2. TectoBble pacuets fUZzy MarinH pucKoB
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MeTopamka OLEHKM PUCKOB MHCPOPMALMOHHOMN. ..

Ms1 cMozenupoBanu Ha Matlab HedeTKyro SKCIEpPTHYIO CHCTEMY € MCIOJIb30BaHHEM aaroputMa Mawm-
JaHU JUIS OLEHKH PHCKOB MH(OPMAIMOHHOH 0e30macHOCTH HporpaMMHOro odecredeHus. Uto kacaercs
JIMHTBACTHYECKUX TEPEMEHHBIX, MBI HCIOJIB30BAIN KPUTEPUN PUCKOB U3 Tabmmisl 1. Teneps mepex nHamu
CTOsIa 3ajaya — 3allporpaMMHpPOBATh 3Ty MOJIEIb B €IMHYI0 HEUETKYI0 3KCHEepTHYI0 cucteMy. Hederkas
9KCITIEPTHAsI cUCTeMa pa3paboTaHa Ha s3bIKe mporpammupoBanus C #. HeueTkas skcnepTHasi cucteMa IpH-
BeJIeHa Ha PUCYHKe 3.

Information Security Risks Evaluation Fuzzy Expert System
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Pucynok 3. Heuerkast akcriepTHas cucteMa OLEHKH PUCKOB MH(OPMAMOHHOI 6€301aCHOCTH.

Oyenounwviii 3KCnEpUMeHm
Kiaccuueckas ¢hopmyiia Pucka o crangapty NIST 800-30:
R=P(t)*S

R — Risk.

P (t) — 6eposmuocms yepo3vl uHGOPMAYUOHHOU OE30NACHOCHIU.

S —cmoumocmv akmusea.

Tak Kak-Mbl XOTUM MPOBECTH KOPPEISAIMIO CPEIU PA3TMYHBIX METOJIOB, TO HAM HEOOXOMMO MPOBECTH
HOPMAJIM3AIIMIO pacyeThiX POpMYIL:

Rporm = P(t) B P(t)min " S — Smin
P(t)max - P(t)min Smax — Smin
®opmyia Pucka o cranmapry ISO/IEC TR 13335-3:1998:
R=P({t)*P(w)*S

P (t) — 6epossmuocms yepo3vt uH@GOPMAYUOHHOU HE30NACHOCHIU.
P(v) — 6eposmuocms Hanuuuys yazeumocmu.
S — cmoumocms axkmusa.

. P(t) = P(O)min P() — P(V)min S — Smin
Ryorm = * *
P(t)max - P(t)min P(v)max - P(v)min Smax - Smin
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®opmyna Pucka no cranmapty BS 7799:
R=S*L(t)*L(v)

S — cmoumocms axmusa.
L(t) — ypoBeHb yrpo3sl.
L(v) — ypoBeHb/CTENIEHD YSA3BUMOCTH.

R — S— Smin " L(t) - L(t)min " L(U) - L(U)min
norm Smax - Smin L(t)max - L(t)min L(v)max - L(U)min

3areM MBI TPOBOAMM DKCIIEPHUMEHT, YTOOBI OLECHUTh PUCK HH(POPMAIMOHHON O€30mMacHOCTH Mpo-
rpaMMHOTO 00ecTieueHH s, HCII0JIb3yeMOro HeKOTopbiMK yHUBepcuTetamu. A. Omarbekova u coasr. [12, 13]
OIMCANY MCIIOJIb30BaHUE aBTOMATH3MPOBAHHBIX CHCTEM YIPABIECHUS B HEKOTOPBHIX yHUBepcureTax. Kpome
Toro, 3T 6 LMS oneHuBaroTcsi sKCepToMm, 1Mo OLEHKE KauecTBa MPOrpaMMHOro odecredeHus . Pe3ynbraTel
OLIEHKM omucaHbl B Tabmuue 2. COUCOK MPOrpaMMHOTO OOECTIEUeHUs], UCIOIb3YeMOTo ‘B KauecTBe POJIH
LMS:

1. Platonus v5.2 (build# 1003) B EBpasuiickom HamuoHansHOM yHHBepcutere um. JLH. I'ymunesa,
https://edu.enu.kz/.

2. Canvas B KazaxckoM rocymapcTBeHHOM topuauueckoM yHusepcutere um.M.C. HapukGaesa,
https://kazguu.instructure.com/login/canvas.

3. Akanemuuecknii nopran BKI'TY B BocrouHo-KazaxcTaHckoM TOCyZapcTBEHHOM TEXHHYECKOM
yauBepcutere M. J[. Cepukdaena, http://www.do.ektu.kz/doektu/Default.aspx? lang=en.

4. Cuctema UNIVER B Ka3zaxckoM HaIMOHaNIbHOM . yHHBEpCUTETe WMeHH anb-Dapadw,
https://univer.kaznu.kz/user/login.

5. Ilopran KI'Y B KocranaiickoM ToCy#apcTBeHHOM yHHBepcutere uM.A. bBaiiTypceiHoBa,
http://ksu.edu.kz/ru/portal/.

6. IMopran B Astana IT University, https://moodle.astanait.edu.kz/.

Tabnuma 2

PesynbTatel ouenku Learning' Management Systems

LMS NIST 800-30 |4SO/IEC TR 13335-3:1998 | BS 7799 ISREFES Expert
edu.enu.kz 0,193 0,396 0,385 0,293 0,189
kazguu.instructure.com 0,701 0,798 0,764 0,741 0,698
do.ektu.kz 0,602 0,693 0,68 0,642 0,598
univer.kaznu.kz 0,823 0,9 0,898 0,857 0,81
ksu.edu.kz 0,411 0,501 0,481 0,45 0,401
moodle.astanait.edu.kz 0,517 0,599 0,577 0,547 0,499

Coracuo NIST. 800-30, ISO/IEC TR 13335-3:1998, BS 7799 u ISREFES, orenka mpoBoauiach
HeCHelajucTaMi B o0nactTh WH(POPMAIMOHHONH 0€30MacHOCTH MPOTrPaMMHOTO olecredeHus. OTh
AyTUTOPHl | M3YYWJIM  XapaKTePUCTHKH ¥ TOAXApPaKTePUCTHKH OSTHUX METOJOJIOTUH OIIGHKH PHUCKOB
WHPOPMAUMOHHON 0€30MacHOCTH. AYAMTOPHI AaBajH OIEHKUA CTPOTO MO MpaBUIaM OIMCAHHOW METO/UKH.
[Tocne mpocMoTpa Bcel mMpoIeAypsl OHM TTOMECTHIIN OIEHOYHBIE OIEHKH JUIT 6 00pa3IioB MPOTPaMMHOTO
obecnieyeHus B 2-, 3-, 4-, 5-b1i cTONOIBI 2-0H TAOIHIIEL.

[ocnemuuii cTonber pe3yynbTaToB B TaONmUIle 2 MOCTaBHJ CIENUAIMCT B o0iacTd kpunrorpadumu,
ApXHUTEKTYPhl MPOTPAMMHOTO OOECIeYeHUs, OH TakXKe HMEeT COOTBETCTBYyoIue cepTudukarel. Korma
9KCHEPT OLCHWBAJI KA4eCTBO 6 MpOrpaMM, OH ONHUpAJICS Ha CBOM OMNBIT, a HE Ha oIpeneneHHbIH MeToa. To
€CTb DKCIEPT HE MCIOJIb30BaJl ONUCaHHBIE MpHEeMbl. Kpome TOro, 3TOT 3KCIEpT MHOTO BpeMEHH padoTall C
STHMH TIPOTPAMMHBIMH 00ECIICUEHHSIMH, TIOATOMY OH 3HAET, KaK BbIOpaTh Jryuriee. Cie0oBaTebHO, OleHKa
sKcepTa Oosiee OOBEKTHBHA, TaK KaK JKCIEPT CTABUT OLIEHKY Ha OCHOBE JIMYHOTO OIbITa PabOTHI ¢ 6
mporpaMMamMi M OIbITa pa3paboTku Oe3omacHOro mporpaMMHoro obecmedenusi. Jlagee Mbl IPOBOAUM
KOPPEISIIIMOHHOE HCCIIEZ0OBaHHe. OTO HCCIENOBaHWE JACT HaM NOHUMaHue 3()(EKTUBHOCTH Halel
METOI0JIOTHH. Pe3ynbTaTsl aHamm3a mpecTaBiIeHbl B Ta0IuUIe 3.
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Tab6auma 3

Marpuua napHbsix K03Q(PpUuHeHTOB KOppeJIalun

CraHmapTs NIST 800-30 | ISO/IEC TR 13335-3:1998 | BS 7799 | ISREFES Expert
NIST 800-30 1 0,987446 0,983351 | 0,996518 0,999639
ISO/IEC TR 13335-3:1998 0,987446 1 0,998312 | 0,997058 0,989458
BS 7799 0,983351 0,998312 1 0,994682 0,985049
ISREFES 0,996518 0,997058 0,994682 1 0,997437
Expert 0,999639 0,989458 0,985049 | 0,997437 1

ISREFES mokaszan camyio CHIbHYIO monokutenbHyio koppessuuio ¢ NIST 800-30, ISO/IEC TR
13335-3:1998, BS, Expert. OctanbHble K€ METOJUKH OIIEHKH UMEIOT JIUIIb OJHY BBICOKYIO KOPPEIISIIHIO
oombie 0,99, ecnu uckmounts ISREFES 13 BeIOOpKH.

HoBu3Ha cOCTOMT B UCIOJB30BAaHUM B KA4eCTBE OCHOBHOT'O TOKA3aTelisl MOHSATUS «PHUCK». Takke 1o
cmeiciny Puck nenmrest Ha Organizational risks, Reputation (branding) risks, Privacy risks, Integrity risks,
Availability risks. HedeTkocTh maeT Ty camyr T'MOKOCTh B XapaKTEePUCTHUKAaX BO3ICHCTBHS, CHHUMACTCS
BIIHMSIHUE KOA(PPHUIHUEHTOB pOOACTHOCTH HA HTOTOBYIO OIICHKY.

Buwi6oo

B mHacrosmell craThbe NpemIoKEH HOBBI METOX OLCHKH pHUCKa MHPOPMALMOHHON Oe30macHOCTH
MporpaMMHBIX MpoaykToB LMS yHuBepcuteroB. Meromuka OCHOBaHa Ha HEYETKOH JIOTHKE C MCIOJIh30Ba-
HueM anroputMa Mamaanu. [locTpoeHHas HedeTKas SKCIIepTHas CCTeMa pacloiaraeT paciiipeHHOH Kiac-
cu(uKaLuel KpUTEpUEB OLIEHKH PUCKA, KOTOpasi OCHOBAHA HA aHANHU3E YIOMSHYTHIX BbIlIE cTaHAapToB. Ha
OCHOBE MEXAHUCIUIUIMHAPHOTO aHanu3a (YIOMSHYTHIE BBIIIE UCCIEAOBAHUSI U CTaHAAPTHI) COCTABIIEH Mepe-
4yeHb, cocrosiuil u3 50 puckor Wb, KOTOphI MOKHO UCIIOMB30BaTh B MPAKTHUECKOMN NEATEIILHOCTU y4eO-
HBIX 3aBeJIeHUH, MOCKOJBKY HeHTpanum3amus (JIMKBHIAIWS, MHHUMU3anusa) puckoB Wb cocrasmser cymi-
HOCTh U cofepkaHue npouecca odbecneuenus b By3a. Ha 0a3e npenioxeHHOro nepeyHst MOTYT OBITh TaKKe
[IOCTPOEHBI MOJIEH YIPpO3, HA OCHOBAaHMHM KOTOPBIX OCYIIECTBIISETCS MOCTaHOBKA 3a7a4y Ha co3ganue CUD.
Kpome Toro, nepeueHb KOHKPETHBIX PUCKOB MOXKET HCIOIB30BATHCS B X0 OLICHKU BIMSHUSI IPUHUMAEMBIX
Mmep b Ha 3QPeKTUBHOCTD AESATENbHOCTH BY3a. DTOT HEUCTKHH METOJ AENaeT BBIUYMCICHHUS TMOKUMH, T10-
CKOJIbKY KOJIMYECTBO MapaMeTpPOB, XKECTKO. 33JaHHBIX Ha HAYaJIbHOM JTarle, MOCTOSHHO yBeJanunBaeTcs. Pe-
3yNIbTaThl M 3aKJII0YEHHE SKCIEPUMEHTOB TOATBEPXKAAIOT MPAaBUIBHOCTh Pa3pabOTaHHOH METOIUKH.
ISREFES mnoxkazan pesynsrat > 0.99, camyro cuibHyro nonoxutesbHyto koppensiuio ¢ NIST 800-30,
ISO/IEC TR 13335-3:1998, BS; Expert. OcTaibHble e METOIUKH OIEHKH WMEIOT JIUIIh OJHY BBICOKYIO
koppensimto 6onbmie 0,99, ecnu nekmrouutsb ISREFES u3 Bei6opku. HeueTkocTh npuaaeT ruOKOCTh OIIEHKE.
OTta MeToAMKa MOXET OBbITH MCHOJB30BaHA U OLIEHKH PUCKOB MH(OpMAIMOHHONW 0e30macHOCTH 000
CJIOKHOU (couuanbHO 3Ha4MMOW ERP-cucrembl) aBTOMaTH3MPOBAaHHON CHCTEMBI YIpaBlIEHHs], HCIOJIb3Ye-
MOW B JApYyrux cdepax, HanpuMmep, B OaHKOBCKOM CEKTOpPE, METUIIMHCKUX HH(POPMAIMOHHBIX CHCTEMax
U T.1. EAMHCTBEHHBIM HEOCTATKOM 3TUX METOAOB SIBISETCS BHICOKAs TPYIOEMKOCTh KCIIEPTOB P OLICHH-
BaHHH.

Uccneodosanue punancupyemcs Komumemom nayxu Munucmepcmea o00pazosanus U HAYKU
Pecnyonuxu Kasaxcman (I panm Ne AP08856687).
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Learning Management Systems Ta/ijgay MbICAJIbIH/A
aKnapaTtThIK Kayincizaik Toyekeaepin 0aranay agicremeci

Binim Oepyre sxaHa HUPIBIK TEXHOIOTUSIAPABIH OTICeH/ Il aMybl MEH KOJIAAaHbLTYBI, Oip JKarbIHaH, KOFaphI
OKy OpPHBIHBIH OHW3HEC-TpOIecTepiH OacKapyIblH THIMIUTITIH apTTHIPY VIIIH jKaHA MYMKIHIIKTEp aIlThl.
ExiHmi jkarpiHaH, Oy KHOSpKBUIMBICKEpJEp YIIiH OKY  OpPBIHIAPBIHBIH OCAIIBIFBIH apTTHIPa OTHIPHI,
Kayilci3[iKk KaTepiepiHiH enoyip korapbulaybiHa okeneni. COHFBI KbUIIAphl op TYPJl OKUFaIapIbIH
KapKBIHIIBI OCYl aKMapaTThIK KayilCi3miKKe MOCTYPJ TOCUIMEpPIiH KETKITKCi3 eKeHiH kepceTTi. [lemexk,
aKIapaTThIK Kayilci3 ik Toyekenaepin Oarajay KONTereH OKy OpPbIHAAPhI YIIIIH MaHbBI3/Ibl MiH/IETKE aliHAJIIbI.
Binim Oepy MekemernepiHe akmapaTTHIK KayillCI3OiKTI KYpYy MocelelepiH Iemyre KoMeKTeceTiH OipHemre
MOJIeTIbACDP YChIHBULIBL. Makanaja OyJasIp JOTHKaHbI KOJIIaHa OTBHIPBIN, OKY OPBIHIAPBIHIAFbl aKMapaTThIK
Kayilci3[iK ToyeKeJaepiH OaFanayiablH jKaHa HepapXHsIIbIK MOJIET YCHIHBUIFaH. AKIApaTTHIK Kayilci3Imik
ToyeKeNnaepiH OaranaylblH >KaHa ONIICi aBTOMATTaHIBIPBUIFaH Oackapy »xyihenepi Hemece ERP sxyitenepi
MBICANIBIH/IA CUMATTAEAH (OKBITYABI Oackapy JKyHenepi MbIcaibIHa). Y HUBEPCUTET YChIHFAH ToyeKelIepai
Garamay 15 fuzzy mammsanap TypiHge OyJiiblp JIOTMKaHBI TMaijaigaHa OTBHIPBIN MojeinbieHni. bipkarap
ToxipuOenep OapbICBIHAa YHUBEPCHUTETTEpJC KOJIAAHBUIATBIH OpTYpJi OargapiaManblk  ©HIMIEpAiH
aKmaparThIK KayilCi3iK TOyeKenAepiH Oaranay MYKUAT 3ePTTEIreH. ¥ ChIHBUIFAH 9JIIC TOYCKENACPAi HKeM/Ii
Oaranay MocelleCiH MIeILyi Kepek.

Kinm ce30ep: X OFapbl OKy OpBIHIApBIHAA OW3HEC-YpAICTEpAI MOJENbICY, AaKMapaTThIK Kayilci3mik
TOyeKemaepi, Toyekennmepai Oaranay, akmapaTTBIK Kayinci3mikri Oaramay craHmapTTapbl, OimiMm Oepy
CallaCBHIHIAFEI cascar, OiTiM Oepy calachIHAAFbI JKYMBIC, KOFaM, O11iM Oepy callachIHIaFbl Kayilci3miK.

S.A. Abdymanapov, A.B. Barlybayev, B.A. Altynbek

InfoSec Risk Assessment Methodology based on the example of
Learning Management Systems Analysis

The active development and application of new digital technologies in education, on the one hand, has
opened up new opportunities for improving the efficiency of the university’s business process management.
On the other hand, this has led to a significant increase in security threats and the vulnerability of educational
institutions to cyber criminals. The recent rapid growth of various incidents regarding cybercrimes shows the
insufficiency of traditional approaches to information security. Consequently, information security risk as-
sessment has become an important task for most educational institutions. Several models have been proposed
to help educational institutions solve problems with building information security. This article proposes a new
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MeToauka oueHKM pUCKOB MHPOPMAaLMOHHOWN. ..

hierarchical structured model for assessing information security risks in educational institutions using fuzzy
logic. A new method for assessing information security risks is also described using the example of automat-
ed control systems or ERP systems (for example, training management systems). The proposed risk assess-
ment of the university was modeled using fuzzy logic in the form of 15 fuzzy machines. In the course of a
number of experiments, we carefully studied the assessment of information security risks of various software
products used in universities. The proposed method should solve the problem of flexible risk assessment.

Keywords: modeling of business processes in universities, information security risks, risk assessment,
information security assessment standards, education policy, work in the field of education, public, security in
the field of education.
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