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It is not secret that the pandemic caused by COVID-19 has significantly affected the
productivity of many fields of activity. New global problems have also affected the work of the
courts in the administration of justice. In order to protect public health and prevent the spread of
the virus, the courts were forced to switch to remote consideration of court cases, which, in turn,
raised a number of issues requiring further settlement.

In connection with the announcement of quarantine in the country, the Supreme Court
recommended that trials-be conducted remotely via videoconferencing using the TrueConf
platform, postponing the consideration of court cases for which the procedural deadlines have
not come (including suspensions, postponements, extensions, etc. [1]), and also gave
recommendations to participants in the process to participate in an online meeting [2]. If before
the introduction of the state of emergency, 150 meetings were held online every day in the
republic, then after their number increased to 4,500 [3].

An analysis of judicial practice for the period from March 2020 to the present day allows
us to conclude that the consideration of cases through online court sessions has both advantages
and a number of disadvantages. The advantages include organizational factors, such as ensuring
the health of the population, saving time and financial costs. At the same time, this format of
court sessions revealed quite a lot of organizational, technical and legal problems that both the
courts and the participants in the process faced, since this form of consideration of cases is not
regulated by law.

According to part 1 of Article 345 of the Criminal Procedure Code (hereinafter referred to
as the CPC), the law provides for the possibility of considering cases only via video
communication, but it does not provide for its regulation, with the exception of only one judicial
action - remote interrogation of a witness and a victim via videoconferencing (Articles 213, 269
Parts 7-9, 370 of the CPC). Meanwhile, the consideration of cases online differs significantly
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from the consideration of cases through the videoconferencing: in the first case, a direct Internet
connection is established between the court and the participants in the process, whereas with the
videoconferencing, the person is subject to summons to the court of the district in which he is
located or resides. In this regard, guided by part 1 of Article 1 of the CPC, | believe that there is
an urgent need for legal regulation of online court sessions by making appropriate amendments
and additions to the legislation.

Undoubtedly, the consideration of cases in an online format should be carried out with the
mandatory provision of all the requirements of the CPC. However, according to practice, it is
quite difficult to ensure a number of requirements of the law. Thus, at the initial stage, the use of
the TrueConf application, as well as some other IT technologies, did not bring the expected
results for holding full-fledged, legally compliant court sessions. This was due to the
imperfection and insufficiency of the technical capabilities of these applications: communication
is often cut off, which is why the content of judicial actions or part of them.remain for the
participants not seen, or not heard, or both. There were other technical shortcomings. For
example, the maximum number of connections in TrueConf is 10 people, whereas; in some
cases, the number of participants exceeds this number, and the free version'of Zoom has a time
limit of 40 minutes maximum. Subsequently, applications such as Zoom-and Whatsapp became
the most widely used. But even with their application, certain technical difficulties, associated
with poor communication, poor image and sound quality, failures, etc. have arisen and still arise.
These technical shortcomings often entail non-compliance or simplification of a number of
requirements of the CPC, which, in turn, violates the rights of participants in the process, and
ultimately leads to a decrease in the quality of the_ administration of justice and, as a
consequence, the issuance of an unlawful decision [4].

Unfortunately, in the online court session, it/is not possible in all cases to ensure the
implementation of the fundamental principles of the criminal process. For example, not all cases
have the possibility of ensuring the principle of equality of the parties due to their digital
inequality. So, to participate in an online court session, each of its participants must have gadgets
with a camera, be in a high-quality Internet connection zone. However, not all citizens involved
in the orbit of justice not only do not have such technical capabilities, but also do not have
sufficient digital literacy, which does not allow them to fully participate in an online court
session. Moreover, some citizens do not even know about the existence of the ZOOM
application, which, unlike ‘Whatsapp, has a wide range of features and tools, including the
creation of a conference with up to 100 participants. However, even ZOOM has its flaws. In
particular, this applies<to the way the microphone is connected. So, when entering the
conference, the program requests permission to connect a microphone, but many participants
ignore this request, thereby temporarily depriving themselves of the opportunity to speak and
hear other participants of the conference. This is one of the reasons why court sessions quite
often begin with significant delays.

A significant problem is ensuring information and data transmission security when
considering-cases in an online format. Meetings are held via unsecured Internet connection
channels, which makes it possible for anyone with certain skills in handling programs and
applications to connect to the trial [5], while remaining invisible to the court and the participants
in the process. In this aspect, it is problematic to ensure the confidentiality of legal proceedings
in a certain category of cases that are subject to consideration in a closed court session (Article
29 of the CPC). As noted by Russian researchers, software developers often find themselves
compromised by participation in scandals related to the sale of users' personal data. For example,
Zoom Video Communications was seen transferring users' personal data to third-party
companies, including Facebook, without informing customers about it [6; 58]. Moreover, these
applications, with the exception of TrueConf, are not integrated with the video recording
equipment installed in the courtrooms, which, in turn, deprives the court of the opportunity to
identify and record the participants of the court session. These shortcomings significantly affect
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the quality of the administration of justice, creating conditions for the leakage of confidential
information.

Furthermore, insufficient material and technical support directly affects the productivity of
the consideration of cases. Thus, since the beginning of the pandemic, the courts have not been
provided with gadgets for holding court sessions, so that mobile phones of judges and court
clerks are still used, and the lack of a guarantee of compensation for damaged personal property
only aggravates the situation.

Work in the conditions of a pandemic has shown that the continuous activity of the judicial
system, its effectiveness and adaptability to conditions directly depend on the use of the latest
information technologies and continuous improvement of legislation in the field of justice [7].
Meanwhile, as practice shows, the most important criterion is the effectiveness of legislation that
was not fully ready for holding court sessions in an online format. In this regard, the existing
legislation in the field of legal proceedings requires further regulation and adaptation to the
current conditions, which can be achieved by adopting an appropriate regulatory legal act.
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[IpoGieMbl TOCYIapCTBEHHOTO YIPaBIEHUSI MUTPALMOHHBIMU MpolieccaMmu B PecmyOnnke
benapyck BO3HUKIIM HE BUepa: CTpaHa UMEET OOTraThlil OIBIT PEryIUpPOBaHHUS MUTPAIIUH, OJHAKO
B TOCIEAHHME TOJbl ATH MPOOJIEeMbl aKTyalu3upoBaiauch. [IpmunHa TOMy — B camod cyTu
MHUTpALUU, KOTOpas SBIAETCA OJAHUM M3 CaMbIX YYTKUX HWHCTPYMEHTOB, HE3aMEIJIUTEIBHO
pearupymomux Ha COLUHAIbHbIE, JKOHOMUYECKHE W NOJUTUYECKHE W3MEHEHUs B MHpE, CTpaHe
WJIU OTJEJIbHOM PETUOHE.

Ha coBpemeHHOM 3Tarne mojauTHKa Haieil cTpaHbl B cepe ynpaBiieHUsT MUTPAIIMOHHBIMU
nporeccamMu ene He oOperna YeTKUX IPaHul] 00IIerocyaapcTBeHHOM monuTiku. CyiiecTByomas
CUCTEMA peAIN3alUU TOCYIAPCTBEHHOW ITOJIMTHKH, TOCYIApCTBEHHBIX YCIYr, KOHTPOJS H
Ha/130pa B MUTPALIMOHHOM cepe He MosTyunia JOJKHOW HaydHOU pa3paboTKU U, KaK CIIeJICTBHE,
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