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Financial Technologies in the Banking Sector: Prospects and Security 

Abstract  
Object: Annually financial technologies have an increasing impact on the banking sector. The article provides def-

initions of the term "financial technologies" by international organizations, foreign, Russian and Kazakh experts. In the 
context of the fourth industrial revolution, the relevance of the topic is justified by a sharp increase in the development 
of financial technologies and spread of digitalization in the banking sector. The purpose of the research is to survey the 
impact of digital technologies on the financial sector. 

Methods: The main categories of financial technologies in the world and in Kazakhstan, in particular, are consid-
ered. The strengths and weaknesses, opportunities and threats of financial technologies in the banking sector are ana-
lyzed. 

Findings: Digital transformation paves the way for a wide range of mobile data deployments that require ongoing 
security. In addition, the active development of information technology should stimulate the financial sector to be flexi-
ble and apply innovative approaches in all areas. The material also provides the prerequisites and reasons for digitaliza-
tion in the area of banking services.  

Conclusions: The transition of traditional types of banking services to a new level of technological development 
shows a direct relationship between the development of financial technologies and data security. In this regard, it seems 
relevant to effectively allocate priorities, taking into account the characteristics and specifics of each subject of banking 
activities. In an increasingly competitive environment, the most rational and digitally oriented strategy of the bank is 
becoming important.  

Keywords: financial technologies, banking sector, security, digitalization, internet banking, cybersecurity, transac-
tions, SWOT analysis. 

Introduction 
The development of information technology has a multiplier effect on the development of society and 

the state. The client, business and the state have in turn, a direct impact on increasing level of digitalization 
in society. It should be noted that the priority task of the State Program of the Republic of Kazakhstan "Digi-
tal Kazakhstan" is "the development of financial technologies and non-cash payments". In this context, the 
concept of financial technology in business is largely associated with the wide possibilities of information 
technologies and Big Data. 

According to experts, technological innovations and modern challenges require the banking sector to 
move away from the traditional practice of providing services to digital. Digital financial services include a 
wide range of high-tech products, software, new forms of interaction with customers. For this reason, finan-
cial technology research in banking is highly relevant. 

This article provides the current state analysis, dynamics and growth of services provision in Kazakh-
stan banks using the “transfer and payment” method. According to the National Bank of the Republic of Ka-
zakhstan, the volume of payments and their number is growing rapidly, which gives rise to risks and oppor-
tunities. The SWOT analysis provides a realistic assessment of the strengths and weaknesses, opportunities 
and threats of the banking sector in Kazakhstan. 

The article notes that the focus of banks on the development of financial technologies will further de-
termine their competitiveness. At the same time, security is a basic requirement for customers and partners. 

In addition, based on a comprehensive analysis the financial technology, the article provides a detailed 
overview of the concept of "financial technology". 
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Literature Review 
The development of digitalization and technology has had a huge impact on the emergence of new pro-

cesses and products in the field of financial services. In 2017, participants of the World Economic Forum 
described financial technologies as a “digital weapon” that strikes at traditional financial institutions and 
breaks down barriers (World Economic Forum,2017).  

As defined by the Financial Stability Board (FSB), fintech – based on financial innovations that can 
lead to new business models, applications, processes or products that have a significant impact on financial 
markets and organizations and financial services (IMF, 2017).  

The analysis of the definition of financial technologies is based on the definitions of Kazakh and for-
eign authors (see Table 1).  

Table 1. The concept of financial technologies by Kazakh and foreign authors  

Year Source Author Definition 
2014 Deutsche Bank Research Dapp T. Modern technologies for the provi-

sion of financial services in the 
field of e-commerce, mobile pay-
ments or financing of startups at an 
early stage (crowdfunding, 
crowdinvesting). 

2015 Research Paper No. 2015/047 Arner D.W. 
Barberis J.N. 
Buckley R.P. 

New marriage of financial services 
industry and information technolo-
gy. 

2016 Financial Innovation, Zavolokina L.  
Dolata M.  
Schwabe G. 

The result of three main factors: 
organizations, people and geo-
graphic location (markets). 

2016 Problemy ucheta i finansov Osipova T.Yu., Klimenko E.N.   Business processes using new tech-
nologies in the field of mobile 
payments, money transfer, lending, 
etc.  

2017 Finance: Theory and Practice Maslennikov V.V., 
Fedotova M.A.,  
Sorokin A.N. 

A complex system that brings to-
gether the sectors of new technolo-
gies, financial services, start-ups and 
related infrastructure. 

2017 European Economy – Banks, 
Regulation, and the Real Sector 

Navaretti G B 
Calzolari G  
Mansilla-Fernández J 
 Pozzolo A F 

Through the development of digital 
technologies, in the financial ser-
vices industry new processes and 
products are becoming available. 

2018 Jekonomika.  
Nalogi. Pravo 

Bakulina A.A., 
Popova V.V 

Market segment in which compa-
nies operate at the intersection of 
traditional financial services and 
functioning of innovative compa-
nies. 

2019 Bulletin USPTU. Science, edu-
cation, economy.  

Kurmanova D.A. Companies use the new technology 
and innovation that aims to com-
pete with traditional financial 
methods in the delivery of financial 
services. 

2020 Web of Conferences  Doszhan R. 
Nurmaganbetova A. 
Pukala R. 
Yessenova G. 
Omar S. 
Sabidullina A. 

Providing financial and banking 
services using modern technological 
innovations based on computer 
programs and algorithms. 

2020 
 

Centr delovoj informacii  
kapital.kz 

Dzoekaeva A. Payment aggregators, p2p lending 
platforms, instant digital transfer 
systems, crowdsourcing projects. 

Note – compiled by the author  
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The literature review revealed common features in the definition "financial technology". In particular, 
the authors agree that the main components of the term "financial technology" are innovation, digitalization 
and financial services. It should be noted that the term focuses on technological innovation and technological 
development. Most fintech companies are rooted in IT companies that create new solutions to the problems 
and challenges in the financial industry (Gomber, Siering, 2017). 

Financial technology is the main driver of traditional financial services evolution. According to the re-
port of the investment company H2 Ventures and KPMG Fintech, the list of the top financial technology in-
novators from around the world in 2019 was as follows:  

• 27 payment and transaction companies,  
• 19 companies engaged in private equity and brokerage services,  
• 17 insurance companies,  
• 15 credit companies,  
• 9 Neobanks,  
• 13 companies operating in various sectors of financial technology.  
According to the Astana International Financial Center, the following companies engaged in the devel-

opment of financial technologies:  
• banks (Kaspi bank, Forte bank, Halyk bank, etc.);  
• regulatory authorities (AFSA, National Bank of the Republic of Kazakhstan, Agency of the Republic 

of Kazakhstan on regulation and supervision of the financial market and financial organizations);  
• enterprises (Kazakhtelecom, Beeline, Transtelecom, etc.);  
• international payment systems (Kazpost, KASE, VISA, mastercard, etc.);  
• venture funds (Qaztech ventures, Samruk Kazyna, Baiterek venture fund);  
• accelerators (Astana hub, AIFC FINTECH hub, KAZ FINTECH and others);  
• educational platforms (Nazarbayev University, Kazakh British Technical university, AIFC profession-

als and others);  
• payment solutions (Senim, Paysend, Smart pay and others);  
• credit platforms (Altenge, CreditOn, Otbasy 365);  
• blockchain solutions (BlockchainKZ, FinTech Group and others).  
The perception of fintech in the banking sector is controversial. Financial technologies are, however, 

threatened by great opportunities and high risks. Thus, the development of financial technologies and its im-
pact on the banking future are extremely relevant. In her article "The influence of financial technologies on 
the development of the banking sector" Alpatova E.S., identifies the following six prerequisites: 

First, the global financial crisis has had a strong impact on the banking sector, which has resulted in 
customer distrust and increased regulation of banking activities. High costs and strict controls are significant-
ly narrowed the range of services. Startups have more opportunities in the financial sector. 

Secondly, with the development of information technology, consumer behavior has changed. As a re-
sult, the provision of banking services has become less efficient. Technological innovations and product im-
provements were required. The development of social networks has also stimulated the new types of ser-
vices. 

Thirdly, the expanded capabilities of mobile communications with Internet access, mobile applications, 
social networks are set the task for commercial banks to pay attention to the provision of certain types of ser-
vices in online format, through mobile applications. 

Fourthly, the author of the article draws attention to the involvement of the modern generation in digital 
technologies, as well as their heightened to “easy use of services, quality and speed of obtaining infor-
mation,” which is engine the development of financial services.  

Fifth, the correct response of the banking legislation to innovations is generating an increase in digital 
technologies in traditional financial institutions.  

Sixth, offering of accessible and affordable financial products and services increases the demand among 
the bank's clients (Alpatova, 2019). 

Methods  
To identify the factors that influence financial technologies in the banking sector, a SWOT analysis was 

defined as a research method, it also allows account to be taken the internal and external factors of organiza-
tions (Timofeeva, Mavrodieva, 2010). The analysis allows to identify the greatest threats to the banking sec-
tor, taking into consideration the development of digital technologies and the priority areas of the industry. 
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International and Kazakhstani reports on the classification of categories of financial technologies also be-
came the methodological basis of the study. The statistical research is the use of Internet banking on the terri-
tory of the Republic of Kazakhstan. Theoretical and empirical data measure the potential of financial tech-
nologies in the banking sector. 

Results 
Conducting a SWOT analysis will help understand the development of financial technologies in the 

banking sector in modern conditions and its further trends. (see Table 2) (Pyzhlakov, 2008). 

Table 2. Strengths of fintech development in the banking sector.  

Title Description 
Provision of services through multiple channels ATMs, terminals, Internet banking, mobile 

banking, to some extent reduce the burden on 
employees. Banks are placing their surplus 
workforce in new areas such as product 
marketing, field surveys, loan repayments. 
This improves the productivity of banks  

A competitive advantage in the market  Promotes broadened coverage of business and 
clients  

Promotes support common standards in operating procedure, 
products and services  

Increase the level of credibility of employees 
and customers, the overall efficiency of the 
bank  

Offering financial services through web platforms, without any 
geographic restrictions, financial technology allows banks to 
provide faster and more efficient transactions 

Clients do not have face to face meeting with 
bank employees, thus, banks can reach a wider 
customer segment. 

Banks can consolidate the complexity of their business  
 

With the development of advanced 
technologies, banks can consolidate the 
complexity of their businesses, increase 
efficiency, accelerate operations, cost savings 
and economies of scale.  

Note – compiled by the author 

The strengths of the development of financial technologies in the banking sector determine the most 
demanded types of services and directions for further development. In this context, a strong and paramount 
task is the introduction of advanced technologies in banks, remote and accessible banking services 24/7, will 
be their competitive advantage (Table 3).  

Table 3. Weaknesses of fintech development in the banking sector 

Title Description 
Increased demand for qualified personnel to perform complex 
banking operations 

Due to technology upgrades, banks constantly  
need renew their personnel through staff 
rotation 

Internet banking is vulnerable to cyber attacks  
 

This creates the need to implement highly 
reliable security controls such as biometrics, 
public key infrastructure and digital signature 
controls 

The accessibility of the Internet, the increased number of owners 
of a personal computer. The target customer segment is very 
specific  

Online banking users are people with a high 
level of education and have a good 
understanding of IT technologies. For this 
reason, clients who do not have the skills 
requesting a bank 

One of the main concerns is personal data security and integrity  There is a need to invest in software security. 
Account information theft and virus attacks 
occur with high frequency  

Note – compiled by the author 

The most expensive for banks can be the threat of cyber attacks and the leakage of information about 
the customers personal data. Trust is the basis of the relationship between the bank and the client. Online 
banking should be clear and convenient to reach a larger number of users. At the same time, simplicity and 
convenience should be combined with a multilevel security system (Table 4).  
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Table 4. Opportunities for the development of fintech in the banking sector 

Title Description 
Digitally maintain customer database If you have databases, for certain categories of users there is no need to 

design others 
Standardization of banking products 
and services 

It has a positive value in increasing the efficiency and availability of 
similar services for customers and staff. Promotes equal opportunities for 
all  

In addition to a cost-effective marketing 
channel, online banking provides 24/7 
customer service  
 

Customers can get the latest information on banking products and 
services. The ability to integrate links to various related services (online 
trading, stock markets, income tax payments). This will provide a single 
point for customers and eliminate the effort to switch to other Internet 
resources.  

Internet banking, allows enter new 
areas (online shopping, marketing and 
selling products or services)  
 

Internet banking opens up new opportunities for banks to conclude 
agreements with various agencies (utilities, education, insurance and 
others). This creates favorable conditions for business development at 
minimal cost.  

Cooperation between banks and other 
platforms (online stores, providers)  

Opportunities for opening or buying assets (bonds, options, mutual funds 
and mortgages), a differentiation of bank services and obtaining 
competitive advantages 

Cooperation between banks and other 
platforms (online stores, providers)  

Collaboration between banks and other stakeholders lays the foundation 
for the implementation of new business strategies that bring benefits to 
both customers and banks  

Note – compiled by the author 

Interbank cooperation contributes to the creation of a unified database, digitization and automation of 
customer data. With a wide range of financial products, banks are differentiate  services and create new op-
portunities. 

Table 5. Threats to the development of fintech in the banking sector  

Title Description 
High tech products have a very short 
‘life span’  

Before introducing any new banking products and services is required a 
rigorous planning  

Due to dependence on third parties, 
outsourcing of banking processes or 
activities contains certain operational 
risks  

The development of financial technologies requires substantial 
investments. This reduces bank’s mobility and prevents from introducing 
various programs. In this context, it is necessary to define outsourcing 
more precisely. Outsourcing reveals the inside secrets of the banks. When 
switching to outsourcing, it is necessary to take into account the 
compatibility and standards of banking products and services. In addition 
to current trends in the banking market, the decision can be made by 
analyzing the existing infrastructure, the level of personnel qualifications.  

The safety of electronic banking has a 
location risk: natural phenomena 
(floods, fires, earthquakes) and criminal 
activities can harm the bank's 
operations  

Control measurements are needed to mitigate risks, which includes the 
smooth implementation of security measures and backup systems to avoid 
loss of financial data and operational disruptions  

The growing dependence of financial 
institutions on information technology 
has significantly increased the role of 
information security 

Information security protects, maintains the confidentiality and integrity 
of customer information. It is necessary to maintain the interest of 
customers, their level of trust, trust in the products and online services of 
the bank. Risks can be mitigated by properly deploying security policies, 
regularly updating antivirus software, implementing biometric measures, 
public key infrastructure and digital signatures. 

Electronic banking is also subject to 
legal and reputational risks  

Foreign banks may have access to the domestic market and turn it into an 
aggressive competitive environment by offering more attractive products 
and better services, which poses a greater threat to banks  

Lack effective legal regulations and 
supervision on the Internet 

The development of information technologies requires an adequate legal 
framework that meets modern requirements. In case of financial losses of 
customers or other situations, there are no appropriate compensation 
measures.  

Note – compiled by the author 
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Through the SWOT analysis, the following parameters were identified as the most important to 
qualitatively increase the level of digitalization of services in banks. The development of digital tech-
nologies must occur in all areas of banking services simultaneously. This will lead to tremendous 
changes in the financial sector. High competition in the domestic and foreign markets should stimulate 
banks to use a customer-oriented approach. At the same time, the security system of banks should be 
ahead and anticipate the risks associated with the development of digitalization. 

The development of financial technologies in the banking sector of Kazakhstan is increasing every 
year. Modern technologies are being introduced: blockchain, artificial intelligence, Bigdata, biometrics 
technologies for personal identification (Bizhikeeva, 2020). Compare the global dynamics of the use of 
financial technologies, most of the transactions are in the banking sector. 

 According to the EY’s Global Fintech Adoption Index 2019, money transfers and payments are at 
the top of the ranking, use of financial technology in this category more than quadrupling over four 
years, from 18% in 2015 to 75% in 2019. I would like to note that banking services for money transfers 
and online payments are growing rapidly all over the world.  

The use of money transactions and payments via Internet banking for the period 2016-2020 in the 
territory of the Republic of Kazakhstan also increased. Every year, there is an increase in transactions in 
three to four times. And probably, due to the current situation in the world, the coronavirus pandemic, 
the use of Internet banking for money transactions and payments will grow steadily. According to the 
press service of Jýsan Bank, during the state of emergency and the quarantine, there was a change in 
consumer behavior. The need for a contactless service increased the number of registered users 
of the bank's mobile application in three times. Jýsan Bank realized the opportunity of online lending, 
delivery of payment cards, remote account opening, biometric identification and registration 
(Bizhikeeva, 2020).   

According to the analytical center the Association of Financiers of Kazakhstan in 2019, online 
payments increased by 21% compared to 2018. The use of POS terminals as a payment option dropped 
sharply from 43% to 26%; ATM payments in the total volume of card transactions decreased from 4% 
to 1% (Table 6). 

Table 6. Use of payment cards issued by Kazakhstani and foreign issuers on the territory of the Republic of 
Kazakhstan, dynamics of transactions via Internet banking, first quarter of the year. 

Years 2016 2017 2018 2019 2020 
Thousand 
transactions 

12322,2 22060,3 54911,4 129532,7 459500,1 

Million tenge 127021,9 245999,4 665444 1518566,3 5588753,5 
Note - compiled by the author on the basis of the corresponding source of NB. 

Сompared to 2018, the number of transactions via Internet mobile banking in 2019 increased by 
21% in comparison with other transactions. It was decided to analyze the use of Internet banking for the 
1st quarter in different years, starting from 2016. The popularity of online banking transactions has 
grown steadily every year. In 2018, the number of payments increased by 2.7 times compared to the 
same period in 2017. High growth rates of 2.2 times in 2019 indicate a steady increase in the popularity 
of online banking. Since March 16, 2020, due to the regime for a state of emergency imposed by the 
coronavirus pandemic, the volume of payments in 2020 has increased by about 3.6 times, the number of 
transactions has also increased by 3.5 times compared to last year.  

The use of payment cards issued by Kazakhstani and foreign issuers on the territory of the Republic 
of Kazakhstan, the dynamics of transactions via Internet banking, the period January-February-March 
(Figure 1). 
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Conclusions 
Thus, the SWOT analysis of the development of financial technologies in the banking sector showed 

that there are a number of problems that can affect the further development of digitalization in the banks of 
the Republic of Kazakhstan. It is therefore essential that traditional banks provide modern additional services 
to customers through digital channels. Such services must be efficient, reduce search costs and provide easy 
access to information. To solve the problems identified during the SWOT analysis, the following recommen-
dations are offered: 

Banks' primary task is to protect customers from cyber threats and ensure the highest security measures 
for personal data. The use of Internet banking from any device will lead to the accumulation of a huge data 
set, which is known as Big Data. The financial sector needs to rethink the implementation of such security 
control mechanisms as biometric authentication, public key infrastructure, digital signature control, use of 
one-time password. Also pay special attention to blockchain technologies that handle big data, and has a sta-
ble and convenient form of encryption (Khan, Yaacob, 2019). 

Secondly, in a new reality, banks need to move to a digital transformation strategy. This involves banks  
to go beyond conventional websites, chatbots, for remote interaction provide customers with an interactive 
hub through digital channels. Banks need to develop a virtual banking system that will organically provide 
services to users, while simultaneously expanding their presence on the Internet.  

Thirdly, financial institutions need to update technology, also redirect their thinking. Customers should 
be a center of all digital strategies. Banks has spent large sums of money on digital interactions with custom-
ers, which reduced the number of visits to branches, opened the possibility of interaction with the bank at the 
touch of a button using mobile phones or laptops. This progress has generated positive customer feedback, 
but more work needs to be done. Customer data is the new banking opportunity and the main success of digi-
tal transformation. 

Fourthly, qualified and efficient staff will analyze the collected customer data, thus provide them an ob-
jective advice. An individual approach to clients will be visible, which will improve the brand and reputation 
of the financial institution.  

Fifth, to succeed banks must take customer focus marketing approach to attract and retain customers. 
Especially in the early days of digital banking, it is important that bank employees talk and promote the ben-
efits of online banking in order to gain customer’s trust and loyalty (Drenik, 2020). 
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А.Г. Мукушева, М.Т. Жоламанова, Н.К. Кучукова 

Банк секторындағы қаржылық технологиялар: келешектері жəне қауіпсіздік мəселелері 

Аңдатпа  
Мақсаты: Қаржылық технологиялар банк секторына жылдан жылға əсер етуде. Мақалада «қаржылық 

технологиялар» терминіне халықаралық ұйымдардың, шетелдік, ресейлік жəне қазақстандық сарапшылардың 
анықтамалары берілген. Тақырыптың өзектілігі қаржы технологиялары дамуының күрт өсуімен, төртінші 
өнеркəсіптік революция жағдайында банк секторын диджитализациялаудың  таралуымен негізделеді. 
Зерттеудің мақсаты – цифрлық технологиялардың қаржы секторына əсерін зерделеу.  

Əдісі: Əлемдегі жəне Қазақстандағы қаржылық технологиялардың негізгі санаттары қарастырылды. Банк 
саласындағы қаржылық технологиялардың күшті жəне əлсіз жақтарына, мүмкіндіктері мен қауіптеріне талдау 
жүргізілді. 

Қорытынды: Цифрлық трансформация қауіпсіздікті үнемі қамтамасыз етуді талап ететін мобильді 
деректерді енгізудің кең мүмкіндіктеріне жол ашады. Сонымен қатар, ақпараттық технологиялардың белсенді 
дамуы қаржы секторын икемділікке жəне барлық бағыттар бойынша инновациялық тəсілдерді қолдануға 
ынталандыруы тиіс. Сондай-ақ, материалда банктік қызметтер саласындағы цифрландырудың алғышарттары 
мен себептері келтірілген. 

Тұжырымдама: Банк қызметтерінің дəстүрлі түрлерінің технологиялық дамудың жаңа деңгейіне өтуінің 
баламасыз перспективасын атай отырып, талдау қаржы технологиялары дамуының деректер қауіпсіздігіне 
тікелей тəуелділігін көрсетеді. Осыған байланысты, банк қызметінің əрбір субъектісінің ерекшелігін жəне 
ерекшеліктерді есепке ала отырып басымдықтарды тиімді бөлу өзекті болып табылады. Өсіп келе жатқан 
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бəсекелестік жағдайында банктің неғұрлым ұтымды жəне цифрлық дамуға бағытталған стратегиясы да 
маңызды мəнге ие болады. 

Кілт сөздер: қаржылық технологиялар, банк секторы, қауіпсіздік, цифрландыру, интернет банкинг, 
киберқауіпсіздік, транзакциялар, SWOT-талдау. 

А.Г. Мукушева, М.Т. Жоламанова, Н.К. Кучукова 

Финансовые технологии в банковском секторе: вопросы перспектив и безопасности 

Аннотация 
Цель: С каждым годом финансовые технологии оказывают все большее влияние на банковский сектор. 

В статье дано определение термина «финансовые технологии» международными организациями, зарубежными, 
российскими и казахстанскими экспертами. Актуальность темы обосновывается резким ростом развития фи-
нансовых технологий, распространением диджитализации банковского сектора в условиях четвертой промыш-
ленной революции. Цель исследования – изучение влияния цифровых технологий на финансовый сектор.  

Методы: Рассматриваются основные категории финансовых технологий в мире и Казахстане, в частности, 
проводится анализ сильных и слабых сторон, возможностей и угроз финансовых технологий в банковской сфере.  

Результаты: Цифровая трансформация открывает путь к широким возможностям внедрения мобильных 
данных, требующих постоянного обеспечения безопасности. Кроме того, активное развитие информационных 
технологий должно стимулировать финансовый сектор к гибкости и применению инновационных подходов по 
всем направлениям. В материале также приводятся предпосылки и причины цифровизации в сфере банковских 
услуг. 

Выводы: Отмечая безальтернативную перспективу перехода традиционных видов банковских услуг на но-
вый уровень технологического развития, анализ показывает прямую зависимость развития финансовых техно-
логий с безопасностью данных. В этой связи актуальным представляется эффективное распределение приори-
тетов с учетом особенностей и специфики каждого субъекта банковской деятельности. В условиях растущей 
конкуренции важное значение также приобретает наиболее рациональная и ориентированная на цифровое раз-
витие стратегия банка.  

Ключевые слова: финансовые технологии, банковский сектор, безопасность, цифровизация, интернет-
банкинг, кибербезопасность, транзакции, SWOT-анализ.   
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