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Mathematical analysis of trend indicators
of Internet security resources cyber-diagrams
dynamics in the Republic of Kazakhstan

In the research the development of a mathematical model for predicting threats of informmation security of
Internet resources is carried out, which allows, based on the minimum amount of input data, t@ indicate
the dynamics of the development of possible threats in the life cycle of informationfsysteéms, which may in
the long run be a reason for shaping the costs of preventing threats to inforfnation’seéurity:
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The global tendency characteristic of the last decades of intrdducing the aehievements of information and
communication technologies with a pace that is significantly ahead of'\the formation of a culture of their use, and
the rooting of social and industrial relations characteristic of the&infermation society», primarily in matters of
ensuring cybersecurity, also finds the confirmation.

New technologies, electronic services have become an integralypart of our daily life. Given that, society is
becoming increasingly dependent on information and communication technologies every day, the protection and
availability of these technologies is becoming a criticaldmoment ‘and a very important topic for national interests.

Today, a necessary condition for the development of the information society is cybersecurity, which can be
followed by a virtually endless list of security prebléms andstheir solutions, ranging from technical to legislative.

Traditionally, the concept of security is miewed{through the prism of three approaches: the absence of
threats, the security and stability of the ystem. Itiis obvious that the specific features of the development
of the information space make the appr@ach based on the understanding of security as the absence of threats
irrelevant. In particular, in accordanc@with the interactive map of cyber threats of Kaspersky Lab, Kazakhstan
is in the top 30 countries by the number of tested cyber attacks, most often taking place in the corridor between
18 and 27 places [1|. Thus, it make§,senseto evaluate information security in contexts of relative security and
the ability of the system to ddequately respond to emerging challenges and threats, and minimize risks.

In world practice, as well'as in the information segment of Kazakhstan, there is a steady trend of transferring
information assets to laterneét platforms and the provision of cloud services. The control of privileged users is
one of the main tagks(in relations with Internet service providers, software developers and technical support
specialists. Now ififermatienfassets of business and government structures can be placed anywhere, they are
serviced by a ldarge numhber of contractors scattered around the world, who, as a rule, are not responsible for
violation of dnformation security.

Thus,fInternet service providers, while performing work in their segment of an information system, may
ag@identallyfor intentionally gain access to foreign systems, unauthorized launch applications or make confi-
guration changes. Therefore, it is extremely difficult to limit their actions at the level of network access to
applications by traditional means of delimiting and controlling access in information systems. In consequence
of this, recently decisions on the control of Internet users will continue to be highly demanded in information
systems, and this demand will increase every year.

In accordance with the international standard ISO / IE C 27001: 2005, information security incident
management is an important element in ensuring the continuity of an organization’s business processes [2].
Incident management is a process that is fed to the data received as a result of logging information about
events related to information security, and the process output is informed about the reasons for the incident
and measures that need to be taken to prevent the incident from happening again.

In general, incident management is a cyclical process, the main stages of which are represented by the
PDCA model (Plan-Do-Check-Act, continuous improvement model of processes). According to ISO 27001,
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the classical model includes four management stages: information security incident identification, information
security incident response, investigation, corrective and preventive measures.

It is during the response and investigation of incidents that the specific information system vulnerabilities
are revealed, traces of attacks and intrusions are detected, the operation of the protective equipment, the quality
of the information security system architecture and its management are checked. Also important is the existence
of procedures for analyzing and eliminating the consequences of incidents and taking corrective measures to
reduce the likelihood of such incidents recurring in the future.

Thus, there is an urgent problem of prompt response to emerging incidents. It is necessary to decidedwhich
strategy out of the set of specific ones can be applied, or to determine that there is no suitable strategy
is necessary to work it out (Table 1).

1
The number of cyber incidents registered in Kazakhstan that violate the infor ion
security of users of Internet resources for the period from 2015-20
Ne Incident Type Quantity in 2015 | Quantity in 2016 Total
1 | Unauthorized access and
modification of the content
of Internet resources (website 088 1934 3180
defacement) / attacks on an
Internet resource
Note. Source: State Technical Service https://lsm.kz/ kakie—bando
One of the promising areas of research for solving the prob ection against cyber attacks on IP
is the creation of methods for predicting their intensity by m thematical methods of analysis [3-13].

Note that the intensity of cyber attacks is the total num
forecast that the intensity of cyber attacks on IP exceedsya in predetermined value, additional measures of
protection can be taken, including, for example, a mg intelligent analysis of traffic [14-20].

been observed [21-24]. This can be explained at trend forecasts make it possible to receive not
only forecasts of directly future events, but .al zing their estimates.

An important method of stochastic ict he exponential smoothing method. This method consists
in the fact that a number of dynamics i§'s thed with the help of a moving average in which the weights obey
the exponential law [25, 26].

A special feature of the expo

othing method is that the procedure for finding the smoothed level

uses only the previous levels ies, taken with a certain weight, and the weight decreases as it moves

e smoothed value of the series level is determined. If for the initial time

nding smoothed values of the levels are denoted by S;, ¢t = 1,2,...,n, this

1S carri t according to the formula: S; = (I-a)yt + aS;_;.

different formula: S; = ayt+(1-a)S;—1, where o — smoothing parameter (0 < o < 1);
thésdiscount factor.

rocessing economic time series, it is recommended (unreasonable) to choose the value

Some sources
magnitude (1-a

equal to the arithmetic average of the first few terms of the series. If, at the approach to the right end of
me series, the values smoothed by this method with the selected parameter « begin to differ significantly
from the corresponding values of the original series, it is necessary to switch to another smoothing parameter.
The advantage of this method is that with smoothing, neither the initial nor the final levels of the smoothing
time series are lost. As Sy take the first value of the row, So = y; = 588 (Table 2).
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Table 2
Calculated parameters of the model equation
t y St Formula (v - Si)?
2015 | 588 588 (1-0,3)*588 + 0,3*588 0

2016 | 1934 | 1530,2 | (1 - 0,3)*1934 + 0,3%588 16305444
2017 | 658 | 919,66 | (1 — 0,3)*658 + 0,3%1530,2 |  68465,956

231520,396
Note. The table is based on the calculation.
Forecasting data using exponential smoothing:
The prediction methods called «smoothing» take into account the effects of the oversh function ch

better than the methods using regression analysis.
The basic equation is as follows:
S(t+1) = S(t)(1 - a) + a¥Y(t)
S(t) — this is a forecast made at a time t;
S(t+1) reflects the forecast in the time period immediately following the gpointfin t
S(3+41)=919,66(1 — —0,3) + 0,3 % 658 = 841, 162.
Standard error (error) is calculated by the formula:

where i = (t - 2, t)

ey =

The linear trend equation has the form: y = bt 4

1. Find the parameters of the equation by the me @ least squares:
The OLS system of equations takes the fo

an + byt = >y

ad t + by 2 = > y*t (Table 3).

Table 3

d parameters in tabular form

t2 y2 ty

1 345744 588

4 3740356 3868

9 432964 1974

14 4519064 6430
4.667 | 1506354.667 2143.333

ote. The table is based on the calculation.

u , the system of equations is:

+6b3180

6 a + 14 b = 6430.
From the first equation we express a and substitute in the second equation.

Get a = 990, b = 35.

Get the trend equation: y = 35 ¢ + 990.

Empirical trend coefficients @ and b are only estimates of theoretical coefficients 3;, and the equation
itself reflects only a general tendency in the behavior of the variables in question.

Trend ratio b = 35 shows the average change in the effective index (in units of y) with a change in the time
period t per unit of measurement. In this example, with ¢ by 1 unit, y change on average by 35.
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Estimate the quality of the trend equation using the average relative approximation error.
A= 2l vl g
n

The approximation error within 5 %7 % indicates a good selection of the trend equation to the source
data.

— 1,8592
A== 100% = 61,97 %.
To determine the size of the error or accuracy of the forecast indicator Y calculate the coefficient of disparity
Teil formula:
> (i -9)°
Kr = —==—;
V2 Ui
1145814
=——— =0,254.
= 510064~ %
This indicator varies from 0 to 1. The closer its value is to zero, the better the ic ults.

Average values:

Dispersion:

Standard deviation:

=4/0,6667 = 0, 8165;
= 4/382754,6667 = 618,6717.

Calculate the coefficient

Rzzl_Z(yi—yt)Q,

Y-
1145814
2 —_—_— =
R* = 1148964 0,00213,
where in offeases, t affects the change y. In other words — the accuracy of the selection of the trend
e ion
SS quality of the parameters of the equation, we construct a calculation table (Table 4).

Table 4

Calculated parameters in tabular form

bty [y | Give)? | Gey®) [ Giy(®) : yi

1| 588 | 1025 | 222784 | 190969 0,743

2 | 1934 | 1060 | 763876 | 763876 0,452

3| 658 | 1095 | 161604 | 190969 0,664
3180 | 1148264 | 1145814 1,859

Note. The table is based on the calculation.
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2. Analysis of the accuracy of determining estimates of the parameters of the trend equation:
Dispersion error equation:
2
2 _ )
S, ==

n—-m-—1"

where m = 1 — the number of influencing factors in the trend model.

1145814
Sy = S8 145814,
Standard equation error:
Sy = 1/55 = /1145814 = 1070, 427;
/ t2
Sy =8y - 2 ;
no
V14
=1 427 - ————— = 1635, 104;
S = 1070, 427 55165 e
1 42
S, = Sy = 070, 427 = 756, 906.
Vo, 0,8165v/3
Perform interval forecast and determine the standard error of the pre igator.
Uy = Yn+L =+ Ky
where

nt of time; n — number of observations in
lar value of student’s criterion for the level of
n-2.

L — lead period; y,+r — point forecast by model on (n
the time series; Sy — standard prediction error; Ty —

Tiapr (n-m-1;0/2) = (;) = 12,706.
Spot forecast, t = 4: y(4) = 35*4 + 990

1 3(3+2-1-1)

Ky =12 1+ -+ —————— = 24831,63.
1 , 706 €2070, + 3 + 53— 1) ,
1130 — 24831,63 = -2370 4831,63 = 25961,63.
Interval forecast:
t = 4: (-23701,63;25
Spot forecast, t = 5 4 990 = 1165.
1 3(3+2-2-1)
=12 -1 43 -4/1+ - + ————— = 32849, 16.
,706 - 1070, 43 \/+3+ 53— 1) ,
65 6 = -31684,16; 1165 + 32849,16 = 34014,16.
Vi st:
5: (-31684,16;34014,16).
ot forecast, t = 6: y(6)= 35%6 + 990 = 1200.
1 33+2-3-1)°
K3 =12 -1 43 -4/1+ - + ————— = 41551, 27.
3 ,706 - 1070, 43 \/+3+ 33 =1 ,

1200 - 41551.27 = -40351,27; 1200 + 41551,27 = 42751,27.
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Interval forecast:
t = 6: (-40351,27:42751,27)
Spot forecast, t = 7: y(7) = 35*7 + 990 = 1235.

1 3(3+2-4-1)
Ky =12,706-1070,43 - |1+ =+ 222~ 2
T ’ \/+3+ 3(32—1)

1235 — 50585,88 = -49350,88; 1235 + 50585,88 = 51820,88.

Interval forecast:

t = 7: (-49350,88;51820,38)

3. Testing hypotheses regarding the coefficients of the linear trend equation:
1) t- statistics. Student criterion.

According to the student’s table we find Ty,

= 50585, 88.

Tiapr (n-m-1;0/2) = (1;0,025) = 12,706.

ty = —;
a — Sa )
t, = _3 =0,04624 < 12, 706.
756,906 ’ ’
The statistical significance of the coefficient a is not confirmed
ty = i
S )

99035
b= 1535100 = 6055‘)2

2) F- statistics. Fisher Criterion.
Coefficient of determination:

R n—-m-—1 _

F= — 2 - =0,00214.
Find from the table Fkp(1;1;0.05) = 161,
where m — the number of factors in the trend eg
Insofar as F' < Fkp, then the coefficien tion (and, in general, the trend equation) is not
statistically significant.
As a result of the study, the time de ence was studied Y from time ¢. At the specification stage, a linear

trend was chosen. Its parameters ar
the equation is verified using the coe

stim by the method of least squares. The statistical significance of
t of determination and the Fisher criterion. It was found that in the
situation under study, 0.21 % of ariability Y due to the change in the time parameter. It was also
established that the parame odel are not statistically significant. Economic interpretation of model
parameters is possible — wi ime period ¢ value Y on average, increases by 35 units.

ection system to counter cyber attacks, in addition to implementing the
system, their information audit and analysis, it is necessary to pay attention to

infrastructures is an important practical task. Experimental studies of interval prediction
ity by means of trend extrapolation methods with dynamic updating of the smoothing
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B.K. [MTagxmerosa, III.E. Omaposa, B.I'. JIposn,

Kazakcran PecniybamkachblHAaFbl MHTEPHET-KAYIMCI3/IiK
pecypCcTapbIiHbIH, KNOEep-aAuarpaMmaJjiapbl AMHAMUKACHIHBIH,
YPAICTIK KOPCETKIMITEPIH MAaTEMATUKAJBIK TaJaay

Maxkasiaia nHTEpHET-PECY PCTAPIBIH aKITapATTHIK KAYIICi3airine Kayin-KarepJiep/ii aJabH ajga 60Kay I
MAaTEeMAaTHKAJBIK MOJIEJIb 93ipJyieHreH, OyJI eHri3iiren qepeKkTep/iin eH a3 MeJIIepine cyiieHe OTBIPHIN, aKIa-
PaTTBIK, XKy#esaep/iid eMipJikK IUKIIHIe MYMKIH KayillTep/iH JaMy JIWHAMUKACBIH KOPCETyre M LTI K
Gepesi, Oys1 GoarmakTa akmapaT Kayilci3mirine TOHETIH KATEPIiH aJIbIH-aJIyFa, MIbIFBIHIaPIbI
CybIHa 9KeJlyl MYMKIH.

Kiam cesdep: MaTeMaTUKAJBIK MOJEIb, KayinTep/i Oo/Kay, aKImapaTThK KAyinci3mik, eMipiik
TePHET-PECYPCTAp.

B.K. Tagxmerona, I11.E. Omaposa, B.I'. Apo

MaremaTrudeckuii aHaJU3 TPe
nmokKasaTreJjeii IMHaAMUKNT K1/16epg/1 rpaMM, peCcypCcoB
nHTEepHeT-0e301macHocT B Pec e Kazaxcran

B crarbe paspaborana MareMaTnuecKas MOJETb IIPOTHO3UP
MHTEpPHET-PECyPCOB, IMO3BOJISIONIAs HA OCHOBE MUHHUMA
MUKY Pa3BUTHUsI BO3MOXKHBIX YyIPO3 B *KU3HEHHOM
B IIEPCIIEKTHBE OCHOBAaHUEM II0 (POPMUPOBAHUIO 32/
OTIaCHOCTH.

Karouesvie carosa: MaTeMaTrudeckasi MOJE ODHO!
JKU3HEHHBIN IUKJI, UHTePHET-PeCypPChI.

03 HHGMOPMAITMOHHOHN 6e3011acHOCTH
eMa, MCXOJIHBIX JAHHBIX YKA3aTb JUHA-
PMAIMOHHBIX CUCTEM, YTO MOXKET SIBUTHCS
OTBpAIlleHUE Yrpo3 MHMOPMAIMOHHON 6e3-

pOBaHUE Yrpo3, HHGPOPMAIMOHHAsS O€30I1aCHOCTD,
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