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Regulatory framework for the formation
of information culture of modern Kazakhstan youth

The article analyzes the regulatory framework for the formation of the information culture of modern Ka-
zakhstan youth. The authors present the main components that form the general information culture of socie-
ty, including information, media and digital literacy, digital infrastructure. Researchers have identified the
main areas of state activity, which reflects this problem, namely state policy in the field of creation and de-
velopment of the state information infrastructure, e-government, educational and media policy, cyber security
and child safety. The article also provides an overview of international legislation and international regulatory
experience, from the 1982 Grunewald Declaration of UNESCO to the Council of Europe. Strategy for the
Rights of the Child (2016-2021). The current situation in Kazakhstan is confirmed by official statistics of the
Committee of Statistics of the Republic of Kazakhstan. The authors conclude that not all.spheres of the for-
mation, development and regulation of the information culture of Kazakhstan society, including youth, are in
the focus of attention of state structures. Some measures are taken late, or do not have specific mechanisms
for functioning and implementation. According to the authors, in the context of the COVID-19 pandemic and,
consequently, the transition to distance learning, more than 90 % of Kazakhstan children turned out to be ac-
tive users of information and communication technologies, daily.encountering all the opportunities and poten-
tial threats posed by the global Internet.
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Introduction

The problem of the formation of an information culture of youth at the present stage of development of
society acquires special significance. Information is rightly perceived as one of the most important social,
political and economic resources, and society is becoming more informational. In the context of the COVID-
19 pandemic and the associated restrictions on physical contacts of people, the importance of skills in work-
ing with information flows, the ability to use traditional and innovative capabilities in the field of infor-
mation has acquired strategic importance: Today, a person needs a fairly high level of culture of handling
information, the availability of developed skills for its search, transmission, processing and analysis, as well
as the ability to practically use information resources for the purpose of training and solving professional
problems.

The transformation of society is determined not only by the complication of information and communi-
cation technologies and telecommunication systems, but also by the formation of a fundamentally new in-
formation sphere of life. The number of people involved in the information field is increasing more and
more, and they act.as not only consumers of information, but also producers of information services and re-
sources.

Methodology and research methods

An important element of the logical analysis of information culture is the consideration of this concept
in the system of categories «culture», «actual culture» and «computer culturey.

The content of the concept of «culture» is obviously wider than the content of the concept of «infor-
mation culture». Culture as a whole provides a person with the opportunity to carry out social interaction,
interaction with other people, while information culture acts as a condition that ensures this perception in
certain situations. Information culture acts as part of the overall culture, providing a number of its character-
istics. The basis for the development of information culture is the changed social situation, which necessitat-
ed the continuous replenishment and updating of knowledge, the receipt and use of new information.
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General and informational culture includes the norms and values of the sociocultural system, while hav-
ing various carriers. For a general culture, society as a whole, a social group, and a personality act as a sub-
ject. The information culture is represented mainly at the personal level, as a result of which a sociological
study requires consideration of the personal representation of the values, norms and skills of information cul-
ture.

The relationship between information and general culture is provided by the current culture of society.
The concept of relevant culture delimits that part of the general culture that actually functions in a given so-
ciety or social group in a specific historical period [1, p. 95]. At the same time, the concept of «information
culturey is broader than the concept of «actual culturey, since it contains knowledge acquired by a person not
only about modern culture, but also about cultures of the past.

Thus, a common culture acts as a common system in relation to informational and relevant cultures.
These concepts can be correlated with each other as general, special and singular.

The logical elements of the concept of information culture are revealed in comparison with the concepts
of «learning culture» and «computer culture», which intersect each other both in content and.in meaning.
Information culture has a direct instrumental impact on activities in the process of training, education, and
the formation of professional qualities. The culture of learning should be understood as a method and meas-
ure of the formation, development and implementation of social and professional‘qualities of the individual
[2, p. 28].

In terms of content, the relationship between the concepts of information culture and the culture of
learning is quite contradictory. On the one hand, the concept of a culture of learning is narrower, since this
type of culture is localized in the framework of one type of social activity. On the other hand, the culture of
learning is broader than informational, since it contains a huge stock of institutional knowledge and values.
In this sense, information culture should be considered as one of the tools of the learning process. In terms of
the correlation of information and computer culture, it should be noted that computer culture is included in
the structure of information culture as one of its most important elements, providing organizational condi-
tions for search, perception and mastery necessary information. The widespread use of computer technology
significantly affects the formation of the informatien culture of the individual. However, the concept of
«computer culture» is not identical to the conceptof «information culturey, since it is much more recent in
the substantial sense.

A logical analysis of the concept of «information culture» allows us to distinguish it as an independent
concept, which is part of the culture of society. Its specificity lies in the instrumental orientation, which con-
tributes to the formation of both the culture as a whole and its individual types, especially the culture of edu-
cation and the future professional culture.

The concept of «information culture» in sociological science has many interpretations. Some authors
define information culture by highlighting its pragmatic nature. In this case, information culture is defined as
the best way to handle knowledge, information and provide it to an interested consumer to solve theoretical
and practical problems [3, p. 24]. Other researchers point to such a quality of information culture as the indi-
vidual’s ability and ability to store, receive, transform and transmit information. Information culture is also
associated with the development of a training system, preparing a person for the effective use of information
tools and information. Often, information culture is understood as «a social phenomenon of an integrative
nature, which consists of a system of information representations and activities» [4, p. 13]; or is it considered
«as part of‘a common culture, consisting of an alloy of information worldview, information literacy and lit-
eracy.in the field of information and communication technologies» [5, p. 26]. These definitions fix the rela-
tionship of information culture with the skills of searching and using information, but they do not take into
account aspects due to social interaction based on the information received.

In this regard, a number of researchers consider the concept of «information culture» in the framework
of the activity approach. Pointing to the informational essence of creativity, V.A. Lozova, I.N. Pugin investi-
gate this problem through the structure of human intellectual activity [6, p. 100]; E.S. Zharikov [7, p. 55],
V.M. Livshits, O.S. Razumovsky analyze this problem in direct connection with the optimization of creative
activity [8, p. 45].

At the cognitive level of information culture, information is value-based; in modern culture, knowledge
and the time it takes to master it often becomes more important than money capital [9, p. 39]; D. Bell under-
stands knowledge as «a set of organized statements about facts or ideas that represent a reasonable judgment
or experimental result that is transmitted to others through some means of communication in some systemat-
ic form» [10, p. 333]. The knowledge and social values of information culture include: knowledge of the
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general principles and laws of information; possession of relevant professional and/or training information;
unprofessional, ordinary knowledge, elements of unsystematized knowledge from various professional
fields, especially humanitarian, which is important for the development of an individual's worldview.

Along with knowledge, an information culture includes the ability to: work with various information;
extract information from various sources; evaluate the information received; perceive and understand infor-
mation; information search and processing skills; information literacy; computer literacy; media literacy;
social interaction skills in the information field. At the same time, the concepts of information and computer
literacy, media literacy and information culture as a whole should be clearly separated.

The origin of the word literacy refers to the ability to read and write. Early descriptions of computer lit-
eracy also focused on acquiring sets of rules and technical capabilities. However, by the end of the 20th cen-
tury, this definition has expanded significantly. According to a working definition agreed upon. at a
UNESCO meeting of experts in June 2003 in Paris, «literacy is the ability to identify, understand, interpret,
create, communicate, calculate and use printed and written materials related to different contexts. Literacy
implies lifelong learning that allows people to achieve their goals, develop their knowledge and potential,
and fully participate in the life of their society and society as a whole» [11, p. 1].

Digital literacy is a common concept for important skill groups, whose names are often used synony-
mously; however, their content is not quite the same. ICT literacy refers to a set of user skills that allow you
to actively participate in society, where services and cultural offers are supported by computers and distrib-
uted on the Internet. Technological literacy (formerly called computer literacy) entails'a deeper understand-
ing of digital technology and includes both user and technical computer skills:-Information literacy focuses
on one of the key aspects of our knowledge society: the ability to optimally find, identify, retrieve, process
and use digital information [11, p. 1, 2].

Media literacy — knowledge, skills and abilities necessary for understanding all means of (mass) com-
munication and formats in which the creation, storage, transmission and presentation of data, information
and knowledge (for example, printed newspapers and magazines, radio and television, cable media infor-
mation, CD, DVD, mobile phones, PDF text formats, JPEG format for photographs and graphic images) [12,
p. 6-7].

Discussions

In the 2000s, around the world as a whole, general trends were observed in the transformation of all so-
cial institutions and spheres of human activity under the influence of information and communication tech-
nologies. Active progress was observedin all areas of development, production and implementation of mod-
ern technologies, a developed information environment was formed that corresponded to the tasks of socio-
economic development, the state strove to ensure equal access of the population to information resources and
trained citizens, social institutions, business and government bodies at all levels to life in an information so-
ciety.

In accordance with article 20, paragraph 2 of the Constitution of the Republic of Kazakhstan «Everyone
has the right to freely receive‘and disseminate information in any way not prohibited by law» [13]. This
norm determines that'every person, including a child, has the opportunity to receive equal access to infor-
mation. However, the bigidifficulty is how we can use this information, for what purposes and how it will
affect us.

The development of information infrastructure began in Kazakhstan in the 1990s, when the state pro-
gram for accelerated industrial and innovative development was launched, the Bolashak international educa-
tion program was initiated; in 2005, the formation of «electronic government» began. Also in Kazakhstan, a
number of elements of the innovation ecosystem were created, AO Nazarbayev University is operating, and
the Astana hub is launched. These efforts have provided relevant results: today, 3/4 of the adult population of
our country has a basic level of digital literacy; more than 3/4 have Internet access [14].

On October 13, 2006, Resolution of the Government of the Republic of Kazakhstan No. 995 «On ap-
proval of the Program for reducing information inequality in the Republic of Kazakhstan for 2007—2009»
was adopted. The aim of the program was to reduce information inequality in the Republic of Kazakhstan, to
achieve 20 % of the level of computer literacy of the population and Internet users in the Republic of Ka-
zakhstan. The implementation of the Program was ensured through the implementation of the following
measures: improvement of regulatory legal support; teacher training to educate the population on computer
literacy; methodological support for the process of teaching the population of computer literacy in distance
and full-time forms of education; educating the population of computer literacy; creation of a monitoring
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system and periodic analysis of the implementation of the Program; reduction of tariffs for Internet access
and providing the population with affordable computer equipment; training of domestic IT-specialists; for-
mation of citizens' interest in the development of information and communication technologies; formation of
public support for the implementation of program activities in the state and Russian languages [14].

One of the important steps towards creating the conditions for the transition to the information society
was the State program «Information Kazakhstan 2020», approved on January 8, 2013 by Decree of the Pres-
ident of the Republic of Kazakhstan No. 464 [15]. As a foundation for the digital transformation of the coun-
try's economy, this program contributed to the development of the following areas: the transition to the in-
formation society, improving public administration, the creation of «open and mobile government» institu-
tions, increasing the availability of information infrastructure not only for corporate structures, but also for
citizens of the country.

First President N.A. Nazarbayev in his Address to the People of Kazakhstan dated January 31, 2017,
announced the Third Modernization, the core of which is digitalization, noted the need to cultivate new in-
dustries created using digital technologies, and that it is important to ensure the development of communica-
tions and widespread access to fiber-optic infrastructure. «The development of the digital industry will pro-
vide an impetus to all other industries» [16].

In the fifth priority of the Third modernization N.A. Nazarbayev outlined the relevance of the fight
against cybercrime, religious extremism and terrorism. This Address of the Head of State instructed the Gov-
ernment and the National Security Committee to develop the concept of «Cyber Defense of Kazakhstany, the
purpose of which is to ensure the information security of society and the stateinsthe field of information and
communication, as well as protecting the privacy of citizens when they use the information and communica-
tion infrastructure.

December 12, 2017 by the Decree of the Government of the Republic of Kazakhstan No. 827 the State
program «Digital Kazakhstan» was approved [17]. The content of the program includes the following as-
pects: a description of international experience, an analysis of the current situation, goals, objectives, target
indicators and indicators of the implementation of the Program, a description of the main directions and ways
to achieve the goals, namely digitalization of economic:sectors, transition to a digital state, implementation
of digital silk ways», the development of human capital, the creation of an innovative ecosystem, manage-
ment system. The purpose of the program: accelerating the pace of development of the economy of the re-
public and improving the quality of life of the population through the use of digital technologies in the medi-
um term, as well as creating conditions for the transition of the economy of Kazakhstan to a fundamentally
new development path, ensuring the creation of a digital economy of the future in the long term. Duration:
2018-2022.

In accordance with the State Program «Digital Kazakhstany, it is planned to achieve the target indicator
for increasing the level of digital literacy of the population in 2019 — 78.5 %, in 2020 — 80.0 %, in 2021 —
81.5 %, by 2022 up to 83 %/[17].

According to the Law of the Republic of Kazakhstan «On Informatization» dated November 24, 2015
No. 418-V, the term «digital literacy» means «knowledge and the ability of a person to use information and
communication technologies in everyday and professional activities» [18]. Digital literacy consists of basic
and professional-digital skills.

Basic digital skills include the following five competencies:

1. Basic digital skills involving the confident use of a personal computer and laptop, mobile devices, the
Internet, security and data protection.

2. Skills of using «electronic government» and public services, including obtaining the necessary elec-
tronic public services «online», without leaving home.

3. Skills for using the four components of Open Government.

4. «E-commerce» skills, including the skills of acquiring, selling and promoting «online» goods and
services.

5. Information security skills, including the protection of personal data, the protection of PCs, tablets,
smart phones and other electronic devices, Internet protection, protection during financial transactions.

Professional digital skills include competencies of basic digital skills, media skills (skills of using digi-
tal devices (digital cameras, video cameras, etc.) and professional digital skills — the use of software and
hardware solutions in professional activities. According to the Statistics Committee of the Ministry of Na-
tional Economy of the Republic Kazakhstan in 2019, the digital literacy rate in Kazakhstan was 79,6 % [19].
One of the directions of developing information literacy of the population and ensuring access to public ser-
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vices was the development of the «Electronic Government» [20]. The electronic government was created in
the form of the basic infrastructure and information systems of state bodies directly or indirectly involved in
the provision of public services.

According to the developers, during the existence of e-government, four important stages of its for-
mation and development have been passed.

The first stage is informational. It was during this period that the e-government portal was launched and
filled with information. Information appeared on government bodies, their work and the services they pro-
vide to the public. In addition, the regulations for the provision of services were given and regulatory acts
were posted for review. At this stage, every Kazakhstan citizen could get all the necessary information on the
portal — a list of necessary documents, the size of the state duty, contact details of the state agency that |
needed to contact.

The second stage — interactive, was the beginning of the provision of electronic services on the portal.
The introduction of interactive services on the e-government portal has saved many times on the collection
of documents. It was at this stage that departmental information systems, state databases, electronic licensing
and an e-government gateway were introduced.

The third stage is transactional. At this stage, citizens were able to pay state duties and fees, fines, utili-
ties. If earlier it was necessary to go to the bank to pay for the service, now it has become possible to receive
and pay for the service online. For entrepreneurs, the transactional stage made it possible to participate in
electronic public procurement, in connection with which the transparency and openness of competitions and
tenders increased.

The fourth stage is transformational. The main goal from now on is maximum efficiency in the provi-
sion of services to citizens. To achieve this goal, interactive and transactional services are combined into
complex services, which the Kazakhstan population often needs. For example, users have the opportunity to
register a legal entity in 15 minutes or register the birth of a child; while at the same time having decided all
the related issues — apply for assignment of benefits and put the child on the queue in kindergarten. Particu-
lar attention on the e-government portal is given to socially significant services, which is why all of them
have been transferred to electronic format. Accordingto.the UN World Ranking, the E-Government Devel-
opment Index (EGDI) in the Republic of Kazakhstan in 2018 was 39, and the e-participation index (EPI) was
42 [21].

As of July 2017, more than 740 services and services were transferred into electronic form, 83 mobile
services were implemented. Already in 2015, the volume of public services provided in electronic form on
the web portal amounted to more than36:million, in 2016 — about 40 million. As of September 2017, the
number of registered unique users has reached more than 6.6 million people.

As of October 2017, 349 public service centers functioned in the country, the number of which has so
far increased. In 2013, the Unified Contact Center was created on the basis of the Call Center of the «elec-
tronic government» with a free telephone number 1414. An Open Government platform was implemented on
the electronic government web portal. As of October 2017, 2,376 data sets were posted on the Open Data
portal, 17,132 draft normative legal acts and draft laws were discussed, and 14,928 budget documents were
published [21].

On June 30, 2017, by the Decree of the Government of the Republic of Kazakhstan No. 407, the Con-
cept of Cyber security («Cyber Defense of Kazakhstan») was adopted [22]. The concept is based on an as-
sessment of the current situation in the field of informatization of state bodies, automation of public services,
prospects for'the development of a «digital» economy and technological modernization of production pro-
cesses in industry, expanding the scope of information and communication services. The document defines
the main directions of implementing state policy in the field of protection of electronic information re-
sources, information systems and telecommunication networks, ensuring the safe use of information and
communication technologies. The concept was designed to form a unity of approaches to monitoring the in-
formation security of state bodies, individuals and legal entities, as well as to develop mechanisms for the
prevention and rapid response to incidents in the field of information security, including in emergency situa-
tions of a social, natural and man-made nature, the introduction of a state of emergency or martial law. When
developing the Concept, international experience was studied in the field of forming approaches to protecting
the national information and communication infrastructure of both leading countries in the development and
use of information and communication technologies, and countries seeking to expand the scope of applica-
tion of these technologies to achieve their socio-economic development.
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According to the developers of the concept of cyber security «Cyber shield of Kazakhstan» in this area
of the functioning of the state there are such serious threats as:

— low legal literacy of the population, ICT workers and heads of organizations on information security

1ssues;

— violation by state and non-state informatization entities and users of ICT services of the established
requirements, technical standards and regulations for the collection, processing, storage and transmis-
sion of information in electronic form;

— unintentional personnel errors and technological failures that have a negative impact on information
systems, software and other elements of the information and communication infrastructure;

— actions of international criminal groups, communities and individuals to carry out embezzlement in
the financial and banking sector, harmful effects in order to disrupt the operation of automated pro-
cess control systems in industry, energy, communications and in the field of information and commu-
nication services;

— activities of political, economic, terrorist structures, intelligence and special services.of foreign states,
directed against the interests of the Republic of Kazakhstan by providing intelligence and disruptive
effects on the information and communication infrastructure [22].

Preparation and ensuring the effective implementation of the provisions of the above strategic docu-
ments implied significant changes at all levels of the education system of our country in order to expand the
skills of working with information, computer literacy, and the formation of critical thinking.

A necessary step in this direction was the adoption in 2012 of a new State Compulsory Education
Standard [23]. This state standard at the legislative level enshrined the formation of competencies as ex-
pected learning outcomes, including in the area of working with.information.

On December 11, 2014, Resolution of the Government of the Republic of Kazakhstan No. 1297 «On
the draft Decree of the President of the Republic of Kazakhstan» On Amendments and Additions to the De-
cree of the President of the Republic of Kazakhstan dated December 7, 2010 No. 1118 «On approval of the
State Program for the Development of Education of the Republic of Kazakhstan for 2011 2020 was adopted.
«The goal of «e-learning «e-learning» was noted «the development of students' skills necessary in the XXI
century, including information and media literacy, critical thinking, research skills, the ability to solve crea-
tive problems, the ability to work in a team, independence, civil liability, through the formation of an infor-
mation and communication educational environment» [24]. Among the objectives of the State program were
the following: improving the legal framework for e-learning, developing digital educational resources in
three languages with priority in the state language In order to accompany the educational process of the sec-
ondary school, organize networking and cooperation between all participants in the educational process, in-
crease the effectiveness of educational management through the development of the structure of the infor-
mation and educational environment:

On January 30, 2012, by Decree of the Government of the Republic of Kazakhstan dated June 25, 2012
No. 832, the National Plan of Action for the Development of Functional Literacy of Schoolchildren for
2012-2016 was approved. The purpose of the National Plan is to create conditions for the development of
functional literacy of schoolchildren of the Republic of Kazakhstan. In this case the term «functional litera-
cy» in its broadest definition appears as «a way of social orientation of an individual integrating the connec-
tion of education (primarily general) with multifaceted human activity» [25]. According to the authors of the
document; functional literacy is becoming one of the basic factors contributing to the active participation of
people in'social, cultural, political and economic activities, as well as lifelong learning.

In the framework of updating the State Compulsory Education Standard (SCES) of both the current
11-year and 12-year school, the development of functional literacy of students is defined as one of the priori-
ty goals of education.

In accordance with the Plan, the result of the development of functional literacy is the mastery by stu-
dents of a system of key competencies that allow young people to effectively apply their knowledge in a
practical situation and successfully use it in the process of social adaptation. Key competencies are the state's
requirement for the quality of personality of a high school graduate in the form of educational results, as stat-
ed in the State Educational Standards and educational programs. Among the key competencies of a second-
ary school graduate, almost everything can be attributed to information culture: information (the ability to
study independently or learn throughout life), communicative (the ability to spoken, written, productive
communication in Kazakh, Russian and English (foreign) languages), social (ability to social interaction),
personal (ability to self-organization, self-improvement, life and professional self-determination, self-
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realization, to be tolerant), civil (ability to bear responsibility for one’s homeland on the basis of Kazakh-
stan’s self-awareness and cultural identity) and technological (ability to the use of technologies, including
scientific, digital at the level of an effective user) [25].

Thus, it can be noted that the implementation of the National Plan of Action for the Development of
Functional Literacy of Schoolchildren for 2012 — 2016 is directly related to the development of the infor-
mation culture skills of Kazakhstan youth. In addition, the introduction of this document actually anticipated
the transition in high school to an updated educational program, where special attention is paid specifically to
the development of critical thinking skills when the student is working with information.

Relevant for the Kazakhstan society are many recommendations of the Council of Europe on ensuring
the safety of minors from information negatively affecting their «physical, mental and moral developmenty.
European experience shows that it is necessary to determine the provisions established by law-in thefield of
television broadcasting, to take appropriate measures to ensure that broadcasts do not include programs that
could seriously harm the physical, spiritual and moral development of minors, especially programs contain-
ing pornography or causeless violence», to prohibit programs that may impede the development of mi-
nors [26].

For example, experts at the Sanj Research Center cite several examples of successful experience of for-
eign countries in their research, such as the USA, Canada, Japan, etc. For example, since 2000, it has been
forbidden to sell televisions in the USA and Canada that do not have a special encoding device that allows
parents to program the TV to receive programs based on their age classification. This is done in order to pro-
tect minors from television programs, which can seriously impede their «physical, mental and moral devel-
opment». When giving children Internet access, schools, libraries, Internet cafes and computer clubs must be
required to install filters or blocking software. In 2004, the US government allocated $9 million. USA for the
program of implementing content filters in all schools of the country, and the state guarantees the provision
of technical support. Or such a measure as establishing a rule for services, payment for the provision of
which occurs as a pay-per-call. In the USA, there are so-called «Rules 900» when using mobile telephony. In
order to protect consumers from accidental calls and the need to pay for them, the number by which these
commercial services are provided should begin with-the number 900. This allows parents to block calls to
numbers starting with 900 and, thus, protect themselves from having to pay for telephone entertainment for
children, as well as protect children from unwanted information, for example, from such as sex on the phone,
etc. [26].

The result of state regulation is that, for example, in the USA, scenes of cruelty and bloody scenes can-
not be seen in the news, this is prohibited. In Japan, a broadcaster is required to give warnings if there are
scenes of sex and violence in the program, through captions or overlays during the demonstration of these
programs, as well as in preliminary comments posted in the print media and on the Internet. In other coun-
tries, such as France, Italy, there are also strict rules by which broadcasters are not allowed to broadcast pro-
grams that harm the mental/or moral development of children, demonstrate unjustified cruelty, contain por-
nography or encourage racial, sexual, religious or national intolerance [26; 82].

The European Union and‘the United States have developed appropriate special programs with priority
funding, for example, «Safe Internet». Within the framework of such a social program, countries are creating
national centers working in'the field of ensuring the safe use of the Internet for children. As a rule, the work
of these national centers is carried out in four areas: the creation and maintenance of the functioning of a
«hot line»on the Internet, designed to detect illegal information on the network; activities to educate parents
and children-about the dangers on the Internet and how to counter them; the establishment of hotlines for the
provision of counseling to children; development and implementation of Internet content filtering systems
[26; 83]. Of course, in Western countries, the problem of the aggressive negative impact of modern media on
children was encountered much earlier than in Kazakhstan. In this connection, a great deal of experience has
been accumulated in these countries on the prevention of the influence of illegal Internet content, on the
creation and functioning of public and state organizations engaged in public control.

With all its obvious relevance, at present, the problem of developing an information culture remains un-
derestimated in Kazakhstan. This is due to the fact that insufficient attention is paid to this problem, both
from the side of official structures and society as a whole. In fact, children got unhindered access to the
worldwide Internet network with all its capabilities and potential threats, without having the slightest idea
about what and who awaits them there. The number of Kazakhstan children — users of information technol-
ogy and the Internet is growing every year. The official data are presented in Table 1.
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Table 1

The proportion of children aged 6 — 15 years — users of information and communication technologies
in the Republic of Kazakhstan [27]

Characteristic 2012 2014 2016 2018 2020

Computer users total 40.1 52.8 63.5 76.9 more than 90*
Of them:

Living in urban areas 43.5 55.6 68.7 78.2

Living in the countryside 37.1 50 61.7 75.4
Internet users in total 32 43.6 62.1 72.9 more than 90*
Of them:

Living in urban areas 36.9 48.1 67.3 75.7

Living in the countryside 27.5 39.1 56.6 69.8

Note: * — official data as of the first half of 2020 are not available. The authors' assumption based on the noted dynamics in
previous years.

The data show that each year the proportion of children aged 6 to 15 years — users.of computers (in-
cluding tablets, mobile phones) and Internet is increasing. Moreover, the dynamics are much higher than
among the adult population. In 2020, as a result of the announced COVID-19 pandemic, we all witnessed
how the whole world and Kazakhstan, including, switched to online and distance learning. As a result, the
involvement of children as users of computers and the World Wide Web has increased even more. Children
received assignments, completed them, and consulted with teachers, exclusively through the Internet. The
exception was only those children who live in areas with limited Internet coverage and those children who
were not able to use technical means. But the last problem wasolved by the schools themselves and the re-
gional administrations. In fact, we can say that 2020 was a tutning point when almost all children were active
participants in the Internet community. But what about the content security situation that our children use,
for what purpose do they access the world wide web, with whom do they communicate, what issues do they
discuss, do they have an idea of the threats that await them there? Of course, children alone will not be able
to solve this problem; joint coordinated activity of the parental community, teachers, psychologists, school
and regional administrations, and legal structures is necessary.

An inextricable component of information literacy is media literacy. In general, media education has
been actively developing in the world since the middle of the twentieth century. This term is understood not
so much as the skills for preparing media texts (what journalists and reporters teach), as the skills of critical
attitude to information received from various sources; differentiation of truthful and objective information
from false information and propaganda, as well as skills and abilities to work with sources of information,
search for necessary information, etc. [28].

With the development and spread of the worldwide Internet, the tasks of media education have expand-
ed significantly. The development of information and communication technologies required additional ef-
forts to clarify how the Internet works and how, where and how information flows, how to create and dis-
seminate your own information; how social networks work and so on. Currently, with the transfer of public
services to the-online format, media education is required not only for children but also for adults (for exam-
ple, in the UK OFCOM shares media education for adults and for children). At the same time, it has long
been recognized.at the highest political level that information can be a threat to the mental, emotional and
moral health of children, therefore, states should take measures at the legislative level to limit dangerous and
threatening information for children (containing scenes of violence and murder, ill-treatment, sexual violence
andpornography, any exploitation and discrimination that promotes drugs, their derivatives, alcohol, etc.).
However, the other obligatory side of restrictive and prohibitive measures is precisely the development of
media education as a joint process with the participation of the state, society and media to educate the popu-
lation and increase the level of its media literacy.

International organizations such as the UN, UNESCO and UNICEF have made a great contribution to
creating the legal framework for media education, the Declaration of the Rights of the Child, the Convention
on the Rights of the Child, the Riyadh Guidelines and others have been adopted. The foundation for the de-
velopment of media education in the world has been laid since the adoption of the Grunewald Declaration
UNESCO in 1982 [29], which recommended the following measures:
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1) initiate and support the development and implementation of comprehensive programs for media edu-
cation at various levels, from preschool to university, as well as for adult education in order to disseminate
knowledge, develop skills and form opinions that contribute to the growth of critical consciousness and,
therefore, greater competence of those who use electronic and print media;

2) to organize retraining courses for teachers, both with the aim of deepening their knowledge in the
field of mass media, and for the purpose of mastering by them appropriate teaching methods, taking into ac-
count the significant but fragmentary acquaintance of students with the mass media;

3) stimulate research in the field of psychology, sociology, communication, contributing to the devel-
opment of media education;

4) to support and strengthen the actions undertaken by UNESCO to develop international cooperation in
the field of media education.

On June 21-22, 2007, experts, officials, educators, researchers, representatives of non-governmental
organizations and media figures from all regions of the world developed and adopted 12 recommendations
on media education, called the Paris Agenda or 12 Recommendations on Media Education. These recom-
mendations were adopted at the end of the UNESCO International Media Education Symposium — Advanc-
es, Obstacles, and New Trends since Grunewald: Towards a Scale Change? [30]. The main goal of the con-
ference was to identify how the process of media education is going on in the world, and what difficulties are
encountered in implementing this kind of educational policy and practical gxperience, as.well as to develop
effective recommendations aimed at improving the level of media education and mobilizing the efforts of its
supporters.

On November 24, 2008, the European Parliament adopted the Resolution on the Media Literacy Report
in the Digital World [31], which required Member States to pay systematic attention to the development of
media literacy. The European Commission also insisted on this, urging member states to include special
courses in their curricula aimed at helping EU citizens become active users of information. One of the most
recent media education documents is the Council of Europe Strategy for the Rights of the Child (2016-2021)
[32], in which a separate section is devoted to the rights ‘of the child in the digital world and the obligations
of states to create better conditions for the child in therdigital environment. In particular, the developers of
the Strategy note that «all children should be able to'securely access ICTs and the digital media, as well as be
able to fully participate, express their opinions, seek information and enjoy all the rights enshrined in the UN
Convention on Rights child» [32]. The authors believe that ICT and digital media have added a new dimen-
sion to children's right to education and_ to promote the creative, critical and safe use of the Internet, the
Council of Europe will launch a pan-European project on education in the field of digital citizenship, build-
ing on the achievements of the program «Education for Democratic Citizenship and Education in human
rights». Based on multi-stakeholder consultations and the sharing of best practices, guidelines and a set of
competency descriptors in the field of digital education will be developed, which will be provided to Mem-
ber States for use in school settings [32].

Thus, UN international organizations have many years of experience in the field of digital and media
literacy. There are legal acts that define the basic concepts and regulate legal relations in this area. But the
most important thing, in our opinion, is that here the general right of everyone to receive information is ac-
cepted, threats and potential risks are determined when children use technical means and the Internet. The
ways of preventing or mitigating the negative impact of digital technologies on children are identified, in
particular, the need to develop critical thinking and media education skills of both children and teachers. In
Kazakhstan, this problem has not yet received such a thorough study, although some work is already under-
way.

On July 2, 2018, the Law of the Republic of Kazakhstan «On protecting children from information
harmful to their health and development» was signed [33]. In this Law, the concept of «protecting children
from information that is harmful to their health and development» is defined as a combination of legal, or-
ganizational, technical and other measures carried out in order to ensure the information security of children.
It defines the concept of «information security of children» as «ensuring the protection of the rights and le-
gitimate interests of children from information that is harmful to their health and development» [33].

In accordance with Article 8 of this document, public control over compliance with the requirements of
the Law may be carried out by individuals and non-profit organizations in accordance with their charters. In
addition, individuals and non-profit organizations are entitled to:

1) to monitor the distribution of information products and children's access to information, including
through the creation and maintenance of «hot lines», the use of technical, hardware and other forms of moni-
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toring and identification of information, information products and actions of persons who are harmful to the
health and development of children;

2) to submit information on violations of this Law to state bodies and local executive bodies;

3) to carry out activities aimed at raising the level of awareness of children about the opportunities, po-
tentials, risks and threats of the information disseminated, as well as teaching parents the skills to control
minors when they receive and use information;

4) conduct an analysis of information literacy among children and parents;

5) carry out other actions in accordance with the legislation of the Republic of Kazakhstan [33].

This norm shows that the state is ready for cooperation in the field of developing information culture
skills among young people, analyzing and monitoring the level of information literacy and jointly developing
actions to improve the situation. The Sanj Research Center has been actively working in this direction. In
2010, studies were conducted on «Children's Information Security: Problems and Solutionsy [27] and «The
Impact of Audio-Video Products, Computer and Information Media Promoting Pornography, Cruelty‘and
Violence on the Physical and Mental Health of Children. Protection of their morality» [34]. At present, it is
necessary to conduct new deeper studies in this direction with the involvement of specialists of a narrow di-
rection: sociologists, educators, psychologists, IT specialists, etc. In addition, the age classification of infor-
mation products and the sign of the age category are introduced in the law (Articles 9-15). Age classification
is carried out before the distribution of information products in the Republic of Kazakhstan by the owner of
information products produced and (or) manufactured in the Republic of Kazakhstan or by the owner or dis-
tributor of information products imported (delivered) to the territory of the Republic of Kazakhstan. In the
implementation of the age classification assessment subject [34]:

1) Subject, genre, content and decoration of information produets;

2) Features of perception by children of a certain age category of information contained in information
products;

3) The likelihood of harm to the health and development of the child.

Age classification is carried out with the assignment of information products of the corresponding age
categories: «up to 6 years old», «from 6 years old»;«from 12 years old», «from 14 years old», «from 16
years old», «from 18 years old». This norm is implemented in accordance with the requirements of this Law
and the Law of the Republic of Kazakhstan «On.Cinematography».

Conclusion

Thus, having determined the legal‘framework for the formation of information literacy of Kazakhstani
youth, it can be concluded that Kazakhstan has created a legal framework for the full development of the in-
formation society. The implementation of the State Programs «Information Kazakhstan» and «Digital Ka-
zakhstan» allowed us to create a digital infrastructure and train professional personnel. However, the existing
potential and real threats affect different spheres of the life of society and humanity as a whole. Among
them, insecurity from cyber threats, information attacks, low level of information and media literacy of not
only children and youth, but also'the adult population, and as a result of manipulation of public opinion and
provocation.

Besides, the'entire world community is concerned about ensuring the safety of children and adolescents
on the Internet. This problem becomes especially relevant in the context of quarantine and the full involve-
ment of children as a user of technical means and a user of the Internet. Unfortunately, little work has been
done in this direction. The existing legal documents define general issues and do not have specific mecha-
nisms for implementation in reality. Although it should be noted that the introduction of an updated educa-
tional‘program in high school and the mandatory development of critical thinking skills as learning outcomes
will certainly contribute to the overall development of information literacy among children.

Kazakhstan legislation defines information threats that can harm the health and development of chil-
dren, contains measures to counter them, including taking into account potential risks when children use
technical means and the Internet. However, in comparison with the legislation of a number of countries
where information and communication technologies were initially developed, domestic regulatory acts need
to be further expanded and specified.

This article was prepared as part of a scientific project under grant AP08052518 «Formation of the in-
formation culture of the youth in Kazakhstan as a growth factor for intellectual potential of the society»
(2020-2022) (Science Committee of the Ministry of Education and Science of the Republic of Kazakhstan).
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A K. Msip3axmerosa, 1.J1. Xne6uukos, T.A. Pe3Bymkuna, H.B. Kapacesa

Kasipri kazakcTaHAbIK KacTapAbIH AKNAPATTHIK MY/ICHUETIH KAJIbINTACTHIPYAbIH
HOPMATHUBTIK-KYKBIKTBIK Heri3aepi

Makanaza Ka3ipri Ka3akCTaHJBIK )KacTapIblH aKMapaTThIK MOJICHHETIH KaJbITACTHIPYAbIH HOPMAaTHBTIK-
KYKBIKTBIK ~HETi3iHe Tajiay JKYpri3iireH. ABTOpiap KOFaMHBIH OKalIbl aKIapaTThIK / MOIACHUCTIH
KaJIBINTACTEIPATHIH HETI3T1 KOMIIOHEHTTEP/II KeNTipreH, OJap/IbIH IIIiHAe aKHapaTThIK, MEINa JXKoHE CaHIBIK
CayaTTBUIBIK, CAHABIK HWH(QPAKYpPBUIBIM. 3epTTeyIIlep arajFfaH Macele[e KOPCETUILeH MEMIIEKEeTTIK
KBI3METTIH HETI3ri canagapblH, aTal aiTKaHaa MEMJICKETTiH aKmapaTThlK HHGPAKYPBUIBIMBIH KYPY JKOHE
JAMBITY CalachIHIAFbl MEMJICKETTIK CasCaTThl, NEKTPOHIBIK YKIMETTi, OiniM Oepy »KsHe Menuacascar,
kuOepKayinci3aik koHe Oamamap/blH Kayilci3giriH aHplkTaran. Makanaaa | coHpaif-aK /XasbIKapaiblK
3agHaMara mony jxoHe TOHECKO-ubH 1982 sxputFsl ['proHBanba nexiapanuschblHaH OacTam koHe Oarna
KYKbIKTapeiH Koimay yurin Eypoma Kenecinin crparermsceina (2016-2021 sxpiiaap) neiliH peTTeymid
XaJbIKapaiblK TOKiprOeci kenripinred. Kaszakcranmarel kasipri skarnmaii Kaszakctan PecnyOmukacer Crath-
CTHKa KOMHUTETIHIH PECMH CTaTHCTHKAJBIK JepeKTepiMeH pacTaibl. ABTOpiap Ka3aKCTaHIBIK KOFAaMHBIH,
OHBIH iIIiH/IE JKACTap/IbIH aKIapaTThIK MOICHUETIH KaJbINTACTHIPY, JaMBITY JKOHE PETTEy/IiH GapibIK caaia-
pBl MEMIIEKSTTIK KYpBUIBIMIApPABIH Ha3apblHIa eMecC IereH KOpHIThIHABIFa keneni. KeiOip mapamap
KeIIKTipiin KabbuUIIaHFaH HeMece KYMBIC iCTey MEH icKe achIpy/IbIH, HAKTHI TETIKTepi ®KOK. ABTOPIApIbIH
nikipirmre, COVID-19 nanmeMusichl xaraailblHIa JKOHE COHBIH CalIapblHAH KAIIBIKTBIKTAH OKBITYFa KOIIy
Ke3iHJe Ka3akcTaHAblK OanamapabiH 90 %-maH acTaMbl aKHapaTThIK-KOMMYHUKAIUSIIBIK TEXHOJIOTHSTAPIBI
OenceHal KOJIAHYIIBUIAp OOJNBIN, KYH CaiblH ~AYHHEKY3UIiKk MHTepHET Kemici apKpUIbl OapibIK
MYMKIHJIKTEpre jKoHe BIKTUMAI Kayil-KaTepiaepre Tan OoJmbl.

Kinm coe30ep: aknaparThlK MoOJEHHET, aKHaparThIK KeHE IHMPIBIK cayaTTBUIBIK, MeIHacayaTTHUIbIK,
U pIIbIK MHGPAKYPHUIBIM, Kayilci3aiK, MeMIeKeTTiK perrey, «ndpneik Kazakcran», MeMIEKeTTIK peTTey,
HOPMATHBTIK-KYKBIKTBIK aKTLIep.

A. XK. Meip3axmerona, U./]. Xuneounkos, T.A. Pe3ymkuna, H.B. Kapacesa

HopmaTuBHO-nnpaBoBbIe 0CHOBBI (OpMHUPOBaHUS HH(OPMALMOHHON KYJIbTYPbI
COBPEMEHHOM Ka3aXCTAHCKOM MOJIOACKHU

B crarbe npoBelieH aHANIN3 HOPMATHBHO-IIPABOBOIT OCHOBBI ()OPMUPOBaHHST MHPOPMALIMOHHOM KYJIBTYpPBI CO-
BPEMEHHOM Ka3aXCTaHCKOH MOJIOJekH. ABTOpaMHU NPUBEAEHB! OCHOBHBIE KOMIIOHCHTHI, (POPMHUpPYIOIIE 00-
yro MHQOPMAIMOHHYIO KYJIBTYpy OOIIECTBa, B YHCJIE KOTOPHIX MH(OpPMAIMOHHAS, MeAWa- W IuppoBas
TpaMOTHOCTE, U(poBas HH(PpacTpyKTypa. MccaenoBareny onpeaeni OCHOBHEIE Chepbl roCy1apCTBEHHON
JeATeNbHOCTH, TAe OTpakeHa AaHHAs pobieMa, a IMEHHO TOCyJapCTBeHHas MOJIUTHKA B cdepe CO3MaHus U
Pa3BUTHsL HHGOPMALMOHHOI HHPPACTPYKTYPBI FOCYIAPCTBA, SIEKTPOHHOE NPABUTEIIBCTBO, 00pa30BaTEIbHAS
W MEeIMaToNuTHKa, KnOepOe30macHoCTh U Oe30nmacHoCTh AeTel. B cratbe maH 0030p MEXIYHAPOIHOTO 3aKO-
HOJATeIBCTBA U 0000LIEH MEKAYHAPOIHBINA OIBIT PEryIUPOBAHUS, HaUnHasA OT [ pIOHBAIBICKOHN JeKIapalun
FOHECKO 1982 r. o Crpareruu Cosera EBponsl B monaepxky npas pebenka (2016-2021 rr.). CoBpemen-
Hast cutyanus B Kasaxcrane moaTBepikieHa O(HIMAIbHBIMHA CTaTHCTHUECKUMH JaHHBIMH Komwurera cratu-
cruku Pecrry6miku Kaszaxcran. ABTOPHI IPUXOJST K BEIBOAY, YTO He Bce cepbl GOpMUPOBAHHMS, Pa3BUTHS U
peryiupoBaHus HHGOPMAIIOHHON KyJIBTYpHI Ka3aXCTaHCKOTO OOIIECTBA, B TOM UHCIIE M MOJIOJEKH, HAXO-
JITCSL B IIEHTPE BHIMAHUS TOCYJapCTBEHHBIX CTPYKTYp. HekoTopsle Mephl IPUHATHI C ONO3JaHUeM, WM He
UMEIOT KOHKPETHBIX MEXaHW3MOB (DYHKIIMOHMPOBAHUS M peanu3anuu. [Io MHEHHIO aBTOPOB, B YCIOBHAX
nanaemuun COVID-19 u, BcnencTeue 3T0ro, nepexo/a Ha JUCTaHIMOHHOE oOydeHne 6oaee 90 % ka3axcTaH-
CKHMX JeTel OKa3aluCh aKTUBHBIMU MONb30BaTEIAMH HH(POPMALMOHHO-KOMMYHUKAIMOHHBIX TEXHOJOTHH,
€)XEeTHEBHO CTAJIKUBAsACh CO BCEMH BO3MOKHOCTSIMU U TMOTEHIHATIbHBIMU YTPO3aMH, KOTOPBIE HECET BCEMHUP-
Has ceTh VIHTEepHeT.

Kniouesvie cnosa: wHdopManmoHHAs KynbTypa, WH(GOpMAIUOHHas W IM(ppPOBas IPaMOTHOCTb, MeAHa-
TPaMOTHOCTB, IU(poBas MHOPACTPyKTypa, 0E30IacHOCTh, TOCYAApCTBEHHOE perynuposaHue, «L{ndposoit
Kasaxcran», rocygapcTBeHHOE peryaupoBaHUe, HOPMATUBHO-IIPABOBBIC AKTHL.
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