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The legal content of Kazakhstan’s cybersecurity in...

personal data is becoming increasingly important, aimed at protecting privacy and preventing cybercrimes
such as identity theft, identity fraud, and attacks on critical mfrastructure.

The relevance of this research topic is heightened by recent global trends. In 2022-2024, many states,
mcluding the Republic of Kazakhstan, faced large-scale cyberattacks targeting public and private entitics.
Threats of cyberterrorism, cyberespionage, and interference m national processes through cyberspace are
growing, requiring more active mternational cooperation.

An additional factor complicating the legal regulation of cybersecurity is the rapid development of arti-
ficial mtelligence, the Internet of Things, and automated systems, which is leading to the emergence of new
threats and the transformation of existing risks. In response, states are increasingly entering into bilateral and
multilateral agreements aimed at strengthenmg cooperation m the cyber sphere, highlighting the need for a
thorough study of the mternational legal framework for cybersecurity, particularly in the context of ntensify-
mg global technological competition.

Recognizing the scale of cyber threats, countries are developimg national cybersecufity stfategies and
adopting laws aimed at preventing, detecting, and combating cyber threats, as well as Protecting critical in-
frastructure and ensuring citizens’ rights m the digital space.

All of the above circumstances highlight the importance of systematic scientifi¢’analysisyand improve-
ment of legal norms m the field of cybersecurity to effectively protect the interestspofithie”state, business, and
society in the context of digitalization.

The purpose of this scientific article is to study the legal content of Kazakhstangs cybersecurity in an in-
ternational and national context.

Objectives:

- to study the existing mternational legal norms governmg the ficld of cybersecurity;

- to analyze Kazakhstan’s participation m mternational ageemctits:and UN initiatives on this topic;

- to consider the mechanisms of cooperation betweenglkazakhstan and other countries with interna-

tional organizations in the field of mformation secufity.

The purpose of the research article is to determincSgheoretical and legal foundations of Kazakh
cybersecurity in the international and national context.

A review of the development of this issue shows that)it has received little attention from domestic re-
searchers. Kazakh researchers have not conducted a‘compfehensive fundamental study of this topic. A frag-
mentary analysis is provided on: cybercrime dssues: the experience of international cooperation (Satbayeva,
A M., Alimbetova, A R., Beisenbayeva, M. T )jlegal issues in combating cybercrime: the experience of the
Republic of Kazakhstan (Baimagambetova®.M.); international law and its response to modern security
threats arising from the developmentfof weapons and technologies (Ibragimov, Zh 1., Asanova, T.S.).

This study is based on thegwark of scholars such as Assaf A., Satbacva A.M., Sidorova T.Y., and
Tikk E., who specialize in intefnagionalsl@w, human rights, and global security issues, imcluding aspects of
cyberspace. These authors gaidppartigéilar attention to the development of the mternational legal regime in
cybersecurity and the role ofgintéinational organizations, particularly the UN, in ensuring digital stability.
Their research prewided the'meth@dological and conceptual basis for analyzing the Republic of Kazakhstan’s
participation in intetiatienal initiatives aimed at countering cyber threats.

In Russian legal seience, fundamental analyses of cybersecurity and intemational law have been con-
ducted by researchersisuch as Yakovleva, A.V., Korostelev, D.A., and Danelian, A A.

Héweyer, Gemprehensive scientific research in the Republic of Kazakhstan remams mcomplete. The
devélopment 6f the digital economy is accompanied by increasing dependence on mformation technology,
whichWéads to/the emergence of new vulnerabilities and requires additional measures to protect cyberspace.
The Republi€” of Kazakhstan, implementing its digital transformation policy within the framework of the
Digital Kazakhstan program, is faced with the need to constantly update its cybersecurity legislation and ac-
tively participate in international initiatives and agreements, which is the basis for considering this topic.

The authors believe the findings of this study are useful for students majoring in law. The results of the
study can be used in developing a state cybersecurity strategy, shaping Kazakhstan’s foreign policy ap-
proaches, and drafting international agreements. They can also serve as a basis for educational and analytical
materials in the fields of international law and ICT security.
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Methods and materials

The study was conducted on the basis of an analysis of the theoretical and legal foundations of Kazakh-
stan’s cybersecurity at the international and national levels. The information security doctrine has long been
enriched by the results of applymg methods such as comparative legal and institutional regulatory analysis,
the result of which will make it possible to identify and highlight all the relationships, that is, all the differ-
ences and similaritics between the terms being compared, we will determine the importance of the estab-
lished relationships, as well as the content of such relationships, as a result. It is not only the scientific and
educational block of research that is bemg replenished by studying international experience, However, addi-
tional scientific and legal tools are being formed to ensure the optimization of doinestic legislation on the
application of norms regulating cybersecurity in Kazakhstan. Peer-reviewed publications: This is an im-
portant element, as publications in peer-reviewed journals provide scientific assessinent and analysis. Works
focusing on comparative legal analysis or institutional aspects of cybersecurity are particulagly important.
The main sources for this study included regulatory legal acts of the Republic of Kazakhstan, monegraphs,
dissertations, educational materials, and mformation froin the United Nations. These soutees Were analyzed
and served as the theoretical foundation for the article.

Results

Cybersecurity, as a key area of mternational cooperation, reinains the subjectief intense academic, polit-
ical, legal, and diploinatic debate. The increasing frequency of cross-bordér cyber threats, the impossibility
of effectively addressing them within the sovereignty of a single statefladd the destructive potential of
cyberattacks necessitate the search for sustainable international mechanigins™¥hiS necessitates a comprehen-
sive understanding of the legal framework for cybersecurity as @croSsscutting category of mternational law.

For the Republic of Kazakhstan, as a state located ‘ab, the “intersection of geopolitical and
technoeconomic zones of influence, it is especially importangotonlsito follow international trends but also
to develop its own legal identity in the digital spheréy THiS\requites a careful study of the conceptual ap-
proaches of leading researchers, identifying patterns ang, contradictions, and adapting the findings to the
country’s national interests and international obligations.

Assaf A’s article “Violation of State Sovereigity m Cyberspace: An Analysis Through the Prisin of the
UN Charter” (2024) examines a key conflict of contefiporary international law: the applicability of tradi-
tional norms enshrined in the UN Charter to state actions in the cyber environment. The author analyzes Ar-
ticles 2(4) (prohibition on the use of foreghand)S1 (the right to self-defense), as well as their interpretations
in the context of cyberattacks and cyberespionage [1]. Assaf emphasizes that sovereignty in the digital age
acquires not only a territorial but al$o an mfrastructural dimension, encompassing communication networks,
information resources, and evenidata®flhe problem lies in the lack of consensus on which cyber actions con-
stitute a violation of sovereignty: Cyiberespionage, election interference, attacks on critical infrastructure?

This area is critically gmpgrtant for Kazakhstan, as the country is developing as a digital hub in Central
Asia and increasingly partigifating in cross-border digital interactions. Given Kazakhstan’s neutral position
in global politics, Assaf|s emphasis on the universalism of the UN Charter can serve as the basis for develop-
ing the country’s legalyposition within the OEWG [1].

Einphasis is placedien the multilateral nature of UN efforts m the field of information security [2]. He
examingsyin detail the @volution of the Group of Governmental Experts (GGE) and the Open-Ended Workmg
Group (OEWG)“asgtwo key formats for developmg international norms. Sidorova einphasizes in his work
that,"despite the\absence of legally binding documents, it is these mechanisms that lay down the principles of
responsible behavior in cyberspace. Particular attention is paid to the concept of “soft law”, through which
the UN shapes global approaches without violatmg the principles of sovereignty. Sidorova also pomts out
that effective international cybersecurity is impossible without trust between states, transparency of inten-
tions, and the voluntary exchange of strategies [2].

For Kazakhstan, Sidorova T.Y.’s work is particularly valuable, as it demonstrates a model of participa-
tion in the global legal architecture without the imposition of binding obligations. This approach aligns with
Kazakhstan’s foreign policy commitment to multilateralism, diplomatic flexibility, and engagement m inter-
national platforms as a bridge between East and West [2].

A strategic approach to international law focuses on institutional adaptation [3]. According to the au-
thor, international legal institutions must evolve in line with digital threats, including the creation of new
workmg groups, digital omnbudsinen, transnational cybercrime tribunals, and response institutions. He be-
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lieves that the UN institutional framework needs moderization, mcluding a review of the decision-making
mechanism, expansion of the mandates of the ITU and UNODC, and the development of hybrid platforms
between states and private companies. He also raises questions about the effectiveness of norm-building ini-
tiatives and the importance of engaging states in the Global South [3].

Discussion

Analysis of scientific approaches to international legal regulation of cybersecurity

Kazakhstan, as a country with growing influence m Central Asia, could use these ideas to advance its
regional cybersecurity initiative. This involves establishing a UN-supported Central Asian cyber coordina-
tion center, where Kazakhstan would act as a mediator between international organizations and local
states [3; 33].

Emphasizimg gaps and the legal aspect of mternational regulation, the author argues that thejlack of
clear definitions of cyber aggression, digital sovereignty, and the military use of Informatign and€ommuni-
cation Technology leads to arbitrary interpretation and politicization of the law. He raise§ the issuc of the
impossibility of effective enforcement, even with the political will—particularly in mattets, of ‘¢yber €spio-
nage or cyber sabotage, which states often find difficult to prove or present m a legallyacceptable form.

This approach is particularly relevant for Kazakhstan, as the country must censider the risks of digital
attacks that are difficult to classify but can have devastating consequences for the econemy or public order.
Danel'yan’s work highlights the need for not only legal but also technical meehanisins to verify cyber inci-
dents. In this regard, Kazakhstan could propose participation in UN pilot pfogramsyon digital attribution.

It is emphasized that in order to effectively combat cross-border ctimefit is‘necessary to strengthen in-
formation exchange and procedural compatibility with foreigngjurisdictions. The paper shows that Kazakh-
stan is ready not only to adopt mternational experience, but alsog¢o share'its own as an example of a “legal
bridge” between different legal systems. This strengthens the yalidityof Kazakhstan’s participation in global
discussions at the UN and expands its diplomatic influgnce ait the field'6f digital regulation [4; 113].

In June 2024, a meeting of the Committee of thed€Convention“on Cybercriine was held in Strasbourg.
Kazakhstan began to establish cooperation withsthe Coungil o Europe on coimnbating cybercrine and was
invited to join. European Treaty Series—No. 185%€onvention on Cybercrime, Budapest, 23.X1.2001. This
Convention will be implemented to complement applicablé” multilateral or bilateral treaties or arrangements
European Convention on 1957 (ETS No. 24) ¢on Mutual Legal Assistance m Criminal Matters of 1959 (ETS
No. 30), and additional Protocol to it of 1978 (ETS No. 99) [5].

Authors Ibragimov Zh.I. and Asanova¥S)examine the impact of new military and technological de-
velopments, including cyber weapows, onfinternational security. They emphasize that interational law has
lagged behind the pace of technelogical progress, and existing treaties (the Geneva Conventions, the UN
Charter) do not provide sufficiéntigespénses to cyber threats. The legal vacuum in matters of cyber conflicts
and attribution of responsibiliis pasticularly acute. For Kazakhstan, which seeks to strengthen the non-
proliferation regime and prevent the militarization of cyberspace, such ideas provide a basis for diplomatic
initiatives at the UN aified afidew€lopimg international agreements bannmg cyber weapons [6; 184].

Zabikh S. has'an applicd focus and offers a systematic review of foreign models of legal regulation of
information secufity, meluding practices of the USA, EU, China, and Russia. Particular attention is paid to
the possibilityof adapting these approaches to Kazakhstan’s conditions. The author proposes a hybrid model
that coffibines clements of legal control (in the spirit of the EU) and technical autonomy (in the spirit of Chi-
na)4¢Zabikh'@ncludcs that the regionalization of intemational norms, takimg into account the specifics of CIS
countrig§, is advisable. For Kazakhstan, this is of interest as a conceptual basis for developing a national
strategy based on international experience and the principle of multi-level mtegration [7; 72].

There"are significant differences in approaches to the legal regulation of cybersecurity in Russia and
other countries. Particular emphasis is placed on institutional models, the role of the state in ensuring infor-
mation security, and the balance between the public and private sectors [8]. He notes that Western models
emphasize public-private partnerships and soft law, while Russia and a number of other countries focus on
state control. The importance of this author’s work for Kazakhstan lies m the need to determine its own regu-
latory model: whether to strengthen state control or pursue deregulation. Yakovleva, A.V. also offers an as-
sessment of the potential for unifying technical standards, which is important for Kazakhstan in its dialogue
with the ITU and the UN [8; 112].

Lim V.B. focuses on the evolution of information security in the Republic of Kazakhstan. He provides a
detailed analysis of strategic documents (the State Program “Digital Kazakhstan”, the information security
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strategy, and the Law “On Personal Data”) and their compliance with mternational standards. Lim emphasiz-
es that Kazakhstan is movimg toward harmonization with global standards, mcludmg through cooperation
with international organizations. The work is useful as an empirical basis illustrating Kazakhstan’s progress
in the area of digital regulation. It also pomts to the importance of expanding Kazakhstan’s participation in
mternational initiatives on certification and cross-border data protection [9].

Korostelev, D.A. reviews the UN’s activities, focusing on the GGE and OEWG documents. She empha-
sizes the strategic challenges facing the organization: the lack of a universal understanding of threats, differ-
ences between countries in the West and the Global South, and gaps in law enforcement. In her article,
Korostelev, D.A. concludes that the UN needs to rethink its regulatory instruments—a transition froin norm-
buildng to enforcement. For Kazakhstan, this work is of interest as a justification for participation in UN
mechanisms not only as an observer but also as a mediator and initiator of new mitiatives [10; 590].

In his work, Danelian, A.A. emphasizes that cyberspace is a new sphere of mternational interaction that
requires the creation of specific norms and mstitutions. He proposes three levels of regulation: uiavctsal (at
the UN level), regional (EU, CSTO, SCO), and national. The author emphasizes that thélack 6f uniform def-
mitions and standards slows the legal development of cyberspace and creates legal pluralism. ‘Fe# Kazakh-
stan, this study is valuable as an argument in favor of alignmg national legislation with global,and regional
norms. Participation in the development of such norms, especially within the QEWG 1s)strategically in-
portant, so as not to be a passive object of legal regulation, but to become a Subject offits formation [11;
263].

Authors Satbacva A.M., Alimbetova A .R., and Beisenbacva M.T. analyze mternational mstruments to
combat cybercrime, including the Budapest Convention, and emphasizé thelimportance of bilateral and mul-
tilateral cooperation. Particular attention is paid to the role of NTERPOL, UNODC, and regional mitiatives
such as the digital units of the CSTO and SCO. The work is uséful indemonstrating how Kazakhstan can
effectively utilize existing platforms to deepen legal and operationalycooperation. The authors also raise the
issue of a shortage of specialists and technology, which reguires State*support and mmay become a subject of
foreign policy cooperation.

The book focuses on issues of digital sovereignty, ‘€ontrol over internet infrastructure (in particular,
DNS and IP addressing), and participation in the g@vernance of global digital resources. The author critically
evaluates the dommance of Western platforms andWaises the issue of “information inequality” between
states. For Kazakhstan, this is important infthe context of formulating a position on mternet regulation.
Krylov D.N., P'yvankova A.A, proposes viewing the mtemet as a “global public good” requiring an interna-
tional regulatory regime under the auspices ofighe UN. This paves the way for Kazakhstan to propose its own
initiative to democratize internet govérnange.

Verhelst, E. Vauters, Y, examines the mechanisms for the formation and application of international
treaties, particularly in a conteXtywheresthe cyber environment is evolving faster than jurisprudence. She
identifies soft law, UN reseltifions,“aid technical regulations as elements of a flexible regulatory environ-
ment [14; 141]. The author emph@asizes that, in the face of political disagreements, the UN is increasingly
using declarationsgnorfns ofigonduct, and advisory documents rather than binding agreements. For Kazakh-
stan, this represents‘@windeswy of opportunity: it is through the process of soft norm-building that the country
can influence the formation of rules without possessing superpower status.

Analyzing the Telationship between public international law, EU law, and private international law in
regulating‘globalycvberspace, she emphasizes the blurred boundaries between the public and private sectors
andéhe growitig influence of non-state actors—tech companies. Kazakhstan, as a country where digitaliza-
tion is'gaining momentum, could take at Yakovleva proposals into account when developing national legisla-
tion, takingdto account cross-border jurisdiction, the protection of personal data, and the digital rights of
citizens, while remaining within the framework of the UN Charter and global norms.

She systematizes approaches to cyber regulation in Russia and abroad, emphasizing the normative dif-
ferences between “control” (Russia, China) and “liberal” (USA, EU) models [12]. Her study also provides an
overview of the development of the legal framework: from the general principles of international law to spe-
cialized laws and strategies. She points out that effective cybersecurity is impossible without taking mto ac-
count the transnational nature of threats and, therefore, requires interaction between the national and interna-
tional levels. Yakovleva proposes the concept of a “legal compromise”™ —a system of flexible, but practice-
based international obligations that can be adapted to the local context. For Kazakhstan, this work provides a
theoretical basis for constructing a “balanced model” that combines elements of sovereign control with ac-
tive participation in international mechanisms (including the OEWG at the UN) [12].

10 BecTHuK KaparaHgMHCKOro yHMBEpCUTETA



The legal content of Kazakhstan’s cybersecurity in...

Moynihan C. views international law as a system aimed at ensuring predictability, responsibility, and
mutual trust in cyberspace [13]. The author advocates for the developinent of universal principles of respon-
sible behavior, including: prohibiting malicious cyber operations against critical infrastructure, respecting
digital sovereignty, and cooperating on attribution issues. She points out that international law should take
into account the behavior of both states and non-state actors, including transnational IT compaines. This im-
plies the need for hybrid governance models and a stronger role for the UN in regulating not only conflicts
but also everyday interactions in the cyber environment [13].

For Kazakhstan, these ideas are relevant in the context of its participation in the OEWG and global
normative initiatives. Kazakhstan can offer a model of cooperative regulation that accepts responsibility for
actions within the national territory, but without restricting cross-border digital trade [14].

Tikk E. and Kerttunen M. analyze the evolution of the mandates of the UN Group of Governmental Ex-
perts (GGE) and its impact on the formation of norms for responsible state behavior in cyberspace. They ex-
amine the developinent of soft law instruments, such as the GGE reports of 2013, 2015 fand 20215 which
enshrine the fundamental principles of respect for sovereignty, non-interference,”coftfidence-building
measures, and transparency [14].

The authors criticize the GGE for its closed nature and propose a shift to inore iiclusive'mechainsms—
such as the OEWG, where all states can participate equally. They also emphasizeghewsfiportance of aligning
GGE norms with national security strategics. For Kazakhstan, this confirms thé{importan€c of participating
not only as an observer in the GGE but also as an active participant in the QEWGjwhere it can advance its
own initiatives tailored to the needs of developing countries [14].

Theoretical Framework: Universality and Adaptability of InternationaldLaw.

The scholarly literature on international cyberlaw demonstratgs, twolopposing, yet largely complemen-
tary, approaches. The first, presented by Assaf and Kittichaisareg, inSiSts on the applicability of traditional
mternational law—primarily the UN Charter and internationalghumanitarian law—to actions in cyberspace.
Accordmg to their approach, the universal principles of squ€reignty, the prohibition of the use of force, the
principle of non-mtervention, and the right to self-defenge remam applicable in the digital environment. Fur-
thermore, the authors believe that abandoning thgse normsiin cyberspace would lead to the destruction of the
foundations of the international legal order [1, 15[

Researchers such as Danel’yan A A. and Verhelst, Efand Wouters, Y. take the opposite position. They
argue that the digital space creates unique chdllenges that cannot be effectively regulated withm existing le-
gal models. In this context, soft law—a system of international political and legal documents, declarations,
resolutions, and codes of conduct that, althodgh'not binding, shape the legal practices of states—is becomimg
a key instrument of legal evolution [4].

Kazakhstan, striving for ajbalange between global integration and the protection of national sovereignty,
would do well to adopt a middiciground®On the one hand, it is important to recognize the applicability of
fundamental norms of mteyAationallav, while on the other hand, it is important to actively participate in
their development and adaptafionfithrough OEWG mechanisms and participation in lawmaking within the
UN [1].

Soft Law vs. Hekd aw., The Dilemma of Efficiency and Legal Evolution

One of the Mest pressmg issues is the choice between soft and hard forms of legal regulation. Research-
ers Tikk and Kerttunen, as well as Moynihan, emphasize the importance of “soft law”, formed through reso-
lutionsf"deelaratiens Jand framework commitments within the framework of the GGE and OEWG. These
normis aredb€edmnig an important tool for developmg agreed standards of state behavior in the digital envi-
ronmentiand can serve as a basis for subsequent consolidation in legally bmding treaties [13, 14].

In suehfa situation, Kazakhstan may put forward an initiative to create a hybrid international platform
that combines elements of strict regulation (for example, at the conventional level) with voluntary mecha-
nisms for monitoring, evaluation and exchange of practices.

Sovereignty in Cyberspace: Conceptual Transformations

The concept of digital sovereignty is central to the analysis of international regulation. Chernenko and
Yakovleva interpret it as the state’s right to fully regulate digital infrastructure, including control over data,
traffic, and access infrastructure. This approach strengthens state power, but simultancously draws criticism
from proponents of an open internet and net neutrality.

In contrast, Tikk and Moynihan propose a concept of network pluralism, in which state jurisdiction is
limited by international obligations and regulation is carried out with the participation of multilateral actors,
ranging from intergovernmental organizations to private corporations [13, 14].
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Of particular importance are the works of Lim, Zabikh, Satbayeva, and other Kazakhstani researchers,
who focus on mstitutional, educational, and legal transformation within the country [5, 7, 9, 12]. They em-
phasize the need to adapt foreign experience to Kazakhstani realities, in particular, borrowing principles
from EU and Russian models, but adapting them to national goals.

Given Kazakhstan’s transit position between East and West, the country can offer a unique concept of
“digital transit”—a model that combines compatibility with mternational standards, openness to cooperation,
and the development of local legal and technical solutions [7, 9]. Developmg digital diplomacy and estab-
lishing a national position on mternational cyber regulation are also becomimg important tasks [12].

An analysis of scientific approaches reveals a broad spectrum of opinions, from normative universalism
to pragmatic regionalism. Kazakhstan, located at the epicenter of these processes, has the potential to be-
come an active participant and even initiator of key mternational processes in the field of digital regula-
tion [1, 5, 9]. A scientific understandimg of these approaches allows for the developient of a balanced for-
eign policy strategy m the field of cybersecurity, mcorporating elements of soft and hard law,gorotecting sov-
ereignty, and openness to mternational cooperation.

The interim conclusion is that Kazakhstan should actively participate in intemationaljlawmaking, pro-
moting its own initiatives based on the principles of accountability, transparency, legdl Certainty, and region-
al balance [1, 2, 3]. This will not only protect the country’s digital mterests but alsoeontribute to the global
architecture of sustamable and equitable regulation of cyberspace.

International initiatives and their impact on Kazakhstan’s cyber policyglkazakhstan is actively involved
in mternational cybersecurity efforts. In 2024, the UN General Assembly adoptedgthe’ Convention on Cyber-
crime, the first mternational crimmal justice treaty in inore than 20 year§iaimied at strengthening global coop-
eration in combating cyber threats. Kazakhstan supported thigyinitiative), demnonstrating its coinmitment to
comply with mtemational cybersecurity standards, which resultedyim théysigning of the Decree of the Presi-
dent of the Republic of Kazakhstan dated October 24, 2025 Nes 1067 “UN Convention against Cybercrime;
strengthening interational cooperation in combating certait crimes coinmitted using information and com-
munication systems and m the exchange of evidence in‘€lectronic form related to serious crimes™ [16].

Furthermore, m 2024, Kazakhstan ratified an agreement with the UN to organize the Asia-Pacific Min-
isterial Conference on Digital Inclusion and Transfermation, This agreement provides for the establishment
of a UN Digital Solutions Center for Sustainable Dcvelopiment in Central Asia in Almaty, strengthening re-
gional cooperation and the exchange of best ptactices in digitalization [17].

National strategies and programs in_the \€ontext of international commitments: In response to interna-
tional challenges and obligations, Kazakhstafshas developed and is implementing a number of national strat-
egies and programs. One of the key @nes 1§ the “Kazakhstan Cyber Shield” cybersecurity concept, approved
in 2017. Tt aims to ensure the protection of electronic information resources, mformation systems, and tele-
communications networks from‘eXternalvand internal threats.

The “Digital Kazakhstai™StatehProgram is also being implemented, which includes measures to estab-
lish information security opesatiofis centers, mcident response services, and research laboratories. The pro-
gram provides mstitutional“support, including legislative amendments and the definition of cybersecurity
standards in line withyintesnational requirements and best practices.

Improving Kagakhstan's international ranking and recognition of its efforts: Through the active imple-
mentation of @ationalprograms and participation in mternational initiatives, Kazakhstan has significantly
impropedits position'in global cybersecurity rankimgs 2024. In September, the UN report for 2024 was pub-
lishéd, in avhi¢h Kazakhstan scored 94.04 points out of 100 possible in the second group (advanced level 2)
accordinig to the Global Cybersecurity Index. In 2024, the country ranked third in the Tier 2 ranking of the
UN Intematidnal Telecommunication Union, demonstrating a high level of cybersecurity development. Key
initiatives contributing to this achievement include the launch of the Malicious Code Research Center, the
expansion of the CyberShield-2 program, and the implementation of the Stop Credit function on EGOV [18].

Regional cooperation and integration into international structures: Kazakhstan actively participates in
regional and international organizations, such as the Collective Security Treaty Organization (CSTO), the
Shanghai Cooperation Organization (SCO), and the Coimninonwealth of Independent States (CIS). In 2019,
the country ratified the Agreemnent on Cooperation between CSTO Member States in the Field of Infor-
mation Security, strengthening collective efforts to counter cyber threats.

Furthermore, Kazakhstan advocates for increased cooperation between the CSTO and international or-
ganizations such as the UN, CIS, and SCO, which facilitates the exchange of experience and information, as
well as the use of partners’ potential to counter cyber threats.
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The Impact of International Obligations on Domestic Cyber Policy: International commitments, partic-
ularly within the UN, play a key role m the formation and development of the domestic cyber policy of the
Republic of Kazakhstan. Active participation m mternational initiatives, the adaptation of national legisla-
tion, and the implementation of strategic programs contribute to strengthenimg the country’s cybersecurity
and its mtegration mto the global digital space. An important element of this process is the implementation
of mternational law mto national legislation. In accordance with the Constitution of the Republic of Kazakh-
stan (Article 4), mternational treaties ratified by the Republic of Kazakhstan take precedence over its laws,
which create a legal mechanism for the direct mcorporation of mternational norms [19].

Similarly, the provisions of UN resolutions on mternational mformation security are reflected m nation-
al strategics, such as the “Kazakhstan Cyber Shield” [20]. We see that Kazakhstan is implementing both m
the form of mcorporation (mcorporation of norms of mtemational treatics mto the national system) and
through transformation-adaptation of mternational norms through the adoption of national legal acts!

Concepts used in cybersecurity law

The International Organization for Standardization’s International Standard “Informatiénilechnology—
Security Techniques—Guidelines for Cybersecurity” contains the terms “cybersecurity”, “eybererimed, “cy-
berspace”,

Cybersecurity ISO/IEC 27002:2022 “Code of practice for mformation security confrols? [21].

Cybersecurity is “the preservation of the confidentiality, mtegrity, and availability @ffimformation m cy-
berspace”.

Cybercrime is “crimimal activity m which cyberspace services or applications are the mstrumentality or
target of the crime or m which cyberspace itself is the source, mstrimentality, target, or location of the
crime”.

Cyberspace is “a complex environment that results from the, mtefaction of people, software, and ser-
vices on the Internet through connected technological devicesand neétworks, and that does not exist in physi-
cal form”.

Cybersecurity is “the state of bemg protected fromyphysical, social, spiritual, financial, political, emo-
tional, professional, psychological, educational, or other negative consequences resulting from failures, dan-
age, errors, incidents, accidents, and other events mjeyberspace considered undesirable” [21].

The Republic of Kazakhstan, as a member state‘@fithefInternational Telecommunication Union (ITU), is
subject to ITU-T Recommendation X.1208 (@1/2014), “X Series: Data networks, open systeins interconnec-
tion and security—Security of cyberspace: Cybersecurity”. This recommendation defines the terms “cyber
environment” and “cybersecurity”. The cybémenvironment “includes users, networks, devices, all software,
processes, stored or transit mformatién, applications, services, and systems that may be directly or indirectly
connected to networks™ [22].

Cybersecurity is “a set of toals, stratégics, security principles, security safeguards, guidelines, risk man-
agement approaches, actions] traininggpractical experience, msurance, and technologies that can be used to
protect the cyber environmentforganizational, and user resources™ [22].

Organizational and usefyresdurces include connected computing devices, personnel, infrastructure, ap-
plications, services, teleeemmunications systems, and all mformation transmitted and/or stored in the cyber
environment. Cybegsecurity consists of an attempt to achieve and mamtain security properties in organiza-
tional or userdesources against relevant security threats in the cyber environment.

Gommon security tasks include the following: accessibility; mtegrity, which may include authenticity
and@on-rgpldiation; confidentiality.

Thé Coungil of Europe Convention on Cybercrime of November 23, 2001, classifies cybercrime as: 1)
crimes againét the confidentiality, integrity and availability of computer data and systems (illegal access, un-
authorized interception, impact on data, impact on the functioning of a system, unlawful use of devices); 2)
crimes related to the use of computer equipment (forgery using computer technology, fraud using computer
technology); 3) crimes related to data content (crimes related to child pornography); 4) crimes related to the
mfringement of copyright and related rights [5].

To implement its cybersecurity program, m 2017 Kazakhstan adopted the Cybersecurity Concept (also
known as the “Kazakhstan Cyber Shield” or “KS”). This document is an integral component of state policy
and defines its key arcas of focus m protecting electronic information resources, mformation systems, and
telecommunications networks, as well as ensuring the secure use of information technology.

In this document, cybersecurity is understood as the state of protection of information in electronic form
and the environment for its processing, storage, and transmission (clectronic information resources, infor-
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mation systems, and information and communication mfrastructurc) from external and mtemal threats, that
is, mformation security in the ficld of mformatization.

The Cybersecurity Concept “CC” notes that the classical model of information security is based on
three components that ensure the security of information: confidentiality, integrity, and availability. At the
same time, due to the development of communication facilities (network technologies) and the possibility of
remote use of the network, authenticity and non-repudiation stand out. In Chapter 2 of this law (terms and
definitions), along with such concepts as cyberspace, cybersecurity and cybercrime, another definition is
given—ensuring cybersecurity, which means maintaining confidentiality, integrity and accessibility of in-
formation, but nothing is said about reliability and non-repudiation [8; 113].

In addition, the document enshrines such concepts as threats to information security, lists the most
common threats and defines actions related to computer attacks, presents measures to protect information or
electronic information resources and systems, and introduces the defimtions of “authentication” (establishing
authenticity) and “identification” [8; 115].

Key terms and concepts, such as cybersecurity, cyberspace, and cybercrime, are définéd'in international
ISO standards and ITU recommendations, which ensures their umversality and conimon understandingét the
global level.

At the same time, the national Cyber Shield Concept of Kazakhstan does notamerely replicate these def-
initions, but adapts them to the realities of digital sovereignty and the country@s institutional capacities. It
also introduces additional parameters—authenticity and non-repudiation—and, links them to the stages of
law enforcement practice and the development of domestic IT companies. This integration allows Kazakh-
stan to operate within the strict norms of hard law (application of the UN\Charter@and IHL norms) while sim-
ultancously utilizing flexible soft law mstruments (OEWG, GGE), greating a platform for “cooperative sov-
ereignty” and “digital transit” in the Central Asian region. As a résult, the'national strategic model combines
the umversality of mtemational law and the adaptability of logal mechamsms, serving as a reliable founda-
tion for the formation of a responsible, transparent, and effe€tivelegal'position for Kazakhstan in the global
cyberregulation arena.

The relationship between regulatory acts ofghe Republic ofiKazakhstan in the field of cybersecurity

The development of the Republic of Kazakhstan’s cybersecurity regulatory framework is based on a
clear hierarchy of documents, with each subsequenttaet elarifymg, developing, and concretizing the provi-
sions of its predecessors. This creates an endito-end system of legal regulation for protecting the country’s
digital space, ensuring the consistent devglopment of cybersecurity at the strategic, regulatory, and applied
levels.

The Law of the Republic of Kazakhstan “On National Security” laid the foundation for all subsequent
legal acts in the field of cybersecurity. Forjthe first time, national legislation clearly recognized information
security as an mdependent confpenent@fnational security. The law defined the main threats in cyberspace,
established the responsibiliffof gow®rmment agencies for ensuring information security, and created a
framework for the developmeunt of'specialized regulations in this area. At this stage, significant emphasis was
placed on the needyto cieatc'@system for protecting critical information infrastructure (CII) and mternational
cooperation to countex Eress=border cyber threats [20].

The “Kazakhstan“Cyber Shield” concept developed and further elaborated on the provisions of the Na-
tional Securityg Law sapplying them to the rapidly changing digital reality. The concept proposed a strategic
actiongplanhfor €hsuring the state’s cybersecurity, identifying the mai threats, risks, areas, and mechanisms
for Protectiigfeyberspace. It established the need to create centralized cybersecurity management bodies
(such"a§fKZ-CERT), introduced the concept of categorizing critical information mfrastructure facilities, and
outlined mgaSures to improve citizens’ digital literacy. The concept supplemented the provisions of the Na-
tional Security Law with an emphasis on the current challenges of the digital age and set guidelines for the
regulatory specification of these tasks [20].

The Unified Requirements for Information and Communication Technologies and Information Security
were the next step in the development of legislation, designed to specify the mechanisms for implementing
the objectives set forth in the Concept. While the Concept defines the strategic goals of protecting critical
information infrastructure, the Requirements establish practical requirements for critical information infra-
structure entities: the procedure for categorizing objects, the mandatory certification and monitoring
measures, and requirements for technical and organizational security measures. Thus, the Requirements
transform strategic guidelmes mto specific obligations for government agencies, businesses, and other criti-
cal infrastructure operators [20].
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Thus, the following relationship is established between these documents:

The Law “On National Security” sets the basis, introducing the concept of mformation security as an
element of national security;

The “Kazakhstan Cyber Shield” concept develops and specifies the provisions of the law m relation to
cyber threats, defming strategic directions;

The rules for ensuring cybersecurity of critical information mfrastructure facilities implement the provi-
sions of the Concept at the level of practical mandatory protective measures;

The Digital Kazakhstan program ensures the systemic integration of cybersecurity issues into the digi-
talization process, focusmg on human capital, mfrastructure, and regulatory support.

This structure of legal regulation reflects a gencral trend in international law: a combination of basic
principles for protecting the information space with detailed measures and the broad involvement of civil
society in digital transformation processes.

This interconnected structure of documents demonstrates that Kazakhstan is buildimg “its, national
cybersecurity system m line with international practice, adhering to the principles of’comprchensiveness,
consistency, and multi-layered approaches recommended by the UN, OSCE, and other int€snational ofgani-
zations.

Thus, key terms and concepts such as “cybersecurity”, “cyberspace”, “cyberemmei; and “cybersecurity”
are enshrined m international ISO standards and ITU recommendations, ensuridg theiramiversality and mu-
tual understanding globally. At the same time, the national “Kazakhstan CybemShield” concept not only rep-
licates these definitions bnt adapts them to the realities of digital sovereightydndsth¢ country’s institutional
capabilities, mtroducimg additional parameters—authenticity and applicability—and linking them to the stag-
es of law enforcement practice and the development of domestig,IT,

This integration allows Kazakhstan to operate within the striét norfas ef hard law (the application of the
UN Charter and IHL) while simultaneously utilizing flexible seft lawpinstruments (OEWG, GGE), creating a
platform for “cooperative sovereignty” and “digital transit2in theyCentral Asian region. As a result, the na-
tional strategic model combines the universality of int€atignal law with the adaptability of local mecha-
nisms, serving as a reliable foundation for the developmenpof @responsible, transparent, and effective legal
position for Kazakhstan in the global cyberregulatign arena.

It should be noted that international obligationsparticularly within the UN, have a significant impact
on the development of Kazakhstan’s domesfic cyber policy. Adapting intemational norms and standards
helps strengthen national cybersecurity, increase the effectiveness of the fight agamst cybercrime, and im-
prove the country’s position in internationalagankings. Kazakhstan continues to actively integrate into the
global digital space, demonstrating ifs commitment to international standards and aspirations for leadership
m cybersecurity.

Conclusion

This study aimed to analyze the international legal framework for cybersecurity and the specifics of the
Republic of Kazakhstafi’s pasticipation in relevant United Nations initiatives. Key international legal docu-
ments were examineg, iheluding UN resolutions, reports of the Group of Governmental Experts (GGE), ma-
terials of the Op@n-Ended Workimg Group (OEWG), and International Telecommunication Union (ITU)
standards.

Kazakhstanis participation in international platforms is analyzed, and its practical steps to implement
global approdéhes to cybersecurity are reflected.

Fiétly, international commitments, particularly within the UN, have played a significant role m struc-
turing theRépublic of Kazakhstan’s domestic cyber policy. The implementation of soft law standards en-
shrined within the OEWG and GGE occurs both through the direct adaptation of norms into national legisla-
tion and through the development of practical mechanisms (CERT centers, response strategies, critical in-
formation infrastructure classification, etc.).

Secondly, Kazakhstan is demonstrating positive dynamics in international rankimgs (for example, the
ITU Global Cybersecurity Index), confirming the effectiveness of its domestic policies. However, it is im-
portant to note that the ranking reflects not only regulatory frameworks but also the actual functioning of
technical structures, international participation, and the level of human resources—factors that require con-
tinuous strengthening.

Third, the adaptation of international norms to Kazakhstani jurisdiction occurs with a lag of two to three
years. Between 2017 and 2023, there was a tendency to reduce this lag through targeted reforms, but certain
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KYKblKTbIK Ma3MyH bl

MakanaHbll, Makca GepKeLCnKmL, TypaKTbUIbITbIH HbIFaiTy MakcaTbiHAa blpnckeH Ynrrap
YiibIMbIMEH X3 fal Xa/bliapanbly, yiibiMaapMcH 6enceHaa TypAe esapa 3pekeTreceTil, opTypsl
peTTeynn mMexaHuW3maepfa KojgaHaTtbll LlasakcTaH Pecny6nuMkacbiHAa TLUMAA
XanbLiapanb asfdul cTaHgapTTapbll eHrlsyal Tangay. KubepTeppopusm, KUGepTbLULLIbLIbLL XKIHE
Knbepke bIfIbl YNTIbLYL NpoLecTepre apanacy Kaynui, ecyl 6alwianagbl, 6yn Herypnbim GenceHaa
MaKTaCTbLThl Tanan etedb OcbiraH GaiinaHbICTbl KUGEPKELCNKTeN MeM/eKeTTepaal
an KarugatTapbl MeH HopManapbLl 331priey KOHLWIACH Kyll-xiiepaa yiinecnpygen BYY-
1 p IN Kenefw 6yn ala KapapnapAbly, KabblufaHybl XaHe KubepKayLiiisaak XeHwaen atbly
MaHZaTbIHbLY KeleKHMeH fanenjeHeda. JfacTep peTwie KubepKaylliv3gak —canacbiHaarbl
@ aHAbLl, 3aLHamMaHbLL, HopMaapbiH 3epAeney YL KypbUlbIMAbLL, NOTUKA/bLY XIHe AManeKTUKabLL,
qiofep naiganaHblugbl. TyXblpbIMAAPAbLL Teopusi/ibly, HEN3rH 33lpfey ywilwl xanbliapasiblK akTilepaal,
opManapbl, bibIMM el6eKkTep, XanbliapanbiK yilbiMgapabll, MaTepuanjapbl a 3epTrenga. HaTukecluge
Xanbliapanbly MwgeTTeMenep, swpece BYY weubeplige, LlasakcTaHHbIly LWwiia  KubepcascaTblublly,
KafblUTacybl MeH faMyblHAa Malbl3fbl Pen ankapaTblubll KepceTea. Xasbliapanbly 6acTamanapra 6enceHsl
KaTbiCy, YATrblly, 3alHamaHbl 6elimiey >KaHe CTpaTervsi/ibly Gargapnamanapibl Kxe acbipy engau,
KnGepKayLIcl3alril HbiraiTyra >XaHe OHbLL >XabaHfblly, LMUGP/bLY KeLCMKKe MHTerpaumsanaHyblia blynan
eTefb Byn NpoLecTL) MaubI3Abl 3M1eMeHT! Xafbliapasbly KyKbIK HOpManapbLl YATrbLL, 3aliHamMara eHnay.

KTT cB3gep: kubepkayliasaul, KubepkayluTep, Xaibllapanbly KubeppeTTey, Xanbliapanbly Kykbll, BYY,
LlasaKcTaHHbIL Kubep KanikaHbl, LlMgpnbly K,asakcTaH, aknapaTrblly, TexXHOMOruanap, Xymcak KyKbll,
XacaHbl UHTE//EKT.
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1 K Artanclykcn/a, C.K. KLlU3barbekoya

N.K. AmaHgbikoBa, I'.K. KynbliapbekoBa

MpaBoBOe cogepXaHune Knbep6esonacHocTu KasaxcrtaHa
B MEXAYHapOoAHOM M HaLMWOHA/IbHOM KOHTEKCTe

Lienbto nccnefoBaHus ABSETC aHaIM3 BHeApeHUst a(heKTUBHbIX MEXAYHAPOAHbIX CTaHAApTOB Kunbep6eso-
nacHocTu B Pecny6vke KasaxcTaH, npy 3TOM rocyfapCTBO CTPEMUTCS K YKPENIeHWI0 YCTORYMBOCTY CBOETo
KMBGEpnpOoCTPaHCTBa, aKTUBHO B3auMogeincTByeT ¢ OpraHusaumeit O6beUHEHHbIX HauWi N MHBIMU MeXay-
HapoAHbIMW 0praHM3aLusaMm1, UCMO/Mb3YeT pasINYHbIe CTpaTErMueckre NOAXoAbl U MeXaHU3Mbl PerynpoBa-
HMsi. OTMeYaeTCcsl PocT Yrpo3 KnGepTeppopusmMa, KMGepLInmMoHaxa U BMeLLaTeNlbCTBa B HaLMOHasIbHble Mpo-
Lieccbl Yepe3 KMGEPMPOCTPAHCTBO, UTO TpebyeT 6osiee aKTMBHOFO MEXAYHAapOAHOro CoTpyaHuuecTBa. Ha
3TOM (hoHe ycunmBaetcs ponb OOH B KoopauHaLuUW ycunuii no paspaboTKe YHUBepCabHbIX NPUHLMNOB
HOpPM MOBeJeHNs roCyJapcTB B KUGEpPNpoOCTPaHCTBE, YTO MPOSIB/SETCS B NPUHSATUM HOBbIX PE30MOLUI 1
paclumpeHnn mangata Fpynnbl 0OTKPLITOro cocTaBa rno Bonpocam Kubep6esonacHocTv. B KauyecTBg Me
MCMO/Mb30BaHbl CTPYKTYPHbIA, NOFUYECKUA U AManeKTUUYECKU MeTOAbl A1t U3yYeHUs] HOPM Kagax
3aKoHOAaTeNbCTBa B 06/1acTV KnbepGesonacHoCTW. [ns cocTaBneHWsl TeOPeTUUECKOi OCHOBBI

13yUeHbl HOPMbI MEXAYHAPOAHbLIX aKTOB, HayuHble TPYAbl, MaTepuasbl MeXAyHapoaHbIX OpraHu

3yNbTaTamy BbICTYMUIN MeXAyHapoAHble 0653aTeNbCTBa, 0CO6eHHO B paMmkax OOH, KoTo rpa nio-
YeBYH POSib B (hOPMUPOBAHUU U PA3BUTUM BHYTPEHHeW Kubepnonutuky Pecny6anku Kas TUBHOE
yyacTue B MEXAYHapOAHbIX WHWLMATUBAX, afanTauus HauMoHaNbHOro 3aKoHOAATe[bCTBA nsauus
CTpaTermuecknx NPorpamm Crnoco6CTBYIOT YKPemnieHWo Kubep6e3onacHoCTU CTpaHbiW eé erpauun B
rno6anbHoe LMGpPoBoe NPOCTPAHCTBO. BaXHbIM 3/1eMEHTOM 3TOr0 MpoLiecca B MRAiEMEHTALMSA HOPM

MeXAyHapoaHOro npasa B HauMOHa/IbHOE 3aKOHOAAaTEe/IbCTBO.

Kntouesble cnoBa: KubepbesonacHoCTb, KMbepyrposbl, MeXAyHapoaHoe K1beppe aHue, MexayHapos-
Hoe npaBo, OOH, kunb6epwnt KasaxctaHa, Lindgposoii KasaXCTQ 7] M OHHbIE TEXHO/0TUN, MATKOe
npaBo, NCKYCCTBEHHbIN NHTENMEKT.
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