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Development of neural network models for
the analysis of infocommunication traffic

fields of the telecommunications industry. The need for knowledge of the
the network and the laws of its behavior is revealed and substantiated, W
effectively manage networks, develop solutions for their development, en:
the required level of quality. Despite the large number of works about
a number of issues require further study. Analysis of traffic studies of mo
networks showed the lack of knowledge about its nature andJ:

of its characteristics. Thus, it can be argued that the parameter: e studied traffic are statistical,
probabilistic in nature, can vary randomly over time and, ased on the study, the author
proposes a study using statistical analysis methods. To stud, u should use the tools of probability
theory and mathematical statistics.
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duction
Artificial neural networks being, ough'wery primitive, but still, being an analog of the principles of the
human brain are used to solve t ms that are unknown how to solve. To solve these problems, there

in particular, include recog
carried out with a limite

ecognition of speech and images, as well as complex forecasting tasks

wn input data, analysis of big data, i.e. such tasks that are solved by a

tasks include the tasks of studying telecommunications traffic.

Previous studi onfirmed the earlier hypothesis about the stability of the distributions of the

icsof traffic generated by typical information objects, such as student campuses, office

ainment facilities, etc.

f these objects is, in the probabilistic sense, stable in nature, its characteristic features
v certain models that can be used in the construction and development of communication

on specific typical traffic sources.

s, there is reason to believe that network traffic generated by various information objects will have

tive features of the probability distributions of the corresponding traffic characteristics. Accordingly, as

the directions of the study of infocommunication traffic, one should single out the classification of the

probability distributions of its characteristics.

Since

The use of neural networks for the analysis of infocommunication traffic

An analytical review of modern scientific and technical literature in the field of infocommunications showed
that the most widespread in works devoted to traffic approximation, approximation of observed distributions, as
well as the construction of mathematical traffic models, were such types of distributions as: Poisson distribution,
normal distribution, Weibull distribution, Pareto distribution and hyperexpo-nential distribution.
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In multiservice networks, mathematical models of traffic flows from the simplest Poisson to the complex
model of fractal processes can be used.

The advent of pervasive sensor networks, the Internet of things, NGN networks, and other technologies
complicates the dynamic processes that occur in information and communication networks. Multimedia services
(video streaming, interactive games, etc.) are gaining more and more popularity as compared to classical
communication services.

Three main types of traffic can be distinguished [4]:

1. Homogeneous traffic in monoservice networks. Representatives of this type are telephone networks that
provide only voice communication services; in most cases, this traffic corresponds to an elementary Pgisson
stream model. This model has been widely used in information distribution systems such as switch@dytelephone
networks. The description of flow models in classical telephone networks was mainly carried gt on the basis
of an ordinary flow without aftereffect, obeying the family of Poisson distributions [5]. The@widespread use of
the Poisson stream is due, in particular, to one of its essential properties - the additivity propetty - the sum of
Poisson flows is also a Poisson stream.

2. Heterogeneous traffic in multiservice networks. The nature of this traffic is determined by the wide
range of services provided and the integrated characteristics of the multiservice network. “EBhis type of traffic is
characterized by increased unevenness.

3. Multiservice traffic in packet networks. Traffic of this type is heterogeneous andfevendmore different from
the Poisson stream. A single network is used to transmit streams of varioms services, butgtraffic sources differ in
data transfer speed, type of traffic generation and transmission. Such flowsyaré“éhiaracterized by «burstinesss,
which causes even greater traffic unevenness.

Thus, packet switched multiservice networks traffic is already significantly ‘different from Poisson stream.
Multiservice traffic has non-stationary properties and is described \byhheavy-tailed distributions. Such type
of distributions, including the phenomenon of long-term dependence, are signs a large number of popular
IP applications correspond to slowly decaying distributions) for example, some studies show that VoIP is
characterized by Pareto distribution, FTP / TCP traflic iSjcharacterized by Weibull distribution or lognormal
distribution, and HTTP / TCP is characterized by lognexmalydistribution or Pareto distribution [6].

The Weibull and Pareto distributions are examples ofislowly decreasing dependencies. Due to the large
dispersion value, these distributions are characterized'by cerfain computational difficulties, because of the need
to consider large amounts of static informatiou!|7].

As you know, classification issues are effectively addressed using neural network technologies. Consider the
possibility of using neural networks to cldssify thémmain typical probability distributions.

The analysis of neural network models“determined the choice for further studies of a multilayer network
with direct signal propagation.

There are various software toels for implementing neural networks: Matlab, Python, RStudio, C ++, etc.
At the previous stage of the gtudy, the\Matlab software package was chosen as a tool for working with neural
networks [8-10]. It provides aleonvenient graphical interface and contains most of the necessary built-in functions,
however, experience witdi*the, package showed its lack of speed with an increase in the amount of input training
effects. Therefore, the programming language Python was chosen as a platform for implementing a neural
network.

Python progides the ability to select a neural network model, flexible parameter settings, as well as various
implementation options*“for activation functions and learning algorithms. The disadvantage of this toolkit is
the lack of'a graphieal interface. Another advantage of the Python programming language is the availability of
vagjous, librafies for modeling neural networks [11, 12].

In Jthis woerk, the PyBrain library is selected as the Python library for performing operations with neural
netwdrks. PyBrian is a modular library designed to implement various machine learning algorithms in Python.

To initialize a neural network in PyBrain, the net = buildNetwork (layers, options) function is used. This
functign creates a network consisting of the number of layers and neurons in them required by the developer.
The layers argument indicates the number of neurons in the layer, and enumerating multiple values with a
comma specifies the number of layers. The options argument is a variety of options that you can configure when
creating a neural network. For example, you can set your own activation function for the output and for each
of the hidden layers.

The training set for a neural network is set by the function ds = SupervisedDataSet (inp, target). The inp
parameter is responsible for the data that will be input to the neural network. The target parameter is the
target neural network training vector, i.e., the vector of those values that the neural network should produce
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for a given set of input values. The advantage of the PyBrain library is the ability to create data for training a
neural network using both the Python programming language and load previously created values from a file.

The neural network learning algorithm is defined by the function corresponding to the name of the algorithm.
In this paper, we study the training of a neural network using the error back propagation algorithm, and it is
specified in this environment by the function trainer = BackpropTrainer (net, ds). The net argument is a link to
the network in the form of the previously declared network name, which must be trained using this algorithm.

The neural network training is initialized using the trainer.train function, where the trainer is a link to the
previously specified training algorithm. Calling the train method performs one iteration (era) of trainifig and
returns the value of the quadratic error. In order not to organize a cycle for passing through each era, there is a
training network function for convergence - trainer.train Until Convergence (ds, maxEpochs). Theds argument
indicates which data to use as the training set. The maxEpochs argument allows you to limitgthe number of
iterations during which the neural network will be trained. Regulation of this argument reduces the training
time of the neural network. If continuing training using initial vectors will worsen the approach, to verification
vectors, then network training will stop earlier. The functional toolkit of the PyBrain library alsotallows you to
set the value of the target learning error and control the learning speed.

After the training of the neural network is completed, you can begin to test it. To test‘@neural network, you
must use the previously described function SupervisedDataSet (inp, target) to speifyathe‘data that must be
supplied to the input of the neural network, as well as the values of the targetfvector thiat'shouldybe obtained at
the output. If the target vector for the test data is not known, it must be filled\ with Zerostby default. Similar to
the training sequence, you can create data for testing a neural network using, thesRython programming language
or load previously created values from a file.

Neural network testing is initialized using the trainer.testOnGlassData (ds)jfunction. The ds parameter in
this function indicates the data set on which to test. If this paf@meteryis not specified, then by default testing
is performed on the data used in training the neural network.

Building a neural network\architecture

The problem of traffic classification that we are sélvingyconsists in assigning the investigated real traffic to
one of the known probability distributions. To do this, you need to create a neural network that can identify
the correspondence between the parameters of di@linputydata and the known probability distributions, i.e. with
a given certainty will ensure the formation of fhe output signal corresponding to a certain distribution law.

Let us turn to the traffic statistics of on€’of €he typical information objects, on the basis of which there was a
selection of parameters for study [10]. Hi8 analysis showed a significant predominance of TCP traffic. Therefore,
at this stage, for further research, tle, following parameter was selected that characterizes TCP traffic - the
duration of TCP sessions. It is also interésting because it to some extent represents an analogue of the duration
of connections of traditional telephémne networks, which provides the basis for future comparative analysis. The
statistics used in this work céntained‘imnformation about TCP sessions, the overwhelming number of which did
not exceed 3000s in duration:

It is known that tofseleet, thesarchitecture of a neural network, it is necessary to determine the number of
hidden layers and the aumber|of neurons in each layer, the size of the input and output vectors, and in addition,
select the activationpfunetien. A vector, in accordance with the terminology adopted in neural networks, is
understood as 4 set of'data supplied to or received from the input of a neural network.

The studied traffic mainly contained TCP sessions, the duration interval of which ranged from 0 to 3000 s.
At this stége of the®tudy, this interval [0: 3000] was divided into uniform segments with a step of 60, which
allowed, thedformation of samples containing 51 values (one from each segment). As a result, it was assumed
that the dimeémsion of the input layer of the neural network contains 51 neurons.

An assumption was made that all considered samples have the same values of mathematical expectation
and wariance, corresponding to the nature of the TCP sessions of the analyzed traffic approximated by ideal
distribmtions. The values of each distribution determine the number of TCP sessions from 0 to 3000 s in
length, provided that they are approximated by these distributions. Therefore, 51 values of each of the studied
distributions, which will form the input vector, should be fed to the input of the neural network. In fig. Figure
1 shows graphs of the studied distributions.
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Figure 1. Graphs of the studied distributio

The output of a neural network determines which of the five common ributions the input data
have the most correspondence, based on which five neurons were involved imjthe output layer. Each of the
neurons of the last layer is associated with an output that «elJe
input sample to the corresponding distribution law is performed
the effectiveness of the proposed neural network architecture
number of hidden layers and the number of neurons in the

ch for an acceptable design option, the
ed [13, 14].

istributions. By one experiment is meant
the input of a trained neural network (with a certain neurons and hidden layers, as well as with a

xperiment was the value of the output vector, with a
esponded to the sample submitted to the input of the
neural network. According to the results of@ll e proportion of successfully (correctly) recognized
distribution laws was determined accordifigyto the'stccess criterion (Tables 1 and 2). The proportion of correctly
recognized distribution laws was estimated assigning the resulting sum of successes to the total number of
experiments.

given reliability, showing the distribution law,

Table 1

The numb input/ samples successfully recognized by the neural network, %

Number of hidden layers
1 | 2 [ 3 ] 4
The number of neurons in the hidden layer
1 2 3|14 1|5 6 7 8 9
10 | 20 | 30 | 40 | 20, | 30, 40,
The number of 10 | 20, 30,
training samples 10 20,
10
1 000 0[O0/ O0 0 0 0 0
. o 10 000 11| 3] 3 3 16 | 26 28
Poisson distribution 50 000 15 716 [ 19 15 53 130 33
30 000 2011914 19 33 | 29 32
1 000 0[O0/ O0 0 0 0 0
o 10 000 0[O0/ O0 0 0 0 0
Normal distribution 20 000 33120 53| 32 |98 | 99| 07
30 000 60 | 68 | 84 | 83 97 | 97 97

Cepusi «Maremaruka». Ne 4(96)/2019 121



Sh. Seilov, V. Goykhman et al.

1 2 3| 4 5 6 7 8 9

1 000 0 0] 0 0 0 0 0

. . 10 000 5 5 5 5 6 5 8
Weibull distribution 50 000 5 5 5 5 6 5 3
30 000 6 6 5 6 5 6 7

1 000 0 010 0 0 0 0

o 10 000 0 010 0 0 0 0

Pareto distribution 50 000 5179 120 10 5 49 11
30 000 37 | 28 | 44 37 29 | 22 43

The neurons in the layers were interconnected according to the principle of «each with each$. All connections
of two neurons were assigned a weight coeflicient, which was then corrected by the networ ring training.
In hidden layers, the sigmoidal activation function was used, and in the output layer, the activation
function was used. The training sequence was formed from 30 thousand vectors of each of ions. The
values for them were calculated on an argument taken randomly from the interval [0: 3000

Table 2

The number of input samples successfully recognized byhth

4

40,
30,
20,
10
56
62
60
63

The number of
training samples

Hyperexpo-nential
distribution

During the study, it was found t inetease in the hidden layers or neurons in them leads to an increase
in the recognition quality of not
increases the likelihood of correct ition of some distributions supplied to the input of the neural network.

Based on the above exp e following neural network architecture was chosen: 51 neurons in the
input layer, two hidden laye th)20 and 10 neurons, one output layer with five neurons (Fig. 2).

Pl Mo o

A p

Bxoamod 1-ii excpraruaii -0 ecpraTiai Braxotmo
ol coaodh el el

Figure 2. Architecture of the studied neural network
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Training Sample Adjustment

It was found that a neural network constructed and trained in the presented way cannot accurately recognize
all types of distributions. The values of many of the studied distributions are mainly contained in the interval
[0: 300] and have a long «tail» of significantly lower values. With a uniform choice of x from the domain of
definition of values characteristic of each distribution, it turned out insufficiently, as a result of which the neural
network could not reveal the distinctive features of all [16]. As a result, the training sample was formed in
such a way that a larger number of x values were concentrated on the interval [0: 300], near the modefof the
corresponding distribution, and the remaining one was evenly distributed outside it randomly.

Table 3 presents the results of testing a neural network when vectors of constructed distributions|that
were not included in the training set were fed to it. For each distribution, 100 experiments weré performéds In
each experiment, the correspondence of the value of the output vector was determined, whi¢h determined jthe
distribution law recognized by the network and the given distribution law of the input sampleyapplied to the
input of the neural network. According to the results of all experiments, the proportion of successful tests was
determined [17].

Table 3

The number of input samples successfully recognized by the\neural{network, %

o Number of training sequéiices
Distribution
30 000 | 50 000 | 70 0Q©, | 100 000
Poisson distribution 76 84 78 81
Normal distribution 100 100 100 99
Weibull distribution 94 92 93 93
Pareto distribution 99 99 99 99
Hyperexponential distribution 100 100 100 100

From Table 3 it follows that the network recegnizes {the normal distribution, Pareto distribution and
hyperexponential distribution as follows. The prebabilitymef successful recognition for the normal distribution
is about 0.97, for the Pareto distribution — 0.99 and for the, hyperexponential distribution — 0.99.

It is important that, compared with thefresults shown in Tables 1 and 2, the share of recognized Poisson and
Weibull distributions significantly increa$eds, Consequently, the hypothesis of the necessity (in the formation of
training samples) of the prevailing use,of arguument values gravitating to the mode value of the corresponding
distributions is confirmed.

Conclusion

The obtained resul§prove thespossibility of creating a neural network that can solve the problem of assigning
the distributions of thelvalues of the parameters of real traffic to one of the known probabilistic distributions

Thus, it was feund thatd@network with 2 hidden layers, 20 neurons in the first hidden layer and 10 neurons
in the second hidden [ayer will be sufficient architecture for recognizing the given distributions. In hidden layers,
the sigmoidadsactivation function was used, and in the output layer, the Softmax activation function was used.

It wag alse revealed that an increase in the hidden layers or neurons in them leads to an increase in the
redognitiondquality of not all distributions. However, an increase in the training sample significantly increases
the likelihood¥sf correct recognition of the distributions supplied to the input of the neural network.

When testing a neural network, it was noted that the quality of recognition of distributions by a neural
network is affected not only by the size of the training sample, but also by its composition. In the course of
the experiment, the hypothesis was confirmed that with a uniform choice of x from the domain of definition
of values characteristic of each distribution, the neural network could not reveal the distinctive features of all.
Correction of the training sample so that a larger number of x values are concentrated near the mode of the
corresponding distribution, and the remaining one is evenly distributed outside it randomly, thereby increasing
the stability of correct recognition.

Based on the results of the analysis of models of neural networks, and also taking into account the fact
that the data processed during the analysis of teletraffic, firstly, do not have a very high dimension, secondly,
the input vector fully describes the process under study, and thirdly, the main predicted task of the proposed
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analysis is a classification - it should be concluded that the preferred use in further studies of multilayer neural
networks with direct signal propagation.
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II. Cennos, B. Toiixman, M. Kacenosa, A. Ceitnos, /1. ITuarucos

NuadokoMMyHNKaAMUAIBIK TPAMUKTI TaIgay YIHiH
HEMPOHIBIK, >KEJIIHIH MO/IeJIbAePiH 2Kacay

Maxkanana [P makerTep >KUBIHTBIFBI PETIHIE YCHIHBUIFAH, TPaMUKTIH OAPJLIK TYpiHE KBI3MET KOPCETETiH
MYJIBTHCEPBHUCTIK 2KeJtijiep OOIbII TaOBLIATHIH Ka3ipri nHMOKOMMYHUKAIUSIIBIK, YKeTiIEePIiH Macesenepi Ka
PACTBIPBLIILI. TeIeKOMMYHUKAIMSAIIBIK, KEeJIiIep >KUBIHTBIFBL YIIIH OChl TPaMUKTIH CHIAaTTaMAJIaphl TAJ
JAHJIBI, OJIAPIIbIH OPKAMCHICH Oenrisi 6ip KhI3MeT Typine OarbiTTasraH. 1padukTi 3epTTey HOTHKECIHE
aJbIHFaH Oi7TiM TeIEKOMMYHHUKAIMS CAJACHIHBIH 9PTYPJIi calaiapblHa KaObLIIaHATHIH MIEITiM/IeD,

JAMBITY VIIH IIemiMep 93ipJey, KesliHiH Kayilci3mirii KaMTaMachl3 €Ty KoHe KaXKeTTi ca
ycram Typy MyMKiH eMec. My/IbTUCEPBUCTIK 2KeJIljiep/ii cary GOMBIHINA YKYMBICTAP/IBIH KOIITibi

JIBIH, KOIITIrl ocep erefi, 6yJ OHBIH CHUIATTAMAJIAPBIH JETEPMUHAHT PETIH,
mbrrapapl. Ocbuiaiima, 3eprresieTid TpadUKTIH, mapaMeTpliepi CTaTUCTUKA,
JIATBIHBIH aiTyFra 00J1a/ibl YKOHE YaKbIT ©Te Kejle Ke3/eiCOK, e3repyl MyMKiH,
aBTOP CTATHUCTHKAJIBIK, TAJIIAY 9ICTEPiH KOJJaHA OTHIPLII 3ePTTEy YKYPri3,
YIIiH BIKTUMAJIIBIKTAD TEOPHUSICHl MEH MATEMATHKAJBIK CTATUCTAKA KYPasaa

epTTey HeriziHje
. TpaduxkTi 3eprTey
naiijajiany Kepek.

Kiam cesdep: nHMOKOMMYHUKAIUSIIIBIK, JKeJTiIep, HEMPOHIBIK, YKET1T VIBTUCEPBUCTIK TpaduK, Tpaduk-
TiH BIKTUMAJIIBI CATTATTAMAJIAPBI, TPAMUKTIH MATEMATUKAJIBIK, e i, MyJIBTUMEIUSIIBIK KbI3METTED,
MYJIBTUCEPBUCTIK TpadUK, HEHPOHIBIK TEXHOJOTUIAD, 3ePTReIIr paTyiap, TpaduKTiH KiKTesiMmaepi,

aKIapaTThIK 00bEeKTLIep.

L. Cennos, B. Toitxman, M. a, A. Ceiisios, . Illunrucos
Pazpaborka mogae o BIX ceTell JIJisi aHAJIM3a

nHPOK HUKAIINOHHOI0o Tpaduka
B crarpe paccmorpenbl mpo@iiem JIHSIITHUX WHMOOKOMMYHUKAIMOHHBIX CETel, OCHOBY KOTODPBIX CO-
CTaBJISIIOT MYJIBTHCEPBHC cemu,) obcy»xuBaoiye TpadUK BCEX BUOB, IPEJICTABICHHBIA B BHJE COBO-
kymnHoctu [P-makeTos. 0 OBaHBbI XapaKTEPHBIE OCOOEHHOCTH 3TOr0 TpaduKa st Habopa cereit
TEJIEKOMMYHUKAIUN, KaXK]| KOTOPBIX OPHEHTHPOBAaHA HA ONPEJEJIEHHBIN KJIacC YCJIyr. 3HAHUs, IO-
JIyJIeHHbIE B De3yil MMBIX HCCJIEIOBAHUN TpaduKa, sIBJIAIOTCH CYIIECTBEHHBIM (PaKTOPOM JIJIst
MOBBIIIEHUs JIEHAC NPUHUMAEMBIX PEIeHHI B CAMbIX PA3JIUIHBIX OOJACTIX TEJIEKOMMYHUKAIIUOH-
HOI OTpacy 060CHOBaHA HEOOXOAMMOCTb 3HAHUS IIPUPOJBI IUPKYIUPYIOMIEr0 B CETU TPa-
dbuka u 3 0 TOBe/ieHUs. be3 3Toro HeBO3MOXKHO (P(MHEKTUBHOE YIIPABIEHUE CETSIMHU, BBIPAOOTKA

pereHui THUIO, O0ECIIeYeHNe CeTEBOI GE30MACHOCTH U IO//IEPKKA HEOOXOAMMOrO YPOBHSA Katde-

CTB Ha 60JIBIIIOE YHCJIO PAOOT O IIOCTPOEHUN MYJIBTUCEPBICHBIX CETEel, Pl BOIIPOCOB TPeOyeT
a n3yueHusi. AHAJIN3 UCCIIEOBAHUN TpaduKa COBPEMEHHBIX KOHBEPIEHTHBIX, MYJIBTHCEPBIC-
I eLAIOKa3aJ1 HeJIOCTATOYHOCTD MMEIOIIUXCS 3HAHUM O ero IIPUPOo/Ie U 3aKOHAX ITOBEEHNUS, YINThIBA

ICOKYTO NU3MEHYHMBOCTD €0 XapaKTEPUCTHUK. T'paduk COBPEMEHHBIX CeTell II0/IBeP>KEH BIIUSHUIO OOJIBIIIOTO
KOJIMYECTBA CJIYIAMHBIX (PAKTOPOB, UTO MCKJIIOYAET BO3MOXKHOCTH AHAJU3a €r0 XapaKTEePUCTHK KaK Jie-
TEePMUHUPOBAHHBIX. TakuM 06pa3zoM, MOXKHO yTBEPXKIATDH, 9TO IMapaMeTPhl UCCIEIyeMOro Tpaduka HOCAT

ATUCTUYIECKUI, BEDOATHOCTHBIHN XapaKTep, MOI'YT U3MEHSATHCS B T€YEHIE BPEMEHH CJIydailHBIM 00pa3oM, u,
COOTBETCTBEHHO, HA OCHOBE IIPOBEIEHHOIO UCCIIEIOBAHNS aBTOPAMH IIPEIJIOXKEHO UCCIEJOBAHNE C UCIOIB30-
BaHUEM CTATUCTUYIECKUX METOMNOB aHaym3a. s udydenus tpaduka cieayeT NCIOJIb30BATH HHCTPYMEHTDI
TEOPUN BEPOATHOCTEH U MaTEMaTUYEeCKOl CTATUCTUKH.

Kmouesvie croea: nHOOKOMMYHUKAIIMOHHBIE CETH, HEMPOHHBIE CETH, MYJIbTHCEPBUCHBIN TpadUK, BEpOST-
HOCTBIE XapPAKTEPUCTUKN TPadUKa, MATEeMaTHIECCKIe MOJIeJId TpadUKa, MyJIbTUMEIUHbIE YCIIYTH, MYyJIbTH-
CEPBUCHBIHN TpaduK, HEfpoceTeBble TEXHOJIOTHH, UCCIEIyEMbIE PACIIPEIETIEHNUsI, KIacCupuKaum TpaduKa,
UHGOPMAIMOHHBIE OOBEKTHI.
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