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System threats of the security of business in Kazakhstan 

In article is considered the main objective of a complex security system. From experience it is known that 
business begins to think of the safety only after there were problems and financial losses. It is possible and it 
is necessary to avoid. Firstly, it is necessary to tell that complex corporate safety is impossible without 
providing heads of business with information necessary for comprehensively weighed acceptance of man-
agement decisions. If the entity applies for long life and continuous development, the correct handling and the 
analysis of information on external and internal environment of business and tendencies of market develop-
ment is necessary. The authors of the article noted that after the security system began to function, the head 
must constantly monitor the implementation of the provisions of the concept of business security. Providing 
for the entity of an opportunity to successfully perform the activities in the conditions of instability, to timely 
distinguish and prevent all potential hazards, to protect by all legal methods the interests, to protect health and 
life of employees of the entity and national economy is analyzed. 
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І Statement of a problem 

Economic and social safety of the republic depends on a condition and development of small and medi-
um business in the current conditions of economic instability and geopolitical turbulence in which is in-
volved Kazakhstan. 

Mobility and flexibility of small and medium business allows to smooth negative consequences of crisis 
in which there were extracting republic industries. The domestic entrepreneurship absorbs the released labor 
power, provides social adaptation, creates new market niches and points of economic growth. 

The condition of a business environment is a key indicator of economic safety of the state, and the busi-
ness climate estimates a level of credibility as economic and social category. Kazakhstan on the commonly 
accepted practice carries out monitoring of the entrepreneurial environment for determination of priorities of 
policy in the field of development and support of subjects of small and medium entrepreneurship. Authors of 
article suggest to consider business environment indicators from a line item of emergence of risks of instabil-
ity and decrease in social and economic safety of the country. 

The world community has faced loss of understanding of a global trajectory of development of econo-
my. The processes proceeding in various markets and in regions are characterized by such level of instability 
and turbulence that it is possible to speak about loss of basic model of the economic relations. Creation of a 
new order and new model is prevented by not deficit of theoretical designs, but loss of one of the main crite-
ria of mutual understanding trust. 

ІІ Analysis of the last researches and publications  

The phenomenon of trust is a basis practically of all economic and social processes. The economic 
judgment of essence and nature of trust originates in K. Arrow's, J. Coleman's, F. Fukuyama's, R. Galati's, 
E. Ostrom's, R. Locke's works [1–6]. Theoretical approaches to classification of trust were studied in 
O. Williamson's, J. Barney's, M. Hansen's, P. Hall's, B. Rothstein's, D. Stoll's, S. Masamichi's works [7–12]. 
By F. Fukuyama's determination the trust is an arising expectation at members of society of the fact that oth-
er his members will behave more or less predictably, is fair also with attention to needs of people around, in 
consent with some general regulations [13; 55]. K. Arrow notes that «the trust is important for the economic 
organization … without it any market cannot function» [14; 23]. 

The person and the state are forced to create the system of trust for ensuring effective communication in 
economic and social conditions of risk and uncertainty. According to the Russian scientists «the behavior 
based on trust will be considerable more effective, than the behavior based on formal rules which need to be 
developed and approved constantly and then and to defend their observance, including by means of enforce-
ment measures» [15; 11].  
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The trust  important part business relations, its availability promotes reduction of uncertainty and de-
crease in risks [16]. Cook and Emerson consider that the uncertainty level is higher, the cross liabilities are 
more necessary [17]. Process of an exchange in the market does not possess free nature. Transactional ex-
penses in the global world have a great influence for functioning of economy.  

ІII Main results of research  

In fact the main problem - weather will be able to win world (any) economy at a scale having reduced at 
the same time transactional expenses. Certain mechanisms are urged to reduce these expenses, but availabil-
ity of a necessary and sufficient level of credibility is always the cornerstone of their functioning. The trust is 
also a factor of fight against asymmetry of information between agents. Prevalence of mistrust in society is 
equivalent to entering of the additional tax on all forms of economic activities of which societies with a high 
income level are relieved [13; 55].  

Authors determine that trust as fundamental economic category without which the market relations is 
impossible. At the same time the trust cannot be created artificially, it is result of influence of social and eco-
nomic conditions. In modern society «the trust radius» is narrowed - a circle of people and the social groups 
entering into single system of trusting relationships. F.Fukuyama notes that any society possesses a certain 
inventory of a social capital, considerable distinctions between them are caused by the radius of trust [3; 13]. 
A task of authors of article is the risks assessment of the Kazakhstan economy due to reducing radius of trust 
(Fig. 1). 

 

 

Figure 1. Levels of trust and risks 

Authors consider trust as the institutional economic category determining behavior of the economic ac-
tor in system of economic activity of various levels. Certain content of concept «Trust» included in a wide 
value system and determining behavior of the subject at the hierarchical level corresponds to each level of 
globalization of economic systems. Depending on the level of hierarchy increases importance of trust as 
basic category and increases danger of level of loss. Loss of trust of the top level can lead to strengthening of 
trust of basic levels, however, can be followed also by crash of all valuable and confidential system of rela-
tions in entrepreneurship. 

Basic level of values for the entrepreneur, as well as any person, am its own «I» and the society sur-
rounding it - the family, relatives, friends. The level of trust shall be maximum here. Even the slightest loss 
of trust to itself leads to destruction of the person as persons, reduces his social activity. For entrepreneurship 
as special type of activity, the availability of a personal initiative based on confidence in own opportunities - 
is the dominating factor. Trust to the entrepreneur - the first and most important investment into business, 
especially in small. A family support, an inner circle and compatriots - important levels of ensuring trust 
which importance weakens in process of removal from the entrepreneur. 

Loss of trust of the first basic level creates threat of apathy, failure act of the specific entrepreneur. In 
case of mass manifestation of loss of trust at a basic level there is a danger of reducing entrepreneurship as 
bases of forming of market society. 
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ow economy are the most dangerous systemic risks for economy of Kazakhstan. Their manifestation, devel-
opment and consequences will be researched separately in the second part of our article.  

We will consider risk of low competitiveness of the Kazakhstan entrepreneurship as generation of mis-
trust to a possibility of business development. The policy of support of business realized by the state stimu-
lates only about 2 % of respondents. Entrepreneurship lack of work in the labor market is a basic reason of 
occupation. The entrepreneurship realized not as the personal initiative and the voluntary choice, and as un-
contested employment bears in themselves stability threat. Such entities initially are characterized by low 
competitiveness and profitability of business, and also high level of volatility to external risks and instability. 

The Kazakhstan entrepreneurship develops in regions where there is rather strong enterprising competi-
tion, big density of population that allows to expect to entrepreneurs the market in the region. This phenome-
non confutes a hypothesis according to which, potential entrepreneurs appear in regions with the low compe-
tition, according to great opportunities for entry into the market. This tendency increases distinction between 
the backward and developed regions of the country and creates threat of internal instability. 

Kazakhstan as the state living on a raw rent and disposing of the main part of the income from exploita-
tion of natural resources is the chief employer and does not stimulate business activity. By a provisional es-
timate, in 2015 annual average number occupied in Kazakhstan has constituted 8,5 million people, from 
them: 

 39 the  % occupied at the entities of a private sector; 
 28 % employees of the entities with state participation; 
 4 % employees of overseas enterprises; 
 28 % self-employed workers. 
The state spheres  education, health care and a state administration - have provided the main contribu-

tion to an employment surplus since 2010. The private sector practically does not generate creation of new 
fixed workplaces in recent years. The work market situation in 2016 will depend in many respects on actions 
of the state and quasi-public sectors which, in addition to direct employment, provide a considerable share of 
demand for products made in the country. 

3. Entrepreneurial passivity as reaction to domination of the state in economy, is the most important in-
stitutional sign of loss of trust of citizens to the declaration of economic equality and independence of each 
subject. Characteristic of business in Kazakhstan is its related focus. Without trusting the state as to the part-
ner, the entrepreneur limits trust to a circle of the next society. For the organization and development of own 
business Kazakhstan citizens are guided by resources of the family and relatives. The nepotism as basic so-
cial model constitutes threat of development not only business, but also all management system and is the 
cornerstone of the Kazakhstan model of corruption. 

The Kazakhstan owners of business in the choice of entrepreneurship as main activity are guided first of 
all by desire of finding of independence (41,4 %), including financial (16 %). At the same time availability 
of necessary knowledge and skills in implementable activities mark out about 16 % of respondents. Incom-
petence is one of the main risks of the Kazakhstan entrepreneurship. It is directly connected with risk of a 
nepotism as business models and as a result generates the most dangerous forms of corruption about what it 
will be in detail researched in the second part of article.       

Creation of the strong, competent organizations in the future is under the threat because of low compe-
tence entering small business. Only 1 % of potential entrepreneurs have necessary skills of competitiveness: 
knowledge of the case, absence of fear, ability to plan. 

IV Conclusions  

Considering that the Kazakhstan entrepreneurs concentrate business in the developed, competitive mar-
kets, they do not plan creation of offers of new goods or services, thereby creations of a new niche for the 
activities. Commitment to implementation of traditional types of activity which will bring in certain stable 
incomes; amplifies high average age of the beginning entrepreneurs, not persons interested to create new 
goods and services. Conservatism creates threat of stagnation of a business sector and decrease economic 
safety of the country. 

The trust becomes a present problem. The modern situation is characterized by high degree of uncer-
tainty. Preserving economic activity is a question of the attitude of entrepreneurs towards the increasing 
risks. The market system does not work without expectation of accomplishment of liabilities and trust to reli-
ability of partners. 
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All participants of the market relations in the conditions of dynamically changing external environment 
and high instability of the financial markets shall make economic decisions quickly. Level of instability of 
the world market and, the market of Kazakhstan as its parts, creates a situation in which the most part of in-
formation does not give in to sure forecasting. In these conditions decision making process is based on trust. 
The market as system of economic and social exchanges requires basic trust to the system of institutes. 
Without it the exchange will not be general. In Kazakhstan is broken generality of trust and systems of busi-
ness entrepreneurial activity. 

Loss of trust, deficit of trust does not give the chance of long-term planning, promotes increase of insti-
tutional barriers, inevitably increases uncertainty and instability of the institutional environment, all this does 
the existing institutes are inefficient. And without effective institutes those purposes which are set before the 
Kazakhstan economy — upgrade, innovations, sustainable economic development are impossible. 
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Б.Ж. Болатова, А.Б. Тасмаганбетов, Б.Б. Дуйсенбаева 

Қазақстандағы бизнес қауіпсіздігінің жүйелік бұзылуы 

Мақалада қауіпсіздіктің кешендік жүйесінің негізгі мақсаттары қарастырылған. Тəжірибе 
көрсеткендей, бизнес өз қауіпсіздігі туралы ойлауды мəселелер жəне қаржылық шығындар 
туындағаннан кейін бастайды. Бұл мəселенің алдын алуға болады жəне керек. Бірінші ретте кешендік 
корпоративтік қауіпсіздік басшылардың бизнесті стратегиялық жəне оперативтік басқарушылық 
шешімдерді жан-жақты қабылдау үшін қажетті ақпаратпен қамтамасыз етпесе, мүмкін емес. Егер 
бизнес ұзақ өмір сүргісі жəне үзіліссіз дамуға бағыт ұстайтын болса, бизнестің сыртқы жəне ішкі 
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ортасы, бəсекелестер, жеткізуші, серіктестер, қызметкерлер, бизнес-үрдістер жəне нарық дамуының 
тенденциялары туралы ақпараттың дұрыс өңделіп, талдауы жасалуы қажет. Қауіпсіздік жүйесі қызмет 
істегеннен кейін бизнес қауіпсіздігі концепциясының ережелерін орындау үшін тұрақты бақылау 
қажеттілігі қарастырылған. Мақала авторлары қауіпсіздік жүйесі жұмыс істей бастағаннан кейін 
басшылықтың бизнес қауіпсіздігі тұжырымдамасының ережелерін жүзеге асыруға үнемі қадағалауы 
керек екендігін атап өткен. Тұрақсыздық жағдайында (ішкі жəне сыртқы) өз қызметін сəтті қызмет ету 
мүмкіндігін қамтамасыз ету уақытында барлық болашақ қауіп-қатерлер анықталып, алдын алу, өз 
қызығушылықтарды барлық заңды əрекеттермен, бизнес жəне ұлттық экономиканың 
қызметкерлерінің денсаулығы мен өмірлерін қорғауды қамтамасыз ету талданған. 

Кілт сөздер: қауіпсіздік, бизнес, жүйелік қауіптер, іскерлік орта, басқару шешімдер, шағын бизнес, 
орта бизнес, кəсіпкерлік, тиімділік, бизнес-модель. 

 

Б.Ж. Болатова, А.Б. Тасмаганбетов, Б.Б. Дуйсенбаева 

Системные угрозы безопасности бизнеса в Казахстане 

В статье рассмотрена основная цель комплексной системы безопасности. Из опыта известно, что 
бизнес начинает задумываться о своей безопасности только после того, как возникли проблемы и 
произошли финансовые потери. Этого можно и нужно избежать. В первую очередь, нужно сказать, 
что комплексная корпоративная безопасность невозможна без обеспечения руководителей бизнеса 
информацией, необходимой для всесторонне взвешенного принятия управленческих решений, как 
стратегических, так и оперативных. Если предприятие претендует на долгую жизнь и непрерывное 
развитие, необходима правильная обработка и анализ информации о внешней и внутренней среде 
бизнеса, конкурентах, поставщиках, партнерах, сотрудниках, бизнес-процессах и тенденциях развития 
рынка. Авторами статьи отмечено, что после того, как система безопасности начала функциониро-
вать, руководителю необходимо осуществлять постоянный контроль за выполнением положений кон-
цепции безопасности бизнеса. Проанализировано обеспечение для предприятия возможности успешно 
осуществлять свою деятельность в условиях нестабильности (как внутренней, так и внешней), свое-
временно распознавать и предотвращать все потенциальные угрозы, защищать всеми законными спо-
собами свои интересы, охранять здоровье и жизнь работников предприятия. 

Ключевые слова: безопасность, бизнес, системные угрозы, бизнес-среда, управленческие решения, 
малый бизнес, средний бизнес, предпринимательство, эффективность, бизнес-модель. 
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