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The relevance of research. The relevance of the problem under study is due to the need to develop a national
concept for the control of weapons of mass destruction, taking into account national legislation, in order to
develop a mechanism for monitoring activities in the field of trafficking in weapons of mass destruction, as
well as measures to counter the merging with terrorist and religious extremist activities. Currently, financing
of weapons of mass destruction poses a potential and real danger to the national security of the Republic of
Kazakhstan, as well as the EAG countries. This is due to the common borders with many countries of the near
abroad, a common historical past, and the manifestation of extremely negative factors of destabilization of
states and the conduct of aggressive wars, with the use of such weapons, both in the Middle East and in other
territories in the international community. The purpose of the article: is to determine the ways of interaction
on the use of information by competent authorities countering the financing of weapons of mass destruction
in the framework of international cooperation, as well as the system for the exchange and use of information
by competent authorities countering the financing of weapons of mass destruction in the framework of inter-
national cooperation, consideration of legal and other mechanisms:cooperation, coordination and control of
weapons of mass its destruction (manufacture, acquisition, storage and disposal, transportation), within the
framework of national legislation. Research results: A national concept for the control of weapons of mass
destruction of a national and international mechanism for monitoring activities in the field of the trafficking
of weapons of mass destruction, sanctions for this criminal offense is presented and considered, new risks of
financing WMD and their most problematic issues in the Republic of Kazakhstan are identified, taking into
account the national legal system ensuring their effective resolution, as well as preventive measures for merg-
ing with the terroristion and religious extremist activities. Practical significance: Based on the current national
legislation, the methodology for investigating crimes related to WMD and its financing and merging with in-
ternational terrorism is determined, the main elements of the criminalistic characteristics of the type of crimi-
nal offense under consideration are identified, certain aspects related to the definition of weapons of mass de-
struction, their classification and types, the degree of the damaging effect and the severity of the consequenc-
es of their use, the purpose of punishment are identified, and the threats and vulnerabilities associated with fi-
nancing the proliferation of weapons of mass destruction for modern Kazakhstan are identified.

Keywords: financing of weapons of mass destruction, identifying and suppressing the financing of terrorism,
biological terrorism, chemical attacks, biological attacks, pathogens, effective measures to counter the financ-
ing of terrorism and WMD, terrorist financing risks and WMD, terrorist organizations and groups, terrorists,
exploitation of natural resources, payment products and services

Introduction

Proliferation, as well as financing the proliferation of weapons of mass destruction, is one of the domi-
nant threats to peace and international security.

The UN Security Council resolution adopted on April 28, 2004, better known as the 1540 Committee, is
a fundamental international document in the field of non-proliferation of weapons of mass destruction. The
provisions of the 1540 Committee determined the further direction in this area, having laid the foundation for
sufficiently universal provisions and recommendations of the UN Security Council regarding the ban on fi-
nancing the proliferation of weapons of mass destruction, which are considered and have their own effective
mechanism to date, and also determine the means of delivery of weapons of mass destruction, which include
missiles and other unmanned systems capable of delivering nuclear, biological and chemical weapons, spe-
cially designed data for this application [1].

It should be noted that nuclear, chemical and biological weapons are classified as weapons of mass de-
struction. These types of weapons are defined as mass destruction of humanity, as a biological species, as
well as causing irreparable biological harm to subsequent generations of people.

In accordance with the FATF provisions on countering the proliferation of weapons of mass destruc-
tion, the term «proliferation financingy is defined as the act of providing funds or financial services that are
used, in whole or in part, for production, acquisition, possession, development, export, cross-border move-
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ment, mediation, transportation, transfer, stockpiling or use of nuclear, chemical or biological weapons and
their delivery vehicles and related materials (including dual-use technologies and products used for illegal
purposes) in violation of national legislation or, where applicable, international obligation [2].

The UN Security Council in the area of countering the financing of the proliferation of weapons of mass
destruction logically defines an approach in two main areas, namely:

— global, in accordance with the Provisions of the 1540 Committee and subsequent UNSC Resolutions;

— country (with respect to specific states, at the present stage of Iran, with the Corps of Guardians of the
Islamic Revolution belonging to it, as well as the DPRK) based on UN Security Council Resolutions 1718
(20006), 1737 (2006), 1747 (2007), 1803 (2008), 2231 (2015), 2270 (2016), 2321 (2016), 2356 (2017), 2371
(2017), 2397 (2017), including the expansion of sanctions against such states for repeated violations of UN
Security Council resolutions.

In addition, in the scope of its resolutions, the UN Security Council imposes mandatory obligations on
participating countries (not only states, permanent members of the UN) with respect to financing the prolif-
eration of weapons of mass destruction.

The FATF has a special role in countering the financing of the proliferation of weapons of mass de-
struction.

The mandates of the considered group for the development of financial measures to combat money
laundering, as an intergovernmental body, provide for the standards established by it'and the maximum assis-
tance in the expedient and efficient use of existing regulatory measures of a legal and operational nature in
order to finance the proliferation of weapons of mass destruction.

The developed recommendations of the FATF have identified a set of necessary measures that countries
should use to counter the legalization of proceeds from crime, the financing of terrorism and the financing of
the proliferation of WMDs. Also, in order to ensure national security of the state and, in accordance with
this, to strengthen the regime of attention to counteract the financing of the proliferation of weapons of mass
destruction, to strengthen and intensify the use of targeted financial sanctions by immediately freezing funds
or other property in favor of / for any individual or legal entity, which are established by the UN Security
Council, in accordance with Chapter VII of the UN Charter and the implementation of UN Security Council
resolutions, in terms of preventing and preventing FROM.

It should be noted that a rather relevant issue.is the organization of activities to counteract the prolifera-
tion of WMD proliferation in the aspect of national systems of countries and states.

This is due to the possibility and necessity. of identifying and identifying existing risks and threats, and
also helps to identify, suppress and disclose criminal schemes with the participation of legal entities and in-
dividuals that finance and directly proliferate weapons of mass destruction, which attract, transfer and use the
necessary funds.

In accordance with Chapter VII of the UN Charter and the implementation of UN Security Council res-
olutions, the main aspects are identified for countering the financing of the proliferation of weapons of mass
destruction in the following areas:

— the application/of targeted financial sanctions for financing the proliferation of weapons of mass de-
struction (including the identification and prevention of evasion of sanctions), including guidance on the im-
plementation of UN Security Council resolutions.

— the application of other measures included in UN Security Council resolutions that are outside of the
FATF Recommendations 7, however, relating to FROM. This is due to the fact that they relate to targeted
financial 'sanctions, which alone are not able to provide opposition to financing illegal procurement by Iran
and the DPRK; 'which accordingly requires the use of alternatives from the private and public sectors;

— interdepartmental cooperation and coordination, including instructions for assisting and assisting in
the formation and use of legal mechanisms for cooperation in countering the financing of the proliferation of
weapons of mass destruction at the international and national levels.

— monitoring and supervision of compliance, containing recommendations to the relevant competent au-
thorities on the monitoring and supervision of the use by the private sector of certain measures to counteract
the financing of the proliferation of weapons of mass destruction.

The UN Security Council resolutions and the FATF Recommendations contribute to the actual imple-
mentation in domestic legislation, national legal systems, and in the practical activities of relevant state bod-
ies of certain financial sanctions and other financial measures.
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The aforementioned is enshrined in UN Security Council resolutions regarding the prevention of the
proliferation of weapons of mass destruction, precisely in the unified established standards for international
cooperation and legal assistance in this direction.

As stated earlier, the FATF recommendations form a comprehensive, logically sound system of
measures that countries should use to counter the proliferation of weapons of mass destruction.

In this regard, the Republic of Kazakhstan is quite actively using in the national legal and legislative
system, and, accordingly, in practical activities, UN Security Council resolutions and the FATF Recommen-
dations on countering the legalization of money or other property obtained by criminal means (as defined by
the current legislation of the Republic of Kazakhstan), financing of terrorism, and financing of distribution
weapons of mass destruction.

It should be noted that the Republic of Kazakhstan, as an independent and sovereign state, hot. only
openly, expresses a national peace policy, but also by its own example demonstrates the rejection of nuclear
weapons.

The priority directions of the foreign policy of the Republic of Kazakhstan, as an anti-nuclear power,
are the rejection of the use of nuclear, chemical and biological weapons.

The basis of this political and legal decision is the comprehensive strengthening of peace and interna-
tional security, the comprehensive development of international cooperation and legal assistance, support in
resolving military and other international conflicts (an example of this is the provision of a platform for in-
ternational negotiations on the ATS).

The above serves to realize the goal of preventing the financing and proliferation of weapons of mass
destruction, the dynamic development of strengthening the regime for the destruction of nuclear, chemical
and biological weapons on a global scale, as well as developing a national concept for controlling the non-
proliferation of weapons of mass destruction.

The Republic of Kazakhstan, which has been pursuing an anti-nuclear policy since the proclamation of
its independence and sovereignty, constantly follows its political and legal principles of refusing to finance
the proliferation of weapons of mass destruction.

In this regard, Kazakhstan has formed an intra-national non-proliferation regime for weapons of mass
destruction, which was based on the decision of the:Government of the Republic of Kazakhstan dated August
29, 1991 on the closure of the Semipalatinsk nuclear test site (SINP).

The results of this political step were the withdrawal of nuclear material from Kazakhstan, the staging
of nuclear facilities of the Republic underthe IAEA safeguards, the creation of the National Nuclear Center
of Kazakhstan, where monitoring and experiments in the field of atomic energy and radiobiology (NNC RK)
are carried out.

It should be noted that on the territory of the Republic of Kazakhstan there is a fairly developed nuclear
infrastructure, within the framework of which there is industrial production of natural uranium and uranium
ore, which has clear legislative regulation and is under the supervision and control of the relevant competent
authorities.

In 1992, Kazakhstan launched an independent export of nuclear products, as well as their dual-use, as
well as the development of strict export control measures. The dominant principles of export control
measures were:

— strict adherence to international obligations regarding the non-proliferation of weapons of mass de-
struction and other types of weapons;

— strictly prioritizing political and legal interests in export controls;

— control.of export of nuclear materials and dual-use technologies at the state level;

= clarity, transparency and reliability of the export control system, including at the international level.

The formation of the export control system in the Republic of Kazakhstan was founded by a Resolution
of the Cabinet of Ministers of the Republic of Kazakhstan in 1993, and was marked by the adoption of a leg-
islative act on the export and import of nuclear materials, materials and dual-use technologies. This led to the
fact that Kazakhstan, a member country of the Union of Independent States (hereinafter referred to as the
CIS), was one of the first to adopt the Law of the Republic of Kazakhstan «On export control of armaments,
military equipment and dual-use products» in 1996.

In addition, in 2002, Kazakhstan joined the Group of Nuclear Suppliers (hereinafter NSG) in the inter-
national association. The nuclear group, which includes 48 states, is designed to limit the risk of nuclear pro-
liferation by establishing export controls for key materials, equipment, and technologies.
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Kazakhstan, as a member of the YaP Group, aims to step up measures to combat terrorism, counter the
proliferation of weapons of mass destruction, strengthen control over the use and movement of nuclear mate-
rials, as well as dual-use products.

The Republic of Kazakhstan, which controls the means of transit, movement and delivery of weapons
of mass destruction, is systematically involved in the development of the International Code of Conduct
against the Proliferation of Ballistic Missiles, launched at an international conference in The Hague in No-
vember 2002, including the Global Initiative to Combat Acts of Nuclear Terrorism. This was reflected in the
holding in 2010 of the next International Conference of the Global Initiative to Combat Acts of Nuclear Ter-
rorism in Astana. Already in 2012, at the International Anti-Nuclear Conference also held in Astana, the ini-
tiative «Abolish Testing Our Mission» («<ATOM») was launched, the main idea of which is to organize an
international campaign whose goal is to provide accessible information about the consequences and.threats
of nuclear tests for the entire world community.

As an initiative to strengthen the non-proliferation regime of weapons of mass destruction and its fi-
nancing at the Washington Summit in 2010, the Republic of Kazakhstan presented a package of proposals
for the development of fundamentally new international acts of nuclear disarmament, namely, treaties on the
universal horizontal and vertical non-proliferation of nuclear weapons, on the prohibition of production fis-
sile materials for military purposes, as well as under the auspices of the UN to conclude a new Global Com-
pact on the universal and complete prohibition of nuclear weapons.

In addition, the Republic of Kazakhstan advocated strengthening international control over programs in
the field of nuclear energy control and called for the formation of new nuclear-free zones, including in the
Middle East, with strong security guarantees from nuclear states and preferences in the development of
peaceful nuclear energy. In this sense, the Republic of Kazakhstan is in favor of building up the efforts of
states, as members of the world community, to counter the threat of nuclear terrorism, with the fundamental
role of the UN and the implementation of UN Security Council@esolutions on the non-proliferation of weap-
ons of mass destruction.

An important step in strengthening the WMD nonproliferation regime was the signing at the UN head-
quarters in New York by representatives of the countries of Great Britain, China, Russia, the United States
and France (the «nuclear fivey), the Protocol to the/Treaty on the Establishment of a Nuclear-Weapon-Free
Zone in Central Asia (CACFA), which took place in 2014. This made a new round in the legal and political
stage of the formation of nuclear-free zones, with guarantees not to use nuclear weapons against the «nuclear
fiven.

A special role in the non-proliferation of WMD and its financing belongs to the International Atomik
Energy Agency (IAEA), the International Atomic Energy Agency (IAEA), which is the main international
organization for the development of 'cooperation in the peaceful uses of atomic energy, and in 1994 Kazakh-
stan entered its 121 full-fledged party.

The Republic of Kazakhstan, in accordance with the provisions of the Treaty on the Non-Proliferation
of Nuclear Weapons (NPT), signed the Safeguards Agreement between the Government of Kazakhstan and
the International Atomic Energy Agency (Almaty, 1994), which entered into force in June 1995 after ratifi-
cation by the Decree of the President of the Republic. This led to the fact that national Kazakhstani organiza-
tions participate <in the JAEA Technical Cooperation Program with IAEA member countries,
which are aimed at improving the safety level of the use of atomic energy and nuclear-physical technologies,
the development and implementation of new advanced methods in industry, science, and the social sphere,
includinghealthcare and environmental protection. Also, in accordance with the specified Agreement on the
application of safeguards, all nuclear activities in the Republic of Kazakhstan are under IAEA safeguards,
and are carried out in accordance with the standards and rules of the international organization.

In 2015, the International Atomic Energy Agency supported the Republic of Kazakhstan in hosting the
International Bank of Nuclear Fuel under its auspices.

In this regard, the participating countries are provided with reliable access to fuel for nuclear power
plants, which will allow countries that do not have uranium enrichment facilities to have stable supplies of
nuclear fuel, as well as reduce the risk of the proliferation of technologies classified as «secret», which in
general It guarantees global security in the field of nuclear fuel, strengthens the international authority of the
Republic of Kazakhstan and its initiative for the peaceful use of the atom.

It should be noted that the creation of the IAEA Low Enriched Uranium Bank and its deployment on
the territory of the Republic of Kazakhstan under the auspices and control of the IAEA provides an oppor-
tunity for all states to carry out peaceful nuclear research and significantly reduce the risks of nuclear terror-
ism throughout the world community.
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The Nuclear Security Summit in Washington (USA) in 2016, confirmed the high level of nuclear safety
in the Republic of Kazakhstan. The improved Kazakhstani system of export control of nuclear materials, as
well as the consideration of the formation in Kazakhstan of an Identification Center for Nuclear and Radio-
active Materials, is emphasized.

The need to consider the strategy for countering the proliferation of nuclear, chemical and biological
weapons, as well as their financing, is one of the main, in terms of global mechanisms that reduce the need
for the acquisition and production of WMD, as well as the use of scientific research in this regard strictly for
peaceful purposes.

The growing political and economic tension between the parties to the Treaty on the Non-Proliferation
of Nuclear Weapons (NPT) reduces the development of scientific research in the field of nuclear energy for
peaceful purposes, which actually impede scientific and technological progress.

The above also acts as a provocative factor, according to which the parties to the Treaty can illegally
carry out activities contrary to the signed Treaty and provide the opportunity to obtain the necessary scien-
tific, economic and other potential for the creation of weapons of mass destruction, its financing and prolif-
eration.

In our opinion, the antinuclear policy of Kazakhstan, which it pursues in the world community, contrib-
utes to the creation of real and potential conditions for maintaining not only national but also international
security.

In this regard, the Republic of Kazakhstan has a sufficient legislative base and strict legal regulatory
mechanisms in the field of countering the financing of the proliferation of weapons.of mass destruction.

Organization of activities for financing the proliferation of weapons of mass destruction (hereinafter re-
ferred to as FROMU) in the Republic of Kazakhstan is legally based on legislative acts (for example, the
Law of the Republic of Kazakhstan «On the Use of Atomic Energy», the Law of the Republic of Kazakhstan
«On Export Control», the Criminal Code of the Republic of Kazakhstan, etc.)

Considering the issue from the point of view of control and supervision, it can be noted that the princi-
ples and methodology of control and supervisory activity have not changed significantly since the collapse of
the USSR and the legal system, including in the area.of the proliferation of weapons of mass destruction and
its financing.

Control and oversight functions were carried out not'only by specially created state and national struc-
tures, but also by other state bodies within their competencies. At present, state bodies whose competence
includes control and supervision of counteraction to the financing of the proliferation of weapons of mass
destruction constantly perform their functions, including the correct implementation and application of legis-
lative norms. The exercise of such functions takes place not only in relation to public authorities and admin-
istration, but also in relation to various institutions and organizations, as well as officials and citizens.

The functions of the control and supervisory bodies of state power and administration of Kazakhstan in-
clude dual measures, on the one hand law enforcement, and on the other hand administrative nature.

Law enforcement control and oversight activities include actions to identify and suppress violations of
the secrecy, law and order regime, applying appropriate sanctions to offenders or raising the issue of correct-
ing violations of the law and bringing perpetrators to legal responsibility before the competent authorities.

Administrative measures include the development and approval of various rules and standards in the
field of countering the financing of the proliferation of WMD, both technical and organizational in nature,
including the rules of accreditation, licensing, approval of the rules of state accounting and safety in the field
of nuclear, chemical and biological weapons.

State bodies performing control and supervision functions carry out their activities in various areas of
government.

The decisive role in organizing activities to counteract the proliferation of weapons of mass destruction
belongs to the law enforcement and special bodies of Kazakhstan, as well as to the ministries that regulate
relations in this area.

The Law of the Republic of Kazakhstan «On the Use of Atomic Energy» defines the legal basis and
principles for regulating public relations in the field of the use of atomic energy in order to protect the life
and health of people, their property, environmental protection, and is aimed at ensuring the non-proliferation
of nuclear weapons, nuclear, radiation and nuclear security when using atomic energy.

In addition, in 2014, the Republic of Kazakhstan established the Committee for Atomic and Energy Su-
pervision and Control of the Ministry of Energy of the Republic of Kazakhstan, where one of its main tasks
is the implementation of state policy in the field of electric power and the use of atomic energy.
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The functions of the Committee for Atomic and Energy Supervision and Control cover a fairly com-
plete list of directions regarding the provision of state policy in the field of countering the financing of the
proliferation of weapons of mass destruction.

These include not only the implementation of the regulatory and control and oversight functions, but al-
so participation in the strategic functions of the central executive bodies, legal entities and individuals, as
well as the adoption of regulatory legal acts (except those that affect the rights and freedoms of man and citi-
zen in RK), international cooperation and licensing control.

The Committee for Atomic and Energy Supervision and Control is authorized, within its competence, to
carry out inspections in the field of atomic energy and to carry out state control in the field of its use, com-
pliance with radiation safety standards and rules, licensing conditions, as well as in the field of public radia-
tion safety.

The powers regarding export, import, transfer, transit and placement of nuclear materials and other
sources of ionizing radiation, as well as in the field of atomic energy use, are emphasized.

The State Atomic and Energy Supervision and Control Committee of the Republic of Kazakhstan is al-
so responsible for maintaining state accounting of nuclear materials and sources of ionizing radiation, mak-
ing decisions on the registration or removal of nuclear materials, sources of ionizing radiation from it, and
the Committee for Atomic and Energy Supervision.

The current legislation of Kazakhstan establishes the right of the Committee/for Atomic and Energy
Supervision and Control to agree on the issuance of a license to state bodies implementing state regulation in
the field of export control for the export \ import of nuclear and special non=nuclear materials, equipment,
plants, technologies, sources of ionizing radiation, equipment and relevant dual-use goods and technologies,
as well as works and services related to their production.

In addition, the implementation of licensing and permitting procedures within its competence, and the
coordination of calculation methods related to nuclear, radiation and nuclear security, submitted by an expert
organization;

On the territory of the Republic of Kazakhstan, the Committee for Atomic and Energy Supervision and
Control organizes research on nuclear, nuclear physical'and radiation safety.

Ensuring the nuclear non-proliferation regime and monitoring nuclear tests, developing and approving
methodological recommendations for individuals.and legal entities operating in the field of atomic energy
use, regarding methods and ways to confirm the compliance of the atomic energy object with nuclear, nucle-
ar physical and radiation safety requirements, analysis and reconciliation of the received information on the
presence, location and movement of ionizing radiation sources and enter e in the appropriate register (Regis-
ter of sources of ionizing radiation)

The Committee for Atomic and Energy Supervision and Control is entrusted with the functions not only
of certifying personnel engaged in labor activities at nuclear facilities, but also of accrediting organizations
that conduct nuclear, radiation, and nuclear safety assessments and register them.

The Law of the Republic of Kazakhstan «On Export Control» regulates the basis and procedure for ex-
port control of armaments, military equipment, nuclear and special non-nuclear materials, military products,
dual-use goods and technologies (destinations), raw materials, materials, equipment, technologies, scientific
and technical information‘and services related to their production and use in the interests of international and
national security, and strengthening the non-proliferation of weapons of mass destruction.

The main objectives of export control are ensuring national security, strengthening the non-proliferation
of weapons of mass destruction, promoting the formation of a stable and secure system of international rela-
tions, as well as strengthening international security and stability, and preventing the proliferation of weap-
ons of mass destruction and their means of delivery.

Currently, in addition to the above state competencies in organizing activities to counteract the prolifer-
ation of weapons of mass destruction, financial intelligence units and the Financial Monitoring Committee of
the Ministry of Finance of the Republic of Kazakhstan play a special role. The activities of this organization
in countering the financing of the proliferation of weapons of mass destruction acts as a structure assisting
the law enforcement and special bodies of Kazakhstan in identifying FROMU, thereby providing evidence in
accordance with the criminal procedure law.

In this regard, the most effective activities are carried out by law enforcement and special bodies of Ka-
zakhstan to identify, suppress, disclose and investigate crimes related to financing the proliferation of weap-
ons of mass destruction.
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The criminal legislation of the Republic of Kazakhstan defines a specific norm (Article 162 of the
Criminal Code of the Republic of Kazakhstan), according to which punishment is imposed in the form of
prolonged imprisonment for the production, acquisition or sale of prohibited chemical, biological, nuclear or
other types of weapons of mass destruction. Also on this type of crime in Kazakhstan there is a judicial prac-
tice, which currently has 12 investigated criminal cases implemented in court [3].

However, the specified substantive law norm is capable of its direct function only by means of opera-
tional-investigative and intelligence activities.

Thus, the Republic of Kazakhstan, as a state that has undertaken the obligation to renounce nuclear
weapons (even to the detriment of its own national interests), not only exercises control and supervision so
that no state, an international organization, legal entities or individuals, through transit, did not carry out op-
erations in its territory related to financing the proliferation of weapons of mass destruction; but also co-
ordinates activities to counteract the financing of the proliferation of weapons of mass destruction.

The successful detection, suppression and disclosure of various types of crimes is largely determined
not only by the definition of their forensic nature.

In this regard, criminal activities related to the financing of the proliferation of weapons of mass de-
struction deserve special attention and comprehensive consideration not only from the standpoint of interna-
tional legal standards, but also national legislation.

Moreover, a special role in this area belongs to preventive measures to prevent the facts of the acquisi-
tion by terrorist organizations and persons involved in such organizatiens of not only weapons of mass de-
struction, but also their precursors.

The legislation of the Republic of Kazakhstan does not determine the financing of the proliferation of
weapons of mass destruction, but considers it only within the framework of countering the legalization of the
financing of terrorism, as the provision or collection of money and (or) other property, property rights or
benefits of a property nature, as well as gift, barter, donations, charitable help, the provision of information
and other types of services or the provision of financial services. to an individual or group of persons, or to a
legal entity, committed by a person who was obviously aware of the terrorist or extremist nature of their ac-
tivities or that the property provided, information, financial and other services rendered will be used to carry
out terrorist or extremist activities or providing a terrorist or extremist group, terrorist or extremist organiza-
tion, illegal militarized formation.

The above definition is fully consistent with the International Convention for the Suppression of the Fi-
nancing of Terrorism, adopted in 1999 and the standards of the Group for the Development of Financial An-
ti-Money Laundering Measures (FATFE), as international standards in this field, taking into account the flexi-
bility of criminalization goals in the national laws of different countries.

Materials and methods

The leading approach to the study of counteracting the financing of the proliferation of weapons of
mass destruction lies in the systemic-activity approach and the method of legal analysis of existing national
legislation in this area;

Results

When considering the financing of the proliferation of WMDs as a crime, two main aspects must be dis-
tinguished:

Firstly, the general criminal law aspect of terrorist financing.

Secondly, the risks of financing the proliferation of weapons of mass destruction and their use by terror-
ist organizations.

This defines the purpose of immediate and effective adoption of measures to counter this criminal act.
This is due to the fact that WMD financing is a phenomenon that is developing quite quickly in terms of new
financial transformations and the logical emergence of the latest financial developments, including means of
payment (cryptocurrencies) and money and value transfer systems.

In our opinion, effective counteraction to WMD financing also lies in the recognition of the factor that
various types of terrorist organizations have financial and information management systems (a kind of budg-
et and intelligence) that they have formed, which allows not only to acquire, but also to produce WMD.

In accordance with this, there is a need for the development by law enforcement and other competent
authorities of legislative measures of strategic measures to counteract the financing of WMD in Kazakhstan.
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From the point of view of substantive norms of the criminal legislation of the Republic of Kazakhstan,
it is noted that the qualification of financing WMD of its precursors (for example, the use of precursors for
the manufacture of artisanal weapons, the formation of an illegal paramilitary formation, etc.), as a criminal
act, refers to any person who knowingly provides, or / and collects money, property, rights or benefits to
him, including a barter, donation, charity, information, financial and other services, physical a person or a
group of persons, or a legal entity. However, in the national legislation of Kazakhstan, the disposition of Ar-
ticle 162 of the Criminal Code of the Republic of Kazakhstan does not indicate a sufficiently significant ele-
ment for qualifying WMD financing, namely, various assets as controlled resources for obtaining economic
and financial benefits. This disposition is due to the fact that the aspects of financing WMD, and various
forms of its implementation, have acquired a fairly wide international scale, reimbursement of the costs of
terrorist operations, also related to the conduct of hostilities in the Middle East and terrorist attacks:in Eu-
rope, increased activity of manufacturing of chemical weapons and its use both for offensive purposes to de-
stabilize the situation, and when using robotic systems, including unmanned ones).

It should be noted that the money provided, including in the form of donations and / or charitable assis-
tance, as well as other property or services, are spent to a greater extent on the organizational, technical and
educational direction of militants and terrorists, and the terrorist act itself, as the final stage, act as a conse-
quence of the financing of terrorism using WMD, that is, it merges.

As indicated earlier, the next aspect is the risks of WMD financing, due to the timely and effective
adoption of measures to counter the criminal offense under consideration. In the'broadest sense, terrorism
refers to all the diverse methods of combating the use of various forms of violence and intimidation, which
are manifested in various types of criminal activity, including the use of biological and chemical weapons.

In the domestic and foreign literature, various classifications are given of the forms and types of mani-
festations of modern terrorism as a multifaceted phenomenon with a rather complex configuration, where not
only the financial component in such criminal structures occupies.a special place, but also the availability of
handicraft chemical weapons and the possibility of acquiring and developing biological weapons at the ex-
pense of these funds.

Terrorist attacks can manifest themselves in the forms of biological, chemical and nuclear attacks, in the
form of organizational-group and individual groups and units that currently have acquired certain structural
changes due to technological advances in the financial sector (cryptocurrencies, prepaid cards, payment ser-
vices via the Internet network etc.) In particular, such changes relate to the structure, size and spatial charac-
teristics of the organizational and group composition of terrorists, which naturally affects the management of
financial resources, as well as the movement and use of funds and other assets that can be used as payment
for production, acquisition or transpertation of weapons.

Discussions

A separate consideration is required by Article 162 of the Criminal Code of the Republic of Kazakh-
stan, where it is noted that a criminal offense is only the production, acquisition or sale of a chemical, biolog-
ical, nuclear, or other type of weapon of mass destruction prohibited by an international treaty of the Repub-
lic of Kazakhstan, and clause 2 of Article 163 indicates that the use of WMD is a prohibited means of war-
fare.

At the same time, precursors for the manufacture of chemical weapons are not legally defined and have
no prohibition; as well as biological agents and pathogens that pose a threat to biological and chemical at-
tacks specifically for the civilian population of the country.

In addition; the concept of financing ROMU in national legislation is not defined, and is completely ab-
sent.

The above creates the conditions for the manifestation of biological and chemical terrorism, which, in
fact, will be financed. Article 258 of the Criminal Code of the Republic of Kazakhstan «Financing of Terror-
ism» determines that a person «is consciously aware of the terrorist or extremist nature of their activities, or
that the property provided, information, financial and other services provided will be used to carry out terror-
ist or extremist activities or to provide terrorist or extremist group, terrorist or extremist organization, illegal
paramilitary group» [1]

This provision clearly indicates the criminal purpose, namely, the crime should be terrorist or extremist
in nature or should be used by an illegal paramilitary group, which, of course, may be part of a terrorist or-
ganization. The specified provision in Kazakhstani legislation has a certain drawback, namely, a significant
narrowing of criminal acts, which come down only to terrorist or extremist purposes. In turn, Resolution 17
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of UNSC Resolution 2253 adopted in 2015 establishes that FATF Recommendation 5 relates to the financing
of terrorism for any purpose with an unlawful intention and awareness of its actions, which emphasizes a
wider context of acts than in the national legislation of the Republic of Kazakhstan [2] In practical activities,
namely regarding the qualification of a crime in the process of investigation and sentencing by a court, con-
ditions and prerequisites are created for avoiding the criminal liability of the guilty person due to the fact that
ozitsiya Art. 258 of the Criminal Code of the Republic of Kazakhstan «Financing of Terrorism» does not
define criminal activity in the broad sense, and is rather narrow in interpretation. In addition, art. 258 of the
Criminal Code of the Republic of Kazakhstan and other international standards and sources of law, the term
«awareness». In the context of Art. 258 of the Criminal Code of the Republic of Kazakhstan, a person who is
consciously aware of the terrorist or extremist nature of the activity, but despite this is engaged in the financ-
ing of terrorism, implies that such a person has an illegal intention or purpose. Moreover, this article; contra-
ry to the standards of the FATF and the International Convention for the Suppression of the Financing of
Terrorism, does not indicate such a significant qualification element as the illegality of intent. Althoughit is
an illegal intention, the pursuit of a criminal goal involves the provision or collection of money, property,
benefits and rights to it, donations, charitable assistance, and the provision of information and financial ser-
vices.

In this regard, it is advisable to consider the purpose of the term «awareness» for a more accurate un-
derstanding of the alleged action. Awareness is a psychological phenomenon inherent in a person, and is de-
fined as a subjective state, while in which a person understands, is aware of something in the surrounding
reality. The term has different meanings from awareness of stimuli in the physical world, to awareness of
one’s internal «I» and its impact on human behavior [3] In relation to legal phenomena, the terrorist financ-
ing entity must fully understand the consequences of his actions, which is possible from a certain age, and
understand and be aware of the consequences of his criminal actions. In accordance with Clause 2, Article 15
of the Criminal Code of the Republic of Kazakhstan, criminal liability for committing terrorist financing
comes from the age of 14. In this regard, a rather problematic question arises regarding the 14-year-old age
of a person as a subject of criminal liability under the current legislation of Kazakhstan for the financing of
terrorism. It should be noted that the age of 14 years'is.quite complicated in biological, psychological and
socio-legal senses. A feature of the considered age:category is the factor that it is during this period that the
moral and social attitudes of the person are laid..From a legal perspective, this age is characterized by a limi-
tation in legal capacity, in accordance with paragraph 1 of article 17 of the Civil Code of the Republic of Ka-
zakhstan. «The ability of a citizen to acquire ‘and exercise civil rights through his actions, create civil duties
for himself and fulfill them (civil legal-capacity) arises in full with coming of age, that is, after reaching the
age of eighteen» [4] In our opinionyit is advisable to legislatively review the age of criminal responsibility
for financing terrorism. This is due to age-related characteristics of minor subjects, for which it is quite diffi-
cult, psychologically, legally and intellectually, to realize the real consequences of their actions.

Conclusion

Thus, we tried using the available scientific methods to formulate the aspects of combating the financ-
ing of terrorism'in the conditions of modern Kazakhstan, taking into account its legal system and current na-
tional legislation. This made it possible to determine the necessary operational and interim measures, which
in turn form a system of combating the financing of terrorism in Kazakhstan, to determine the range of prob-
lematic issues in'the field of protection of financial and natural resources and their control.
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JLK. Openona

MemJiekeT neH KYKbIK KOPFay OpraniapbIHbIH Kanmnai
KbIPBIN-K0K KAPYbIH KAPKbLIAHABIPYFAa Kapchl ic-KMMBbLI TYPAJIbl AKNAPATThI
namaajany mMacesesepi 00MbIHIIA 63apa iC-KUMBbLJI HBICAHIAPbI

3epTTenin OTHIPFaH MACEIEHIH ©3€KTUIN YITTBIK 3aHapibl €CKepe OTBIPHIN, Kammail KbIPBIT-)KOSTHIH
Kapy/bl OakblIayablH YITTHIK TYKbIPHIMAAMAChIH, JKalnail KbIPBII-KOATHIH KapyIbl CaTy CalaChIHAAFbI
KBI3METTI OakpUIay TETIKTEpiH, COHIA-aK TEPPOPHUCTIK >KOHE MiHM IKCTPEMHUCTIK OpEKEeTTepre KOCBUIyFa
KapcChl i1C-KHUMBUT IIapajiapblH 93ipiiey KaKeTTUTriMeH OaimaHbICThI. Kasipri yakpITTa skanmail KbIPBII-KOI0
KapybIH Kapxbutanaelpy Kaszaxcran PecnyOnmkackinsrH, conpaii-ak EAT enpepiHiH YITTHIK Kayinciziriae
QNeyeTTi )KOHE HAKThHI Kayill TOHAipeai. Byl xKaKpIH mIeTeNACpAiH KONTereH eIepiMeH OpTaK LieKapajiapra,
OpTaK TapUXH OTKCHIE JKOHE MEMIICKETTEP/IIH TYPAKCHI3/IBIFbIHA )KOHE JKAFBIMCBI3 (haKTOpIIap/IbIH KOPIHYyiHE,
confaii-ak Tasry IlIbIFpicTa 18, XaJIbIKAPaIbIK KOFAMIACTHIKTBIH 0acka ailMaKTapbIHAa Ja OCHIHAAM Kapy/sl
KOJIJJaHa OTBIPBII, arpecCUBTI COFbICTAPABI XKYprizyre OainaHbICThl. MaKajdaHbIH MaKcaThl: XaJbIKapPaJIbIK
BIHTBIMAKTACTBIK LIEHOEPiH/IET] Kanmal KbIPbIN-KOI0 KapybIH KapKbUIAHIBIPYFa KapChl iC-KUMBbII Kacal ThIH
KY3bIPJIbI OpraH/aplblH aKlaparTThl IMaiIanaHyblHIarbl e3apa iC-KUMBULABIH KOJJIAapbiH, COHZIail-ak
XaJBIKapaJIbIK BIHTHIMAKTACTBIK ASCBHIH/A JKaIlail KbIPBII-)KOK KapyblH Kap)KbUIAHABIPYFa Kapehl iC-KUMBLI
JKACANTBIH KY3BIPETTI OpraHIapiblH aklapaTlieH aliMacy JKOHe IaiijanaHy jKyHeciH @HbBIKTay, KYKBIKTHIK
kKoHe Oacka MexaHM3MIEPIi KapacThIpy BIHTHIMAKTACTBIK, YHJIECTIpy jkoHe (0aKpuldy Kapybl OHBL. KOO
(mafiplnnay, MeMIeHy, cakTay JKOHE JKOK, TachIMajjay) YITTHIK 3aHHAaMa asChIHIA.| 3epITey oficTepi:
XKarnmaii KpIpbIN->KOSTHIH Kapy/Ibl TApaTyIbl KapKbUIAHABIPYFa KapChI iC-OPEKETTI 3epTTeY AiH KeTeKIIi TOCi
JKYHeiK-iC-opeKeTTIK TACI/Ire JKoHEe OChI CalafaFrbl KOJJAHBICTAFbl YITTHIK 3aHHAMAaHbBI KYKBIKTHIK Tajgay
oziciHe HerizmenreH. 3epTTEy HOTHIKENepi: JKalmai KbIPBIT-)KOATHIH Kapy/abl OaKbLIayIbIH YITTHIK JKOHE
XaJBIKapaIbIK TETIKTEPIH JKaImai KbIPBIIT-KOATHIH KapyAbl caTy CalachIHIAFbl KbI3METTi OakKblLIaybIH
YATTHIK TY)KBIPBIMIAMAChl YCBIHBUIFaH JXOHE KapacTeipbuiraH, KKK KapXbulaHABIPY/bIH jKaHa Kayinrepi
koHe oiapablH Kaszakcran PecnyOnmukacblHOaFrsl €H Moceleli CYpaKTapbl. aHBIKTAIFaH, ONApAbIH THIMIL
LICIITYiH KaMTaMachl3 €TEeTIH YITTBIK KYKBIKTHIK KYHCHI, COHali-aK, TepPOPUCTKE KOCHLTY IbIH aJIbIH Ay
LIapajgapblH €CKepy, Py JKOHE JIHH 9KCTPEeMHCTIK Kbi3MeTi. TokipHOenik MaHbI3IbUIBIFBL: KOJJAHBICTAFbI
wITThIK 3aHHama Herizinge AXKK-ra KarTbICThl KbUIMBICTAPJBI TEPrey dicTeMeci )OHE OHbBI XalbIKAPaIIbIK
TEpPOPU3MMEH OipiKTipy aHBIKTaIFaH, KapacThIPBUIBIL JKATKAH KBUIMBICTBIK KYKBIKOY3YLIBUIBIK TYPIiHIH
KPUMHHAIIMCTUKAJIBIK CHIIATTaMaJIapPbIHBIH HEri3ri. 3JIeMEHTTEpl aHBIKTAJIFaH, JKalllail KbIPII-KOK0 KapyblH
aHBIKTAyFa, OJAPIbIH IKIKTEeIyiHE JXOHE TypJepiHe, 3aKbIMAANTBIH OCEpHiH [opeKeci MeH oyapibl
KOJIIaHYIbIH CaJIIapBIHBIH aybIPJbIFbIHA, XKa3adayablH MaKcaTblHa, COHBIMEH Katap Kasipri Kaszakcran yuin
JKammai KbIPbIN-)KOI0 KapyblH TapaTy/bl Kap»KbUIAHIABIPYMCH OaillIaHBICTBI KAyilTep MEH OCaJJbIKTapMEH
0ailIaHBICTHI KeHO1p acIeKTiiep aHbIKTAJFaH.

Kinm ce30ep: >xanmail KbIpBII-KOI0 KapyblH Kap>KbUIAHIBIPY, TEPPOPH3MAI Kap>KbUIAHIBIPYIb! aHBIKTAY
JKOHE IKONIBIH Kecy, OWOJNOTHSUIBIK TEePPOpU3M, XUMMSUIBIK [Ia0yburaap, OHOJOTMSUIBIK LIa0ybuimap,
KO3IbIpFbIITap, Teppopusmi xaHe JKKK-Hbl KapKkbulaHIbIpYFa Kapchl TUIMII ic-IIapanap, Teppopu3M MeH
KKK-HbI KapKbUIaHABIPY TOYEKeli, ayMaKThIK YHBIMIAp MEH TONTAp, TEPPOPUCTEP, TaOUFU pecypcTapibl
naiifanaHy, Tayapiaap MEH KbI3METTepre akbl Teley.

JLK. ApenoBa

®opMbI B3aNMO/1eiiCTBHS FOCYAAPCTBEHHBIX U NPABOOXPAHUTEIbHBIX
OPraHoB 110 MCIOJIb30BAHUIO HH(POPMALMY POTHUBOACHCTBUSA
(pMHAHCHMPOBAHHUIO OPYKHS MACCOBOI0 YHUUYTOKEHHSA

AKTYyaJbHOCTh HCCIEAyeMOoil mpobiaeMsl 00yciIoBIeHa HEOOXOIMMOCTRIO pa3padOTKH HAIIMOHAJIBHOW KOH-
LeNIIH KOHTPOJIL 32 Opy>XHueM MaccoBoro yHuatoxxeHns: (OMY), ¢ y4eToM HalMOHAJIBHOTO 3aKOHOIATEIb-
CTBa, C LENBI0 Pa3pabOTKH MEXaHH3Ma KOHTPOJIS 3a JCSATENBHOCTBIO B cdhepe 000poTa Opy>KHs MacCOBOTO
YHHYTOXKEHMS, a TaKKe Mep IPOTUBOACHCTBHS CPAILIMBAHUS C TEPPOPUCTUUECKOW M PEITMIHMO3HO-
JKCTPEMHCTCKOM JIesTeNIbHOCThIO. B HacTosiee BpeMs: pUHAHCHPOBAaHHE OPYXKHSI MACCOBOTO YHHYTOXKEHHMS
CO3/1aeT NOTEHLUANIBHYIO U PealibHyI0 Yrpo3y s HalHOHAIbHOI Oe3zonacHoctu PecnyOmuku Kasaxcraw, a
takxe crpadn EAI. D10 00ycioBnIeHO OOLIHOCTBIO TPAHUI] CO MHOTUMH CTpaHaMH OJIMDKHETO 3apyOexbs,
00LIMM HCTOPMYCCKUM IIPOLLIBIM U NPOSBICHHEM KpalHe HeraTHBHBIX (DaKTOPOB NECTAOMIM3ALUU TOCY-
JapCTB M BEJCHHUEM arpecCHBHBIX BOWH, ¢ MPHMEHEHHEM TAaKOTo OpYXHs, Kak Ha biamkHem Bocroke, Tak u
Ha JIPyTUX TEPPUTOPHIX B MEXIyHapoIHOM coobmectse. Llens craThy 3akiIrodaeTcs: B ONPEASICHUH CIIOCO-
00B B3aMMOJEHCTBHS IO HCIIOIH30BAHUIO MH(POPMANH KOMIICTEHTHBIMHA OPTaHaMH, OCYIIECTBIISIOIIMMHI
NPOTHBOJCHCTBUE (PMHAHCUPOBAHUS OPYXKHSI MAacCOBOI'0 YHHUTOXKEHUS B PaMKax MEXIyHapOoIHOIO COTpY .-
HHYECTBa, a TAKXKE CHCTEMBI OOMEHa M UCIIOJIb30BaHMs MH(OPMAIUK KOMIIETEHTHBIMU OpraHaMH, OCYIIIECTB-
JAIOIMMH NIPOTUBOCHCTBHE (PMHAHCUPOBAHHS OPYX KU MACCOBOIO YHHUYTOXKEHHUS B PaMKax MEXIyHapOIHO-
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TO COTPYIHHMYECTBA, PACCMOTPEHUS MPABOBBIX M MHBIX MEXAaHU3MOB COTPYIHHYECTBA, KOOPAWHAIMU JIEs-
TENBHOCTH U KOHTPOJISI 32 OPY>KHEM MacCOBOTO YHUUTOXEHHS (M3rOTOBIEHHEM, TPHOOPETEHHEM, XPaHEHHEM
W yTHIHM3aIMeH, TPaHCTIOPTUPOBKOH) B paMKaxX HAI[MOHAIBFHOTO 3aKOHOAATENbCTBA. BemymmM moaxomom k
HCCIIEOBAHUIO BOIIPOCOB MPOTHBOACHCTBYS (PUHAHCHPOBAHHIO PACTIPOCTPAHEHHS OPYKUSI MACCOBOTO YHHY-
TOXEHHUS SIBIITIOTCS] CUCTEMHO-JIEITeIIbHOCTHBIN ITOX0J] X METOJ PAaBOBOTO aHATIM3a JCHCTBYIONIETO HAIHO-
HaJIBHOTO 3aKOHOJATEIbCTBAa B paccMaTpruBaeMoil cepe. ABTOPOM IIPEICTaBICHBI M PACCMOTPEHBI HAIHO-
HaJIbHas KOHIIETIIMS 110 KOHTPOJIIO 33 OPY)KHEM MacCOBOI'0 YHHYTOXKEHHS HAIIMOHAIBHOTO M MEX{yHapOIHO-
ro MEXaHH3Ma KOHTPOJI 32 JEATENIbHOCTBIO B chepe 000poTa OpyKHUsi MACCOBOTO YHHUTOXKECHHS, CAHKIIMOH-
HbIE MEpBHI 110 JaHHOMY YTOJIOBHOMY IIPaBOHApYILIEHHIO, ONpe/ie]ieHbl HOBbIE pUCKH (uHaHCcHpoBanus OMY
1 ux Haubojee MpoOieMHbIe BONPOCH Ha TeppuTopuu PecmyOmuku KazaxcraH, ¢ ydyeToM HallMOHaIbHOM
TIPaBOBOH CHCTEMBI, o0ecrieunBaromeii nx 3 eKTHBHOE pa3pelIeHue, a TAKKe MePhl MPO(UIAKTHKH CPALIH-
BaHUA C TEPPOPUCTUUECKON U PEIMTHO3HO-IKCTPEMHUCTCKON JesTenbHOCThI0. Ha ocHOBe neficTByIoEero Ha-
IIIOHAIIFHOTO 3aKOHO/JATENICTBA ONpE/eIeHa MEeTOIUKA paccleIOBaHUs IPECTYIUICHUH, CBI3aHHEIX ¢ OMY;
U ero (pUHAHCHPOBAHHEM M CPAIIMBAHUEM C MEXIYHApOAHBIM TEPPOPH3MOM; BBISBICHEI OCHOBHBIC DJIEMCH-
THI KPIMHHAJIICTHIECKOI XapaKTEepUCTHKH PAcCMaTpPUBAEMOro BHA YTOJIOBHBIX PaBOHAPYIICHHUH; BBIsBIIC-
HbI JIUCKYCCHOHHbBIE U TPeOYIOIIUE NOIOIHUTEIBHOIO 3aKOHONATEIBHOTO yPEryJIupOBaHUs OTAENIbHBIC ac-
HEKTHI, CBSI3aHHBIE C OINPE/ICIICHUEM OPY)KUsSI MaCCOBOTO YHHUTOXKEHHUS, X Kiaccu(UKalued U BUIaMH, CTe-
MEHSMU TOpPaKaIoIIero NEHCTBUS U TSHKECTU IOCNEACTBUI €ro NMpUMEHEHHs, Ha3HaueHHEM HaKa3aHus; a
TaKKEe YIPO3bl U ySI3BUMOCTH, CBA3aHHBIE C (PMHAHCHPOBAHUEM PACTIPOCTPAHEHHS OPYKUS MACCOBOTO YHHU-
TOXEHHS 1 coBpeMeHHoro Kasaxcrana.

Knrouegvie cnosa: puHaHCHPOBAHUE OPYXKHSI MACCOBOTO YHHUTOXKEHHS, BISIBICHHE U Mpecevenue GpuHancu-
POBaHUS TePpOpU3Ma, OMOJIOTMYECKOTO TEPPOpH3Ma, XUMUYECKHX aTakK, OMOIOTHYECKUX aTaK, NaTOTCHOB,
sddexTrBHBIE MepHl IO 60pBbe ¢ prHAaHCHpOBaHUEM Teppopu3Ma 1 OMYVY, pucki (GHHAHCHPOBAHUS TEPPO-
pusMa 1 OMY, TeppopHCTHYECKHE OPraHu3aluy U IPYIIIbI, TEPPOPUCTHI, SKCILIyaTalHst HPUPOIHBIX PEecyp-
COB, OIlIaTa TOBAPOB U YCIIYT.

References

1 Rezoliutsiia SB  OON 2253. (2015). [UNSC resolution . 1540 (2015)]. un/org/ru. Retrieved from
www.un/org/ru/documents/decl_conv/ [in Russian].

2 Rezoliutsia SB  OON 2253. (2015). [UNSC  resolution 2253 (2015)]. wun/org/ru. Retrieved from
www.un/org/ru/documents/decl_conv/ [in Russian].

3 Uholovnyi kodeks Respubliki Kazakhstan ot 3 iiulia 2014 hoda No. 226-V (2014) [The Criminal Code of the Republic of
Kazakhstan dated July 3, No. 226-V]. adilet.zan.kz. Retrieved from https://adilet.zan kz [in Russian].

Cepusi «lMpaBo». Ne 2(98)/2020 101





