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Strengthening national security: economic and legal aspects

The article addresses a significant threat to global economic and legal order as the growth of the shadow
economy, the existence of which leads to the growth of the laundering of proceeds of crime and financing of
such dangerous socio-political phenomenon such as terrorism. Offered financial and legal controller of com-
bating legalization of illegal incomes and terrorism financing’s national security: economic and legal asp€cts.
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The collapse of the Soviet Union radically changed the geopolitical situation on theg/Eutasiamcontinent.
The states formed the post-Soviet space, with varying degrees of success strengthen their sovereignty, form
their own set of national interests in foreign policy. In addition, the crushing of Seviet spacesdor fifteen sov-
ereign states changed the geopolitical situation also for the neighboring cotintrigs, before they interact with
single Soviet Union. It changed not only the local balance of power, but alse increased'the multi-variant po-
litical and economic relations. There was the collapse of bipolarity in internatienal relations, which involves
the formation of a multipolar world, the poles of which have become the meost powerful countries [1].

But with the collapse of the Soviet Union the whole syster of the socialist camp was collapsed, many
post-Soviet countries faced the protracted crisis.

The disbandment of the Warsaw Treaty organization, The ‘Gouncilfor Mutual Economic Assistance put
the end of the Central and Eastern Europe dependence from Mos¢ow and has turned each of them into an
independent subject of international economic relations. dn thesejcountries there was a rejection of the one-
party political system of planned economy in favor ofsthe tramsition to market economy and democratic con-
trol with multiparty system. There was the transitign fromjan‘€conomic system with a bipolar confrontation
between the two powers to the United States de factomonopoly in the global economy.

The basis of this kind of unipolarity is infstrong, US)economy, the political power and the military supe-
riority. All this allows US to successfully amplement its foreign economic interests, without consulting with
the world community. Since the late twefitieth centry, the United States directly or indirectly involved in the
organization of military incursions ipymore‘than 30 countries. National currency- US dollar is one of the ma-
jor reserve currencies in the world.

Such unilateralism carries both|political and socio-economic threat to the national interests of other
countries. This is especiallygtrug forithe economically weak post-Soviet states, with relatively little experi-
ence of sovereign existence i 4 global economic and political system.

Allocation of thedUnited States as a major center of power, as well as the rapid pace of globalization
and the dollarization of the ¢conomy contributed to increased dependence of the global economy from the
US economy. Thereforeterupted in 2007 the US mortgage crisis to further impact on many countries, gradu-
ally expanding‘from the second half of the year, invading the «border» (to the mortgage system) financial
and bankingmelationships in Europe, Asia, Middle East.

Initiallyg'the major European countries considered it possible to overcome the crisis independently,
however, its powerful blows forced EU countries to move to bring together.

Qctober 11-12, 2008 at the summit of finance ministers of G-7 in Washington plan was adopted, which
inelirded five points:

» must be used all available means to support systemically important financial institutions, preventing
them from bankruptcy;

* ensure all necessary steps to unlock credit and money markets and ensure free access of banks and
other financial institutions to liquidity and funding;

* to ensure banks to raise capital from both private and public sources in sufficient amounts to restore
confidence and the resumption of lending to businesses and individuals;

* To ensure the reliability of the national deposit insurance programs through government guarantees;

* to take additional measures for the resumption of secondary market of mortgage and other securities [2].
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These general principles are far beyond the Bretton Woods agreements and indicate the transition of the
financial system to a qualitatively different development vector.

The main tool for further regulating proclaims not the market, not its private agents, but the state and its
financial authorities’ solutions.

Ineffective attempts of the central banks of the most developed countries of the world to unite their ef-
forts to prevent a serious threat to the collapse of the global financial system show that there must be some
other, more powerful forces, with qualitatively different properties — to create an international (suprana-
tional) regulation system of global financial and economic processes. The Bretton Wood institutions created
for this purpose, are powerless in the present conditions; they demand the search for new internationaliregu-
latory mechanisms with a distinct supranational element which specific to the laws of different countries.
Otherwise, the global financial system will come to collapse exploding the world economy.

Another significant threat to the world economic and legal order is the proliferation”of the shadow
economy, the existence of which leads to an increase in the laundering of proceeds from'Crime, as well as
funding such dangerous socio-political phenomenon as terrorism.

Today, the phenomenon of money laundering and terrorist financing is presented i thedmedia as some-
thing that would seriously threaten the foundations of modern society, its economic fundamentals. Terrorism
is no longer only the object of study criminology and political scientists, the most@fithe soeial sciences con-
nected to its analysis. However, it is worth noting the following.

First, despite the huge amount of scientific research in this area, it.hasinot yetidetérmined the real crite-
ria for the negative impact of legalized funds in the normal course of ‘€eonemie, processes in any country,
including developed countries.

Second, analysis of the efforts and measures intergovernmental,and international organizations on com-
bating the legalization of proceeds from crime and financing of terrorism shows how distorted the aims and
objectives of these measures in the direction of dealing with the consequences of socially dangerous acts.

Third, the increasing capacity of countermeasures in various mtergovernmental and other international
organizations to combat money laundering leads, respectively, toithe increase in cost to the states — partici-
pants of such events that flushes causing justified criticisms of'taxpayers [3].

In short, we must recognize that today the precess of counteraction to illegal circulation of capital, in
spite of several measures taken, is ineffective andsneeds improvement.

Terrorism has a lot of varieties, but, in any form, 1tis the most dangerous problems of the XXI century
by the scale, unpredictability and social ahd‘legal consequences. Not long ago, terrorism was a local phe-
nomenon, but over the last 10—15 years¢has acquired a global character and increasingly threatens the securi-
ty of many countries, has strong psyghological and economic influence, takes more lives of innocent people.
Terrorism is a crime against publicysafety, the subjects of which are the personality, society and
state.Terrorism does not occur inda Vacuum, there are certain reasons and social conditions conducive to
it. Their detection and investigation reyeals the nature of terrorism as a socio-legal phenomenon, explains its
origin, shows that contributes to, and which counteracts of its growth. It is clear that this situation demands a
large-scale state interyentiomy N@person is able to ensure their individual security without functioning state
security. Overcoming'the economic crisis, elimination the threat of the safe development of the society are
impossible withefit strict'government regulation in all areas of life. Therefore, the state should have the prior-
ity in public security.

The pféblen of counteraction to legalization (laundering) of incomes and financing of terrorism has a
speeial placemotfonly in Kazakhstan but also in other countries of CIS. The fight against money laundering
i§'an importantaneans of control over organized crime, including its most dangerous forms, such as drug traf-
ficking and terrorism. The implementation in Kazakhstan and Russia generally recognized principles and
mechanism for combating money laundering and terrorist financing has not only legal, but also great socio
— political importance.

Recent events in Chechnya, the taking of hostages in Moscow within «Nord-Ost», tragedy of Septem-
ber 11, 2001 in New York, the activity of the Basque separatist organization ETA in Spain, the undying con-
flict in the Middle East and the terrorist attacks in Kashmir and Indonesia — this is not a complete list of
offenses paid by that money. In this aspect, the fight against money laundering takes on a global character.

Various techniques are known for financial allocation, which depending on the used financial institu-
tions can be grouped into the following categories:

a) placement in traditional financial institutions;

b) placement in non-traditional financial institutions;
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¢) placement through the establishment of the non-financial sector;

g) placement abroad.

At the moment, the Russian Federation and Kazakhstan have no legal framework regulating issues of
surveillance, control and legal regulation of this problem. The current legal practice does not reflect the level
of economic relations of the state and new trends to change them.

Process of money legalization active goes on the financial market and banking services, which are now
the most rapidly developing, which leads to the «transformation» of the economy in the direction of its fur-
ther criminalization. It is obvious that the structure of the informal capital of the country, which is in_finan-
cial turnover, consists of the criminal and illegal money the origin of which is unknown to the state.

Anti-money laundering (AML) is not only a financial and banking problems. It is fully legal, crimino-
logical, forensic one. Laundering of «dirty» money is always derivative, is a secondary offense» Statting is a
process by which the money received.

Over the last 10 to 15 years the financial system has transformed under the influencetof globalization.
This, on the one hand, globalization promotes the establishment of a market economy, which leads to higher
living standards, the development of the financial system, reducing unemployment, enh@ncig thé exchange
between two countries in goods and services. But, on the other hand, in the context of globalization it be-
comes easier for criminals to hide income derived from illegal activities, and to gfansfer these funds across
borders for their legalization.

In July 1989 by the initiative of president of France during the Paris Summitiunder under the G7 (US,
Japan, Germany, Britain, France, Italy, Canada) the Special Finance“€ommittee for Combating Money
Laundering (Financial Action Task Force on Money Laundering — FATF,"BATF) with headquarters in Paris
was organized. Today FATF includes 32 countries and two international orgamnizations (the European Com-
mission and the Gulf Cooperation Council) and covers the most impottant financial centers in Europe, Asia,
North and South America.The purpose and objective of the organizationdis the development of certain stand-
ards to combat money-laundering at the international level.

Russia became a full member of FATF in June 2003s largely due to the fact that it has adopted a simi-
lar to the US system of financial intelligence, which issfecused primarily on information and coordination of
law enforcement agencies and financial institutionsg

The developers of the program proceededgfromythesfact that none of the countries could prevent the
money laundering if law enforcement officials, banks and their governing bodies do not share information
and work together. Moreover, the exchange should fake place not only at the level of a single country, but
also internationally. Such approach catised the“ereation of The Egmont Group of Financial Intelligence
Units. By the number of participantsds the s€eond organization after the UN, uniting now 106 financial intel-
ligence units, which also includes Russia and the authorized body — the Federal Service for Financial Moni-
toring of the Russian Federation. These bodies are responsible in their countries for the collection, processing
and analysis of informationfreceivedfrom financial intermediaries of suspicious transactions, as well as for
the transmission of this information if there are sufficient grounds to law enforcement.

Thus, counteraction ofyménicy laundering should have complex character and consist of a system of
necessary common, rules and standards of activity, common goals and priorities, and the most importantly,
the presence of itertelatédaspects:

— the legislation, providing a clear indication framework, the division of powers of each level of the

system;

~ comuion €conomic policy in the field of law enforcement and integrated policy to ensure economic

Securitys

Otherwise there are possible such phenomena as duplication of functions and waste of resources, and as
a eonsequence — the lack of results.

The effectiveness of the state policy in any area depends on its level of public support.The status of
non-governmental organizations do not represent the state or other authorities, essentially devoid of the ele-
ment of compulsion in their work. Therefore, their capacity in many areas, especially in the field of combat-
ing money laundering, is severely limited. The main subjects of the anti-money laundering are Government
and international organizations (see Figure 1).
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Success in the fight against international terrorism can only be achieved in the implementation of an ef-
fective system of measures to destroy the financial basis of terrorist groups. Therefore hindering the penetra-
tion of «dirty» capital in the legal economic system is an important factor that promotes reduction in the ac-
tivity of terrorist organizations.
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Figure 1.‘Qrganizational chart of combating money laundering
and terrorist finag€ing at the macro and micro level (composed by authors on the base of [4])

To prevent the penetrationtef'illegal capital we offer the creation of the regulator — Financial and Intel-
ligence Agency which\branches may be placed in all countries.The mechanism of functioning of Financial
and Intelligence Agencylissshown on Figure 2.

Informati@n, aboutythe cash flows on the basis of the agreements concluded in the framework of supra-
national legislatiomwill beavailable to the management of banks and other financial institutions, insurance
companies, seeupitics market participants.

Agency analyzes the financial and economic information, investigating suspicious transactions. Further
materials on suspicious transactions are sent to the International Criminal Police Organization to continue
further investigation and legal proceedings.
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Figure 2. The mechanism of functioning of the Financial and Intelligence Agency

The creation of such regulator requires changes'in national legislation in part:

— strengthening the legal framework£6r combating the financing of terrorism within the SCO, BRICS;
— organizational aspects of the regttlation of the relevant regulatory acts of collective security;

— Amendment of the relevant national legislation on banks and banking, insurance and etc.
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b.A.Amanxonosa, /[.A.CureHko

YJITTBIK KayilcCi3AiKTi HbIFAUTY:
IKOHOMMKAJIBIK K9HEe KYKBIKTBIK KbIPJIapbl

Makanazia KbIIIMBICTBIK OJIMEH QJIbIHFaH TaObICTAP/Ibl )KbUIBICTATYFA OKEIl COFATBIH QJIEMJIIK SKOHOMHUKAJIBIK
JKOHE KYKBIKTBHIK TOPTIMIKE MOHII Kayill TOHIIPETIH KOJICHKeNi SKOHOMHKAHBIH epIlyi, COHbIMEH Oipre
TEPPOPU3M CEKIIAI KayilNTi KOFaMABIK-Casicl KYOBIIBICTHI KapKbIIAHABIPY KapacTBIPBUIABL. 3aHCHI3 JKOJIMEH
aNBIHFaH KipicTep/Ii 3aHIaCThIPyFa JKOHE TEPPOPH3MII Kap KbUIAaHABIPYFa KapChl ic-KMMBLIIAP bl Kap KbLIBIK-
KYKBIKTBIK PETTEY YCHIHBUIIBL.
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b.A.AmamxomoBa, /[.A.CuteHko

YkpenjeHue HAIMOHAJIbHOI 0€30IIACHOCTH:
IKOHOMUYECKHMIA M MPABOBOM ACNEKThI

B crartee paccmarpuBaeTcsi Takas CyYIISCTBEHHAs yrpo3a MHPOBOMY SKOHOMHYECKOMY U IIPaBOBOMY
MOPSIIKY, KaK pa3pacTaHHe TEHEBOH SKOHOMMKH, CYLIECTBOBAHHE KOTOPOIl BEAET K POCTY OTMBIBAHHUS
JIOXO/IOB, TOJYy4YEHHBIX HPECTYHMHBIM MyTeM, a TakKe (UHAHCHUPOBAHHE TAKOTO OMACHOTO OOIIECTBEHHO-
MIOJINTHYECKOTO SIBJICHNUS, KaK TeppopusM. [Ipeanaraercs puHaHCOBO-IIPAaBOBOH PEryiIsaTOp MPOTHBOACHCTBYS
JIeraJIM3alluy He3aKOHHBIX JOX0/10B U (PMHAHCHPOBAHHIO TEPPOPU3MA.

References
1 Kozlov A. Mir v 2030 godu: odnopoljarnost' ili mnogopoljarnost' mira? // Biznes. Obshhestvo. Vla . 47-65. —
[ER]. Access mode: http://www.hse.ru/data/2011/04/23/1210740175/47_2008-2.pdf
2 Beketov N.V. Problemy sovremennoj jekonomiki, N 2 (30), 2009. — [ER]. Access mode: http:// omy.ru/art.php?
nArtld=2530
3 Nietullaev N.N. Vestnik Karagandinskogo universiteta: serija «Pravo», 2012, 3, p. 50=57.
4 Zolotarev E.V. Sovershenstvovanie sistemy protivodejstvija legalizacii prestupnyh doho ehanizmov kontrolja v

kreditnyh organizacijah: dis. ... kand. ekonomich. nauk; spec. 08.00.10 / Finansovyj universit 14,193 p.

J

94 BecTHuk KaparaHguHckoro yHusepcuTeTa





