As an example of the positive experience of applying the above approach, we can cite the
official website of the Cherkasy forensic center (ndekc.ck.ua) and some information and
analytical systems used in the Expert Service of the Ministry of Internal Affairs of Ukraine.
Therefore, the internal codes of content management systems are organized in such a way that in
case of detection of signs of threat to the security of the resource, in a specially designated
directory creates a label file. Each time a user requests a server, NGINX checks the existence of
a label file before performing its basic functions. The existence of such a file is a direct signal
that the current request of the user may compromise the security system and in order to prevent
the threat - blocked (HTTP status 403).

As additional functionality of the security system, it is possible to implement the entry in a
special file of information about the request and the state of the server at a certain time, the
content of internal variables, and so on. But these basic functions allow to connect-different
levels of the general functional unit and to organize complex protection.

It has also been found that file system features are almost mandatory for‘most software
used to organize http servers. That is, this approach can be easily imported and implemented in
any modern web-server.

The work investigates the functionality of software used to organize the work of web
servers, and developed and proposed algorithms that allow to organize comprehensive protection
systems at several levels of web resource, which in turn improves algorithms to prevent breaches
of confidentiality, integrity, availability of electronic information resources and breaches of
security, sustainable, reliable and regular operation or gaining unauthorized access to them.
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BOINPOCBI COBEPHIEHCTBOBAHNMA IIEPEYHA KOPYIIIMOHHbBIX
YI'OJIOBHBIX ITPABOHAPYIIEHMHM B YT'OJIOBHOM KOAEKCE YKPAWHBI 1
YT'OJIOBHOM KOJEKCE PECITYBJIMKA KA3AXCTAH

96 IO.C.
Gakyrbmem npasa u nPeOnPUHUMAMENbCMBA
00O «Xapvkosckuil yHugepcumemy

B VYromosnom xomekce Ykpaunbl (manee — YK Vkpawmnsl) cr. 12 «Knaccudukanus
YTOJIOBHBIX NPaBOHAPYILIEHUI» OMpeNesieT pa3/ieleHre YrOJOBHBIX MpPaBOHAPYIIEHUH IO HX
CTENEH! TSHKECTH, & UMEHHO YTOJIOBHBIE NMPOCTYNKU U IMPECTYIUICHUs (HETSHKKUE, TSDKKUE U
oco60 Tskkue) [1]. B coorBercTBUM ¢ 3akoHOM YKpauHbl «O MpeAoTBpaIICeHUNd KOPPYILIUN»
KOppYIIMEeH CUYMTAeTCs] WCIOJb30BaHUE JIMIIOM, YKa3aHHBIM B 4YacTU IMEpBOM cTaTthu 3
HACTOAIIEro 3aKOHa,IPEOCTaBICHHBIX €My CIYXKEOHBIX MOJHOMOYHMI WM CBSI3aHHBIX C HUMU
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BO3MOKHOCTEH C LETBIO MOJYyYEHUs HEMPABOMEPHOM BBITOJIbI MJIM MPUHATHS TAKON BBITOJbI WU
NPUHATHS  OOCIIAHUSA/TIPEATIOKEHUSI TaKOM BBITOABI Uig ce0s WM JAPYTruxX JIAI WU
COOTBETCTBEHHO O0CIIaHue/IPeIJIOKEHUE WM TIPEIOCTABIICHINE HETPABOMEPHOW BBITOJIBI JTUILY,
yKa3aHHOMY B YacTH IME€PBOM CTaThbM 3 HACTOSILEro 3aKOHA WJIU MO €ro TPeOOBaHUIO IPYrUM
(U3MYECKUM WIH IOPUANYECKUM JIMIAM C IENbI0 CKIOHUTH 3TO JUIO0 K MPOTUBONPABHOMY
HCIIOJIb30BAHUIO TPEJOCTABICHHBIX €My CIIY)KEOHBIX IMOJHOMOYUN WM CBS3aHHBIX C HUMHU
BO3MOKHOCTEH [2].

B npumeuanuu x ct. 45 YK YVkpaunbsl «OcBoOOOXI€HUE OT YrOJOBHOW OTBETCTBEHHOCTH B
CBA3UM C JICUCTBEHHBIM pACKasHUEM)» 3aKOHOAATENIbHO 3aKpeIyIeH MepeuYeHb YrOJIOBHBIX
MIpaBOHAPYUICHUM, SBISIOIUXCS KOPPYNIMOHHBIMU U K JIMILIaM, MPU3HAHHBIM BUHOBHBIMH B UX
coBepIiIeHHH, He TpuMeHsIoTcs cT. 69 YK Vikpaunsl «Ha3zHauenue Oosee MATKOTO HaKa3aHUS,
4eM MpeaycMoTpeHo 3akoHoM» U cT. 75 YK Vkpamasl «OcBoOOXKACHHE OT OTOBIBAHUS
HaKa3aHWs C WCIbITaHHEeM». EcCTh ciiydan, kKorma TpuOyHan HE MOXKET OCBOOOAMTH JHUI OT
YTrOJIOBHOM OTBETCTBEHHOCTH (CT. 45-48 YK Ykpaunsr).

KoppyninonHbsie yrojaoBHbIE PaBOHAPYIICHUS MOXKHO pa3/IeUuTh Ha JBE rpymmbl: 1) Te,
KOTOpbIE  ONpPEAENAIOTCS  KOPPYILUHUOHHBIMHU TOJIBKO B  CIyda€ COBEpPHICHUS IIyTEM
3II0YNOTPEOSICHUST CIY>KEOHBIM TIOJIOKEHUEM U 2) T€, KOTOPBIC SBISIOTCS KOPPYIIAOHHBIMU
HE3aBHCHUMO OT HX COBEpILICHUS TIMYyTeM 3JI0yNOTPeOICHUs * CIYKEOHBIM MOJIOKEHUEM.
CrnenoBaTebHO, KOPPYNIIMOHHBIMU YTOJOBHBIMU TMPABOHAPYIICHUSIMH CUUTAIOTCS YTOJOBHBIC
MpaBOHApYUICHUsl, MPEAYyCMOTpPEHHbIe cienyromuMu crarbsimu YK Vkpaunsr: cr. 191
«[IpucBoenue, pacTpara UMyIIECTBA WIH 3aBJIaJCHHE UM ITyTeM 3JIOYHOTPEOICHUS CIyKEOHBIM
MOJIOKEHUEeM»,CT. 262 «[loxuieHue, MpUCBOCHUE, BHIMOTATEIbCTBO OIHECTPEIBHOTO OPYXKHUS,
0OEBBIX MPUIIACOB, B3PHIBUATHIX BEHICCTB WJIH PAJHMOAKTHBHBIX MATCPUAIOB WJIU 3aBIIAJICHHC
UMH TyTeM MOIIEHHUYECTBA WM 3JI0YNOTpeOJICeHUEM ClykKeOHbIM MONoXKeHHuemM», cT. 308
«IloxumieHue, NPUCBOCHNUE, BHIMOTAHHE HAPKOTUYECKUX CPENICTB, MICUXOTPOMHBIX BEIECTB MU
UX aHAJOTOB WJIM 3aBNaJICHHE MU IyTEeM MOIIEHHUYECTBA WM 3JI0YNOTPEOICHUs CIyKEOHBIM
nonoxenuem», cT. 312 «lloxumieHue, HPUCBOGHHWE, BBIMOTATEIILCTBO TMPEKYPCOPOB WIIU
3aBlIaJIcHHEe UMHU ITyT€M MOIIEHHUYECTBA WU 370YNOTPeOICHUS CIy>KEOHBIM MOJI0KEHUEM»,CT.
313 «lloxuuieHue, MpPUCBOEHUE, BbIMOTAHME OOOPYIOBAHMS, MPEIHA3HAYEHHOTO  JUIS
W3TOTOBJIEHUS] HApPKOTHUYECKUX CPEACTB,. NCUXOTPOMHBIX BEUIECTB WJIM HX aHAJIOrOB, WIIU
3aBJIaJIcHMEe UM IyTeM MOIIEHHUYECTBA MM 3JI0YyHNOTPEOJEHUS CIIy>)KEOHBIM IOJIOKEHUEM U
Jpyrye He3aKOHHBIE NEUCTBUS C TaKUM 000pyaoBaHueM», cT. 320 «HapyiieHue ycTaHOBIEHHBIX
MpaBujl OOpallleHnss HApKOTHYECKUX CPEJICTB, TMCHUXOTPOIHBIX BEHIECTB, WX aHAJOTOB WIIU
npexkypcopoBy», cT. 357 «lloxmieHue, NpUCBOEHHE, BBHIMOTAHUE JIOKYMEHTOB, IITAMIIOB,
neyarel, 3aBiaJleHUE KMH MyTEeM MOIIEHHUYECTBAa WJIM 3J0YHOTPEOJIeHUS CIyKEOHbIM
MOJIOKEHUEM WIIW. UX . noBpexaeHue»,ct. 410 «lloxuiienue, npucBoeHue, BBIMOTaTeIbCTBO
BOCHHOCTYXAIJAM OpPY>KHs, OOEBBIX MPHUIACOB, B3PBIBHBIX WM JPYrMX OOEBBIX BEIECTB,
CPEIICTB MEPEABUKEHUSA, BOCHHOM U CIIEIMAIIbHONW TEXHUKU WJIM MHOTO BOEHHOI'O UMYILECTBA, a
TaKK€ 3aBJIaJICHUe MMM IIyTeM MOIIEHHUYECTBA WM 3JIOYyNOTPEOICHUsS CIy>KEOHBIM
MOJIOKEHUEM, B CIy4yae WX COBEPIICHHUS IMyTeM 3JI0YMOTPEOJIeHHsS CIYy:KEOHBIM », a TaKkKe
YIOJIOBHBIE TPABOHAPYIICHUS, MpeaycMOTpeHHbIe cTathsiMu 210 «HemeneBoe ucmonb30BaHMe
OIOPKETHBIX CPEJICTB, OCYIIECTBICHHUE PAaCXOJ0B OIO/PKEeTa WM MPEAOCTABICHHUE KPEIUTOB U3
OrokeTa 0Oe3 YCTAaHOBJICHHBIX OFO/DKETHBIX HA3HAYCHUN WM C WX MpEBBIIICHHEM», 354
«[Toakyn paboTHHKA MPEANPUATHS, YIPEKACHUS WM OpraHu3anumny», 364 «3moynorpedieHue
BJIACTbI0 WM  CIYy)KEOHBIM  TOJNOXKEeHHEeM»,364-1  «3noynorpebieHre  MOTHOMOUYUSIMU
JOJKHOCTHBIM JIUIIOM FOPHUJIMYECKOrO JIMIIA YAaCTHOTO MpaBa HE3aBUCHUMO OT OpraHu3alMOHHO-
npaBoBoi  Gopmbl», 365-2 «3n0ynoTpeliaeHHe TOJTHOMOYMSIMH JIUIIAMH, OKa3bIBAIOIAMHU
nyonauuHble  ycayruy», 368  «[IpuHATHE TpeIIokKeHHS, OOCIaHus WU  TOJy4yeHUe
HEMPaBOMEPHOW BBITOJIBI JIOJDKHOCTHBIM JIHIIOM», 368- 2 «He3zakonHoe oboramenue», 368-3
«Ilogkyn JOJDKHOCTHOTO JIMIIA FOPUAMYECKOTO JIMLa YacTHOTO TMpaBa HE3aBHUCHUMO OT
OpraHHU3aIMOHHO-TIPaBOBOM (Qopmbl» 368-4 «llogkynm JnHIa, OKa3bIBAIOMIETO ITYOJIUYHBIC
yenyru»  368-5 «Hesakonnoe oOoramenue», 369 «lIpemnoxenue, obOemanue WIK
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MPEJOCTaBIEHUE HETPABOMEPHOM BBITOABI JOJDKHOCTHOMY JHIY» 369-2 «3noynoTtpedieHue
BusiHEEMY [ 1].

21 urong 2021 r., co IHA BCTyIUIEHUS B CUly 3aKkoHa YKpauHbl «O BHECEHNU U3MEHEHUN B
Konekc Ykpaunsl 00 aAMMHUCTPAaTUBHBIX NIPAaBOHAPYILEHHX, YTOJIOBHBIN KOEKC YKpauHbl 00
YCOBEPIICHCTBOBAHUN OTBETCTBEHHOCTH 32 JEKJIAPUPOBAHUE HEIOCTOBEPHOM HH(OpMAIUN U
HENpeACTaBlIeHuEe CyObEKTOM [JEKIapUpOBAaHUs JEKIapallMyd JIMIa, YHOJHOMOYEHHOIO Ha
BBINOJIHEHUE (DYHKIMNA rocylapcTBa I MECTHOTO caMOyIpaBieHus»|3], mpuMedanue K cT. 45
YK VYKpauHsl ObLIO JIOIIOJTHEHO HOBBIMU KOPPYHLMOHHBIMU YTOJIOBHBIMHU
IIpaBOHApYWEHUSAMU.VIMU  ABIIAIOTCSL  YTrOJIOBHBIE  IIpaBOHApYLIEHUS, IPEAYCMOTPEHHbIE
cratbsiMu 366-2 YK Vkpaunsl «/leknapupoBanue HenocToBepHOU mHMOopMarum» U 366-3 YK
Vkpaunbl  «HempencraBieHue — cyOBEKTOM — JCKJIAPUPOBAaHUS  JACKJIApalud  JIKIA,
YIIOJIHOMOYEHHOIO0 Ha BBINOJHEHHE (DYHKIMH TocylapcTBa MIM MECTHOTO CaMOYHMPaBICHMS
[1].

Ba)xHO OTMETUTH, UTO B 3TOT MEPEUYEHb HE BKIIIOUEHO, BO-NEPBBIX, CT. 160 YK Y kpanunst
«[lonkyn wu3Ouparens, ydacTHuKa pedepeHayma, WieHa W30MpPaTENIbHON KOMHCCHU MU
KOMHCCUU 110 pedepeHIyMy», XOTs MO CBOEMY COAEP)KAHUIO 3TO IMPECTYINIEHUE. SIBJIAETCS
KOPPYNLMOHHBIM U COJIEP’KUT BCce Ipu3HaKu Koppynuuu [4]. Bo-Bropeix, 1. 149 VK Vkpaunst
(4. 4. 2,3) «Toprosis JIt0AbMI», KOTOPAsk TAKXKE MOKA HE CUUTAETCS KOPPYILMOHHBIM JIESTHUEM,
Jla)K€ €CJIM OHO COBEPUIEHO JOHKHOCTHBIM JIMIIOM C HUCIIOJIb30BAHUEM CITY’KEOHOTO MOJIO0XKEHUS
(8 ormnume ot cT. cr. 308 «lloxuiienue, npucBOeHHE, BbIMOIaTEIbCTBO HAPKOTUYECKHUX
CPEICTB, IICUXOTPONHBIX BEIIECTB WJIM HUX AaHAJOrOB WM 3aBJIaJICHUE WMHU IyTEM
MOIICHHUYECTBA MJIM 3JI0yNOTpeOaeHHs Ciy)keOHbIM _nojoxkeHuem»u 312 YK Ykpaunsl
«[loxuiienue, NpPUCBOEHUE, BHIMOraTENbCTBO IPEKYPCOPOB WM 3aBJIaJICHUE HUMHU IyTEM
MOIICHHUYECTBA WJIM 3J0yNOTPEOIeHUs CIyKEOHBIM . IIOJOMKEHUEM», KOTOpbIE BKIIIOYEHBI B
nepeveHs) [S].

B VYromnoBuom konekce Pecnmy6muku Kaszaxcran (manee — YK PK) koppymnuuonHbIe
npecrymieHus (. 29 cr. 3 «Pa3bsicHeHHe HEKOTOPBIX MOHATUHN, COJIEPKALIMXCA B HACTOSALIEM
Konekce») — nestuus, npeaycMoTpenHsle ctatbsiMu 189 «lIpucBoenue nim pactpara BBEpEHHOTO
Yy»Oro UMYILIECTBay (MMyHKTOM 2) yacTu Tpetbei), 190 «MomieHHnuecTBO» (IIyHKTOM 2) YacTH
Tpetheil), 218 «Jleramuzanus (OTMbIBaHKME) JeHEr U (MJIM) MHOTO MMYIIECTBA, MOJIYYEHHBIX
MpecTynHbIM IyTem» (ImyHKTOM 1) gactu Ttpetheil), 234 «OkoHOMHUEcKass KOHTpabaHAa»
(mynktom 1) wactu Tpetheil),. 249 «PeiinmepcTBo» (MyHKTOM 2) dYacTh TpeTbeit), 361
«3n0ynoTpedaeHne JTOHKHOCTHBIMU —MOJHOMOYUsAMEY, 362 «[IpeBbillieHHe BIaCTH WU
JOJKHOCTHBIX TOJTHOMOYHUK» (TIyHKTOM 3) uyacTu ueTBepToil), 364 «HesakoHHoe yuacTue B
MpEeNNPUHUMATEIbCKON  JIesATeNbHOCTHY, 365 «BocnpenarcTBoBaHUE 3aHATHIO 3aKOHHOMN
IIPEANPUHUMATEIBCKON AEATEIbHOCTRION, 366 «Ilonydyenue B3aTku», 367 «/laua B3aTku», 368
«[locpennuuecTBo BO. B3siTouHMYECTBE», 369 «CnyxeOHbI moanmor», 370 «be3peiicTBue mo
ciyx0e», 450 «3noynoTpebnenue Biacteio», 451 «lIpeBbimienne BIacTu» (MMyHKTOM 2) 4acTH
BTOpOi) U 452 «besneiicTBue Biactuy. JInia, KOTOpbIe BIEPBHIE COBEPIIAIOT KOPPYMIIMOHHOE
NPECTYIUIGHNE MOTYT OBITh OCBOOOXIEHBl OT YTrOJOBHOW OTBETCTBEHHOCTH B CBSA3H C
AEsITEIIbHBIM pacKasHueM [6].

BriBozbl. [103TOMY CcOIIacHO BBIIEU3I0KEHHOMY MOXKHO C/IEIaTh CAEAYIOINE BBIBOBI:

1. B VK VYkpauHbl cuctemMa KOPpYILUHUOHHBIX YTOJOBHBIX MPABOHAPYLIEHUI COCTaBISET
OO0JBIINIA TTepeyeHb YTOJIOBHBIX NMpaBoHapymeHuii (Ha gespaib 2022 1. B YK Ykpaunsl — ux 22,
aB YK PK —ux 17), ot nepeunu B o0oux YK TpeOyroT pacmupeHus.

2. IlonnepxaHO NPEUIOKEHHE IO JONOJHEHUIO NEPEYHS KOPPYNLMOHHBIX YrOJOBHBIX
npaBoHapymeHuit B YK Ykpaunsr cT. cT. 160 «Ilogkyn u3buparesns, yqacTHUKa pedepeHayMar
B NIEPBYIO Ipynmy (OmpenensieMble KOPPYNUHUOHHBIMU TOJBKO B CIy4ae COBEPLICHUS ITyTEM
3nmoynorpedneHust ciayxeOHeM monoxkenueM) u 149 VK Vkpaunst (4. u. 2,3) «Toprosis
JIOJbMU», KOTOpasi TakKKe SBISETCS KOPPYINLHOHHBIM JESHUEM, €CIM OHO COBEPIICHO
JOJKHOCTHBIM JIUIIOM C MCIIOJIb30BAHMEM CITY>KEOHOTO TOJIOKEHHSI M TIOMECTUTh BO BTOPYIO
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rpyniy (KOTOpble SBISIOTCS KOPPYNIIMOHHBIMM HE3aBUCUMO OT HUX COBEPIICHHS IyTEM
3JI0yTIOTPEOICHUS CITY>KEOHBIM TTOJIOKEHUEM ).

3. Ilpennarairo BKIIOUUTH B yKa3aHHBIM coucok cr. 209 «Jleranmzanusi (OTMBIBaHHE)
JI0XOJIOB, TMOJYYEHHBIX MpecTynHbIM nyTeM» YK VYKpauHbl, MOCKOJIBKY IO CBOEH IPaBOBOMU
MpUPOJIE OHM HE HUMEIOT MpPU3HAKA KOPPYIIHMH, HX IPEIMETOM SBISETCS HEMpaBOMEpHas
BBIT0J1A.

4. B YK PK mnpennararo pacmiMpuTh HMMEIOIIMNCA CIIHCOK M yKa3aThb OTPULIATENIbHbBIE
YrOJIOBHO-TIPAaBOBbIE TMoOcCieAcTBUs uX coBepumieHus (B m. 29 Ct. 3 «Pa3bsiCHEHHE HEKHX
MOHATHUH, CollepKaIuXxcs B peaibHoM Kozaekcey).
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