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In the modern world, where technologies are'apidly developing and information flows are
increasing exponentially, software is becoming a critical component in the functioning of both
private businesses and government agengies. At the same time, the growth in complexity and
scale of software systems inevitably entails tisks not only of a technical but also of an economic
nature. Errors in the code, vulnerabilitiesiin the architecture, inefficient allocation of resources -
all this can lead to significant finaneial16sses, and in some cases even to the undermining of trust
in the company or government body.

Modern trends in digital transformation require not only accelerated development of software
products, but also ensuringtheir resilience to economic threats: losses from cyberattacks, inefficient
use of resourcesgCosts of fixing errors. One of the promising tools for solving these problems is
the use of artifictal intelligence at all stages of the software life cycle [1].

Economic software security in this context means minimizing the financial risks associated
with the development, implementation and operation of IT systems. The emergence and rapid
development of artificial intelligence (Al) technologies offers new tools for solving these problems.
Al can not only automate routine operations, but also provide intelligent analysis of source code,
predict possible failures and optimize business logic from a cost perspective.

Economic security in information systems is not only protection against squirrel web, but also
a broader concept that includes the sustainability of business processes, predictability of costs
and reduction of the probability of losses due to technological errors. From the point of view of
software engineering, the following key aspects of economic security can be distinguished:

« Optimization of software life cycle costs (development, testing, implementation, maintenance);

« Resilience to failures, attacks, and invalid data;

« Minimizing technology debt and controlling architecture quality;

« Increase development efficiency through automation and intelligence.
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Ensuring these areas requires a comprehensive approach, where Al becomes not just an
auxiliary tool, but a strategic element of the digital security architecture. [2].

The development of language models (LLM), neural network systems, and deep learning
algorithms has opened up new horizons in software development. The most notable areas of
application of Al are:

Code generation and autocompletion

Modern systems such as GitHub Copilot, Amazon CodeWhisperer, and OpenAl Codex can
offer developers ready-made code snippets based on the context of the current task. This reduces
the time spent writing routine elements, promotes unification of style, and, with proper testing,
reduces the likelihood of logical errors. According to available data, the use of Al tools in a number
of projects has reduced development time by up to 30

Vulnerability analysis and risk identification

Al-based code analysis systems (such as DeepCode or CodeQL) can find hidden vulnerabilities
that are not visible to traditional static analyzers. Furthermore, as part of thetbevwSecOps approach,
they are integrated into the CI/CD pipeline, ensuring early detection of petential threats, both
technical and financial (such as unauthorized access to payment modules):

Predictive analytics and cost control

Al is used to analyze logs, change history, user behavior, ahd’other metrics. Such data allows
predicting which software components are prone to failutespwhere costs may increase, and
modeling project development scenarios from a budgetingandeconomic sustainability perspective.

Intelligence testing

Al testers are able to automatically generate test Seenarios, find boundary conditions, detect
anomalies in input data, and simulate systemybehavior under stress. This not only improves
software quality, but also reduces the costf manual testing and bug fixing at a later stage [6].

Despite the high efficiency of Al toolSpainumber of limitations should be considered:

« Opacity of Al decisions. Most.Al models (especially neural networks) are “black boxes,”

making it difficult to verify ahd interpret decisions in critical systems;

+ Dependence on training datd. The quality of Al decisions directly depends on the data on

which it was traineds, Incorrect or irrelevant data can lead to incorrect recommendations;

« -Legal aspects. Issues, of copyright on generated Al code, as well as legal liability for errors

made by Al, remaindinresolved at the legislative level in most countries;

« Ethical issu€s. Development automation can reduce the need for a number of IT specialists,

which raises debate about the social responsibility of implementing such solutions [5].

Measures to ensure economic security:

+ Cybersecurity systems focused on protecting Al solutions.

+ Risk assessment when implementing Al including auditing the models and data used.

The use of artificial intelligence in software development opens up fundamentally new
opportunities both in terms of technological efficiency and economic security. Cost reduction,
reduced probability of critical errors, risk prediction and automation of complex processes - all
this becomes a reality thanks to the implementation of AL

However, to realize the potential of Al it is necessary to take into account existing limitations,
develop a regulatory framework, and, most importantly, train a new generation of specialists who
possess not only technical skills, but also systems thinking. The development of Al in software
engineering is not just a stage of evolution, but a paradigm shift that requires rethinking processes,
roles, and priorities in the digital economy.
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The choice of a suitable machine learning method is traditionally based on empirical
methods such ag/cross—validation, bootstrap, and heuristics. However, with the rapidly increasing
complexity of modelsand the variety of tasks, there is a need for theoretically sound approaches.
One of the potential directions is the use of concepts from the theory of models of first-order logic,
which allows us to formalize the behavior of learning algorithms through the properties of the
classes of functions described by them [1].

The concept of VC dimension (Vapnik-Chervonenkis dimension) characterizes the ability of a
class of functions to implement all possible partitions of a finite set of points into positive and
negative examples. A class of functions is considered learnable if its VC dimension is finite [2].
This means that there is a limit to its complexity, providing a controlled generalizing ability.

The VC-dimension is actively used in establishing upper bounds on generalization error within
the framework of PAC learning. For example, linear classifiers in R" haveaV C — dimensionofn +
1, whichmakesthemlearnableandpredictablewhenthenumberof featuresislimited.

The Non-Independence Property (NIP) describes the behavior of first-order theories in which
it is impossible to construct formulas capable of independently encoding infinite data sets. From a
formal perspective, NIP excludes the possibility of shattering infinite sets and is associated with
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