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IP PBX Asterisk NOW telecommunication network and choice of tools for carrying
out attacks. Development and research of the attack scheme to the developed
client—server network on the basis of Wi-Fi

Communication of clients with the server passes through a wireless point of Wi-Fi access. The atfagking de-
vice is the laptop which has the software package of CommView for Wi-Fi. The analysis of stability program
by automatic telephone exchange on the basis of Asterisk NOW from unauthorized access to a telegemmuni-
cation network is provided in this article. The software product on the basis of Asterisk NOW usesias the
server. As softfon and client base laptops, computers, and gadgets on which passes test are considered. Com-
munication of clients with the server passes through a wireless point of Wi-Fi access. The attacking'device is
the laptop on which the software package of CommView for Wi-Fi is established. By the regsult of cartied out
test the analysis of network's vulnerability was made. Recommendations about ameasur¢ of protection from
unauthorized access are made. The optimum option of network protection is‘offered.
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For the developed network of the technology of systems afid communications chair of Karaganda state
technical university established laboratory will be test on carmyingyout attack is carried out from malicious
to a network for definition of weak spots in a network. And the measures taken on its protection.

Performance of productivity requires consideratien, ofa question according to the solution of the fol-
lowing tasks:

1. Development of the software product ofamodeling of attacks in the CommView for Wi-Fi network.

2. Development of the scheme of attack fmaliciqus ona network the client server.

3. Analysis of results of attack andddevelopment of offers on taking measures of protection of a net-
work.

1. Development of the software product'@f modeling of attacks in the CommView for Wi-Fi network.

CommView for Wi-Fi is the software product intended for monitoring and the analysis of network
packages in wireless networkssof standards of 802.11 a/b/g/n/ac, productivity uniting in itself, flexibility and
convenience of use. Developmentjot the scheme of attack of a network the client server when the studied
technology of attack isg#irelesssssactual.

CommView for Wi-Fi has opportunity to take all network packages broadcast for the subsequent de-
tailed display of impertantinformation: list of points of access and knots, statistics on each knot and channel,
level of a sigfhal, listief packages and network connections, schedules of distribution of protocols, etc.
By means ofithis mformation of CommView will help us to look through and in detail to analyze each pack-
ageto reveal problems in work of networks. The VolP module intended for the profound analysis, record
and reproduetiefn of voice messages of SIP protocol and H.323 also is a part of CommView for Wi-Fi. Pack-
ages €an be decoded with use of the user keys of WEP or WPA-PSK and to decode up to the lowest level.
Supporting more than 70 protocols, CommView for Wi-Fi allows to study in detail the taken packages, using
convenient, tree system of display of legal levels and headings of packages [1].

2. Development of the scheme of attack malicious on a network the client server. The developed
scheme of attack to a network is given in Figure 1.

Cepusi «dunsukay. Ne 2(82)/2016 73



M.Z.Yakubova, T.G.Serikov

BUILT-IN WI-FI ADAPTER BUILT-IN WI-FI ADAPTER
- d, |
\.,_\:_H_

kk [\‘K I -_;:éJlRADIO CHANNEL
—. Film

ACCESS POINT OF WI-FI

ASTERISK SERVER

Figure 1. Scheme of wireless attack of a network the client — the server

is established [2].

The fragment of results of attack of the videoconference of a LAN
ic telephone exchange of AsteriskNow is given in Figure 2. Ap
the quantity of the packages created thus and other data are re MAC address of computers of partic-
ipants of a video conference.
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re 2. Results of attack to a LAN

If CommView for Wi-Fi 1sn't started, our adapter will be able to exchange data with other wireless hosts
or points of access as as if we“use the original driver provided by the producer of our card. If CommView
for Wi-Fi is started, o ill be transferred to the passive mode of monitoring in the promiscuous
mode. In Figure 3 res AC addresses of other computers which are within the working range of net-
work functioni
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Figure 3. Results of attack when the driver isn't adjusted on the attacked network
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The VoIP module intended for the profound analysis, record and reproduction of voice communications
of the SIP and H.323 standards is a part of CommView for Wi-Fi. CommView for Wi-Fi supports decoding
ofthe following protocols: ARP, FTP, HTTP, HTTPS, ICMP, ICQ, IPsec, IPv4, IPv6, IPX, SSH, TCP,
TELNET, TFTP, 802.1Q, 802.1X [3; 78].

CommView for Wi-Fi is the full-function and available tool for administrators of wireless networks,
experts in the field of network safety, network programmers or those who wants to see all picture of a traffic
in a wireless network. In Figure 4 the statistics of a network traffic, and is given in Figure 5 statistics of dis-
tribution of a traffic in a network.
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Figure 4. Statistics of distribution of a ttaffic\in‘@network
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Figure 5. The report on IAC to addresses of the sent and received packages

In Figufe 5 the report showing the received and sent packages to the addresses taken by IAC In the
experiment given on drawing 1 server is provided is connected to an access point on wire technology.

3. Analysis of results of attack and development of offers on taking measures of protection of
a network.

We will consider option when a network the client server is completely wireless. For this purpose it is
necessary:

1. To establish the program FTP110 file the server on the computer and we will adjust the server FTP
parameters.

2. To establish on other FileZilla computer and to adjust its parameters.

3. To develop the scheme of attack, the server through a wireless point of access AP-3200.

On the laptop of the malefactor we will start the ComView for Wi-Fi program.

To appoint the IP address of the client according to Figure 6.
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To adjust the FTP server with the following parameters the user — samal, the p
etc. as shown in Figure 7.
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Figure 6. IP installation of the address of the client
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Figure 8. Control of the FTP parameter of the client
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On the FTP program of the client we press the Fast Connection button, thus appears server directories

in Figure 8 on the right.

On the left side Figure 8 we note the folder and a dragging method a mouse from server directories

the chosen file in this folder.

The malefactor adjusts the software package of CommView for Wi-Fi on the computer. At the malefac-
tor it is possible to see information provided on Figure 9.
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10. Pressing the Contents tab we receive the login and the password of the server found by the malefac-
tor as it is recorded in Figure 11.
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Figure 11. Tab contents

Apparently from the conducted research any networks need to be ptotectedias it is easily possible as
a result of receiving unauthorized access to resources of a wireless network, the malefactor can:

* to get access to internal network resources of a wirelessmétwork;

* to intercept a network traffic of a wireless network for itsgurtheraesearch;

* to use connection to the Internet for the needs.

We will understand prevention of unauthorized access forithe malefactor to network resources as pro-
tection of the wireless Wi-Fi networks.

There are following methods of protection: restfictiomofiaccess to internal resources of a network.

It is necessary to provide differentiation of aegess rights to internal resources of a wireless network.
This measure allows to protect internal resoure€s 6f.a network even when receiving by the malefactor access
to the most wireless network [1]. Modern network devices (Wi-Fi routers etc.) allow to realize the firewall
(painted walls) limiting possibility of up@uthotizedfaccess to a wireless network from the outside with use
of the built-in software. The algorithmfof @peration of the network device generally, and the network screen
in particular, is defined by the curréntyversion of an insertion of the network device. Producers of network
devices in process of detection ofymistakes and potential vulnerabilities in insertions, let out their updatings.
Therefore it is extremely desirable to'update in due time an insertion of the network device and to use only
its latest version in work.

Enciphering of a netwerk traffic. Besides connection to network resources the malefactor also has pos-
sibility of interception of the)traffic generated in the course of its work. Modern network devices support
a wide range of thélepportunities of enciphering based on the WPA technology (Wi-Fi Protected Access) and
its modifications (WRA2, WPA-PSK etc.) [4, 5]. Use of the WPA technology not only allows to provide
enciphering_of atmetwork traffic in a wireless network, but also to prevent unauthorized connection to it:
for conne€tion to, the wireless network protected with use of WPA, the client has to specify the access key
establishedgby the administrator. Within the network device there is an opportunity to define the list
of physical addresses (MAC addresses) which will have access to a wireless network (or on the contrary —
which access to a wireless network will be forbidden) [6]. Having determined the filter by MAC addresses,
there,is an opportunity to limit access to a wireless network even without use of algorithms of enciphering.

Treat advantages of IP-telephony: its low cost, reliability, high speed of communication and simplicity
of use. It uses the most advanced technology of compression of our voice signals, and completely uses
the capacity of telephone lines. Therefore packages of data from different inquiries, and even their various
types, can move on the same line to one and too time the Internet, but also in other networks of data trans-
mission with package switching (local, corporate, regional) [5].

As a result of the conducted researches it is revealed that at expansion of corporate networks there is
asense to introduce program IP PBX instead of electronic and digital automatic telephone exchanges,
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the prize turns out not only at cost, but also on acquisition of technologies which electronic and digital auto-
matic telephone exchanges don't provide.

The carried-out calculations show that in a point of access to a network with Asterisk the multimedia
stream thus is had enough to have an access point the speed of transfer of 54 Mgb providing for a multimedia
traffic and a pass-band 2 GHz.

The scheme of wireless attack of a network the client — the server is developed and experiment
on attack of a network the client the server is made.

On the developed scheme of a network on chair test on carrying out attack for the first time is carried
out from the malefactor on a network for definition of weak spots to networks and offers of taking measures
to its protection, problems are for this purpose solved on:

— To studying and development of the program instrument of modeling of attacks in thé CommView

for Wi-Fi network.

— Experiments in the developed network of attack of the malefactor are made and results in drawings

and tables of screenshots are given.

— On the basis of research of results of attack offers on taking measures of protection of‘a, LAN are also

developed.
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M.3.Aky60Ba, T.I'.Cepukon

IP PBX Asterisk NOW TejlekoOMMYHUKAaLUS KeJIiCi :KoHe IAa0ybl skacay YIIiH
Kypajaaapabl Tanaay. Wi-Fi Herizinge KypacTbIpblIFaH KJINeHT—CepBep kKeJricine
A0yblI Kacay yLIiH cxeMaJapAbl OHJAeY ’KIHe 3epTTey

Knuenzfep Mel,cepBEpAiH apachiHaarbl OailaHbic CHIMCHI3 Oaiianbic HykTeci Wi-Fi apKbuibl sxy3ere acapl.
CommView for Wi-Fi nporpaMMaHbIH KUBIHTBIFBI KOHABIPBUIFaH HOYTOYK IIa0ybLT XKacayIlibl HErisri Kypan
Oomampl. Makanaga Asterisk NOW 0azaceinparel mporpammansik ATC-TiH TeneOaiinaHbic kyiiecine
PYKCATCBHI3 KOCBUIBICKA TYpPAaKTBUIBIK capanraMackl kyprizinredn. Cepsep peringe Asterisk NOW
QasacrIHAarsl POrpaMMaibIK OHIM 3epTTenreH. [Iporpammainsik TenedoH KoHEe KIMEHTTIK 0a3za peTiHme
CHIHAK! JKYPTi3UIreH HOYTOYKTap, KOMIIBIOTEpJIep >KoHEe rajpkeTTap anbiHFaH. ChIHAKTap JKacaiaFaH Kes[e
IBIHFAH HOTIDKeJIep OOMBIHIIA SKENiHIH Te3iMALNri TanmaHigsl. Pykcarcel3 OaifmaHbicTaH KOpraHy
MaKcaThIHIA YCHIHBICTap Oepinai. XKemiHi KoprayFa apHaJIFaH OHTAMIIBI IIEIIiM YCHIHBUIIBL.
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M.3.Aky60Ba, T.I'.Cepukon

Tenekommynukanuonnas cetb I[P PBX Asterisk NOW u Bb100p HHCTPYMEHTAJIbHBIX
Cpe/ACTB s poBeAeHNs aTak. Pa3pabdoTka u uccjiejoBaHue cXeMbl aTaKH
Ha pa3padoTaHHYIO ceTh KJIMeHT—cepBep Ha 0a3e Wi-Fi

B cTathe 0TMEUEHO, YTO CBA3b KIMEHTOB C CEPBEPOM MPOXOAUT Yepe3 OecrnpoBoAHyI0 TouKy goctyna Wi-Fi.
ATaKyIOIIUM YCTPOICTBOM SIBISIETCS HOYTOYK, Ha KOTOPOM ycTaHOBIeH maker mporpamm CommView for
Wi-Fi. ABropamu mnpuBeaeH anHamu3 ycrtoiumBoctu mnporpammHoro ATC mHa 6ase Asterisk NOW
OT HECAaHKIIMOHMPOBAHHOTO JOCTYyIa K CETH TEIeKOMMYHHKAIMH. B KauecTBe cepBepa BBICTYIAeT IPOrpaMM-
HBII MpoayKT Ha 0aze Asterisk NOW, B kauectBe cOOTHOHOB M KIMEHTCKOI 0a3bl pacCMOTPEHBI HOYTO,
KOMITBIOTEPHI M TAJUKETHI, Ha KOTOPBIX IIPOXOJUT UCTEITaHHE. CBSI3b KIIMEHTOB C CEPBEPOM ITPOXOIIT
OecripoBoiHyI0 TOUKy goctyma Wi-Fi. [1o pe3ynbTaToM mpOBEICHHBIX HCIBITAHUH ClICJIaH aHAIN3
cTu cetd. JlaHBI peKOMEHJAIMH [0 Mepe 3alUThl OT HECAHKIIMOHMPOBAHHOTO jaocTyma. [Ipeaio
MaJbHBIN BapUAHT 3aIIUThI CETH.
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