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Minimization of product defects by the mea plementing
correct test pyramid in the softwag) evelopment process

development. The history behind current most popular prod ent methodology (waterfall metho-
dology) is traced, as well the problems that this met resents such as calendar risks or high
ose issues is gaining a lot of popularity
now, because it offers much more agile way of delivgring re product by splitting the whole develop-
ment process into manageable iterations. Custort
to the market changes from iteration to iterati
presents some serious problems as well. T entrates tackles the main issue — insurance of the
product quality with each iteration. Th at is'‘presented by the article revolves around creating

study was conducted on a sample j where it was calculated, that test pyramid allowed to decrease
the amount of defects by 25 %.

Keywords: software developme ile methodology, test pyramid, waterfall methodology, unit tests, integration
tests, system tests, acce t

a development process that would require least investment. This interest
nce of the waterfall model [1], which sets a complete set of requirements and
consecutive stages:

of the product;
sting;
ixing of defects that were found during the testing phase;
nstallation;
—dupport.
Having dedicated phases yields manybenefits theoretically — every phase has specific time frame, therefore
it should be easy to manage and calculate necessary resources. However, this methodology introduces quite a
few risks [2]. It is generally agreed that there are five main risks:
Calendar risks, or planning mistakes
It is very hard to give precise time and resource estimations for the process of software development, because
many factors have to be accounted for: time spent on learning the technology stack, sick leaves, staff turnover
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rate, the stability of all machines, etc. Besides this, sales managers can try to lure the customer by initially
providing an overly optimistic time and resource estimations, or they could provide an erroneous estimations
due to lack of knowledge in a specific field.

Changes in the product requirements after the planning phase

Often times, the customer changes his opinion on how the product should look like, which results in changes
to the requirements. Usually, the bigger the product, the more changes will be done to the requirements after
the planning phase was concluded. This leads to two options:

a) Include some time and resources for potential requirements changes in the initial estimations. Hgwever,
how much time should be allocated for changes that are not known at the planning phase?

b) Prohibit making any changes to the requirements. However, what if the customer desperate eds'Some
major modifications due to, for example, recent market changes? Inability to adapt to new n ve
the customer dissatisfied.

Employee turnover

There is no guarantee that the initial team composition will persist throughout the w

spend time to find a suitable replacement and introduce that person the pro
effects of high employee turnover rate.
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Figure 1. Re ion of the economic effects of employee substitution

i the specification
specification is quite long and grueling; therefore, it is extremely difficult to avoid

Mistakes /inconsis
The process of wr

and productivity of each individual team member is not a linear, but rather a dynamic
ted by many factors. These factors could be work related (team atmosphere, relationship
omer and the development team), or personal (some special circumstances in the lives of the
gmembers, their motivation, etc). According to Parkinson law, the development team reaches its top velocity
ds the end of the development phase, while working at about half of its potential during the majority of
the development phase [3]. Therefore, if the estimations were done with the regards to the top velocity of the
team, they will be erroneous. Tom DeMarco and Timothy Lister in "Waltzing with Bears: Managing Risk on
Software Projects’ provide peculiar statistics: if the initial estimation for a product was 26 months, probability
of meeting that estimation is 4 %. With 75 % probability work will be done in 38 months, and in 15 % of cases
the work will not be completed whatsoever [4].

In order to avoid these risks many projects have started to use the agile methodology, with which the
development process consists out of manifold short cycles that are called iterations. Each iteration is two to four
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weeks long and is a miniature full development process, consisting of all phases, described in the beginning of
the article. Using such an approach provides the following benefits:

1. More precise estimation of the development cost due to planning requirements only for the next iteration,
not for the whole product.

Agile methodology aims to eliminate the cumbersome and archaic product specifications. Instead, the
customer provides a general idea for the desired product and a special human resource is allocated — the
product owner. Product owner is responsible for providing specific requirements for each iteration. Product
owner is a part of the development; he acts as a medium between the customer and the developers. As afresult,
the development cycle of an iteration looks the following way:

a) Phase 1 — requirements analysis. During this phase, the needs of the product are analyzed andaeguirements
are formed. Requirements are stored in a form of an issue in special issue tracking systems, avhere theéy are
available to every interested person. Each issue should have an informative description (@ini specification)
as well as acceptance criteria — criteria that will allow to unambiguously discern whether“@x not the issue
was implemented in the project. These issues should be prepared ahead of the iteration byithe product
owner;

b) Phase 2 — iteration scope estimation. The iteration is kicked off with a meeting, during which the
created issues are estimated. The whole development team participates in this meéeting, and” everybody can
make suggestions and ask questions to clarify the requirements. There différent way$ tohestimate the issues,
with man-hour and story point estimations being the most popular ones, After all issues have been estimated,
product owner chooses the scope for the iteration based on the prioritieshandgthe estimations. The fact that
the whole team participates in this meeting provides for a more accurate and efficient estimation as different
members of the development team (developers and QA specialist§) are able towoice all types of concerns and
risks for all issues;

c¢) Phase 3 — development and testing. During the iteration, development and testing of the issues are done
concurrently. Test scenarios are being written and agreed upon withihe product owner during the development
of the issue, and when the issue is completed, these scenaries areUsed by QA specialists to verify that the issue
complies with the acceptance criteria;

d) Phase 4 — demonstration session. The iteratigh 1s“€losed with a meeting, during which the completed
issues are demonstrated to the product owner. Produet owner can point out things that were missed or suggest
improvements immediately. This immediate feg@back prevides for a product that fully meet the customer
needs [5].

2. Keeping the product up to date with thejeustemer needs due to frequent planning phases.

As a result of introducing a productgowner role, the customer has its own representative in the development
team at all times. This allows better controllingthe resources at work and even changing the requirements during
the development phase, when the,cost iSythe lowest. Furthermore, product owner has the complete picture of
the whole development process, thelissues that the development team has, various blockers, etc.

3. Agile methodology dg€s net negessarily solve the problem with employee turnover, but it does present
some engineering practices that“help reduce the negative affects if such cases do take place.

4. Having the specification /fequirements for the product in an issue tracking system.

Giving the development team free access to the whole storage of the existing issues, helps identify issues
/inconsistencies/flaws inthedpecification much earlier. Having the specification split into smaller pieces (issues),
provides for andgasier way to get familiar with the required part of the product, instead of having to go through
the whole spegification.

5. Immediatesfeedback and frequent results.

Hayingythe development process split into many small iterations allows the customer to have a working
version of the®product at the end of each iteration with the features that were developed during that iterations.
Custémer can use this product, analyze how it fits, possibly provide changes to better suit his needs, etc, but
he“dees not have to wait for a long period of time to see the result of the work.

Even though the agile methodology solves many problems presented by the waterfall approach, it has
its own risks [6]. The main risk of the agile methodology is assuring the quality of the product — the more
functionality is added with each iteration, the bigger the product gets, the harder it gets to not break existing
features while developing new ones. The process of defects creation in already existing functionality is called
regression. Regression forces the quality assurance team to execute regression testing during each iteration, which
means that they have to make sure that all key existing features were not affected by the features added during
the iteration. Considering the fact that the amount of features grows with each iteration, the amount of regression
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testing required grows progressively and becomes quite an issue for the quality assurance team. To fit both new
feature testing and regression testing into one iteration, the QA team has to descope some issues, or reduce the
intensity of testing.

Fortunately, there are various ways to reduce the amount of manual regression testing done in each iteration
and in turn reduce the amount of resources required to be allocated for regression. There are practices for both
the development and the quality assurance teams. One of the most revered practice is writing and support of
tests by the software development team [7].

Each product flaw or defect is a result of a flaw in the product code (unexpected situation or a

eliminate them. However, it is possible to minimize such defects and therefore reduce the amou
ensure that the code does not contain mistakes, there is a practice of writing test code that test
product. Test code imitates certain scenarios and checks the behavior of the product code it these scenarios.
Each test has the following steps:

— Test data preparation — specific data for the tested scenario is prepared;

— The tested code is executed;

— Results of the code execution are verified;

— Prepared scenario data is deleted.

There are various types of the code tests. Figure 2 depicts the test pyrafmid | idengifies four levels
of code testing and puts them into a structured hierarchy. Each level has_ a caotrespo ype of tests that are
targeted at different aspects of the code development process.

1) Unit level and unit tests. P t code is atomized to single independent and isolated units. Units tests
focus these units separatelyf testi ir behavior in solitude. All interactions between units are mocked —
simulated with the desired result for each particular interaction. This secures the fact, that all units’ logic is not
tests are lightweight because they test only small pieces of the application,
easy to write and sup S they are limited to testing only small parts of logic. Due to these factors, it

product code, responsible for connection and communication with the database performs
We cannot conclude whether or not the code works without testing it with a real

3) System level and system tests. This level is responsible for testing how all the components work
together in an environment similar to a production environment (without any isolation or simulation
of outside components). Systems tests verify that all the units and outside components work well
together validate the database state during the logic execution, check the correctness of the interactions
between the components. Such tests are quite resource-intensive and take longer amount of time to fully
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run. Similarly, the amount of such tests is lower than that of integration or unit tests, because those tests
cover considerable amount of logic, while system tests make sure that the product works well as a whole
mechanism.

4) Acceptance level and ui tests. While previous three levels focus on how the code of the application
corresponds to the requirements, acceptance level is responsible for verifying the interaction between the
functionality core of the application and the user interface. Ul tests imitate user actions using the scenarios that
reflect what regular users are most likely to do in the application. These tests are the most resource-intensive
tests as they use the production environment (or an environment that replicates production environment). The
amount of these tests depends on how many most used user-cases there, but usually, there are not too
such tests. Such tests are not usually run with each build [10].

Besides providing a safety net against regression issues, unit tests help reduce the cost of ddenti
fixing bugs. Figure 3 illustrates the cost to bug identification time ratio — it can be seen thatf correcting issues
that are caught by unit tests is much cheaper, then correcting them after QA feedback.

Costs
y

Development Time
Figure 3. Relation o
Addition and maintenance of tests to, the are development process allows to significantly reduce
the amount of defects in the product, ch s for improvement of the user experience and therefore
maximizing the profit of the applicatiof. mple moderately small project was monitored over a period of 6
months before unit tests were added e development flow, and after. Figure 4 displays the amount of defects
per month before the test pyramid w oduced and implemented on the project.

mount of defects found per month
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Figure 4. Amount of defects per month before test pyramid was introduced

12 Bectauk KaparanmuHckoro yHuBepcuTeTa



Minimization of product defects...

Amount of defects found per month
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Figure 5. Amount of defects per month after test pyramid was it

As we can see from Figure 5, the average amount of defects found per ally decreased from 8 to
6, which is a 25 % decrease. J
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JI.'moprasze, 1. Ambues, /Ix./le Kupuko, A.Ill. Kaxkukenosa

BargapaamMalbIiK KaMTaMaHbl KYPY OapbIChIH/a HAKThI TECTLITIK
2KYiieHi KOJIIay >KOJIbIMEH OHIMAIK aKayJapabl O0JIIbIpMay

Maxkasana xkacasran 6argapJraMaIap/Ible KETICIIeNTIH 2KepJIepiH 2KoHe YaKbITIIIA TOKTAIl KAy MOCeJIeIepiH
LIEIITy 2KOJIIapbl KapacThIpblrrad. OCchbl alThlIFAH MacesIesIep/Ii MeLy i 6arjapiaMasiblK, KAMTaMaHbl KYDPY;
JIBIH, KOPHEKI 9/IiCTEMECIHIH, SIFHU CApKBIpAMAJIbI 9IICTIH, Taiga 60Ty TapUXbl MEH YKOJIIapbl KOPCETLITEH !
CapkpIpaMaJibl MOJIEJIb/II MOCEJIEH] eIy YIIiH KYPbUIFaH dJicTeMe, baraapaaMalibiK, KAMTAMAHbI Ky
1ecin 6ackapaTbliH OipHeIlle uTepalusira 6eJ1y apKbLabl OaraapaMasiblK KaMTaMaHbl Ky PY/aFbl HKE,
GOJIBITT TAOBLIATHIHIBIKTAH, KAPKBIH/IBI JaMy/ia. Tancepbic 6epyIili HapBIKTaFbl TAJIAIITAPFA CO
eHiMl opbip mreparusa OapbIChIHA ©3repTyre *KoHe OeliiMieyre MyMKIHIIK ajajbl. AJiaii
barmapJsiamMa KypyJdarbl UKeM/Ii ojiicreMe OGipkaTap Mocesesep/ii eyl Tasal ereqai. bya ma a OChI
Mocesesnep iy imringeri ey Herisrici 6osbin TabbLIaTHIH, OarmapiaaMa Kypy Kesinmeri opbip
OHIMHIH, CAllACHIH KAMTAMACKI3 €Ty MOCEJIECIH KapaCThIpaMbl3. ABTOpJIAD YCHIHFAH MOCEJ
oChl >KYIieHiH opbip KabaTTapblH KOPCETY YKOHE CUIIATTAY apKbLIbL JIyPbIC KYPbLIFaH TECTL
paMuJaHbL) KYPY KOHE OHBbI KoJijay¥Fa Herizpesren. 2Koba MblcasblHIa Kyprisiire
TECTLK MpamMuia akaynapasl 25 %-ra azaiiTyra 60JATHIHBIH KOPCETTI.

Kiam cesdep: barnapiaMalblK KacaKTaMaHbl 93ipJey, UKeM/Ii ojicHaMagyrectiviey 1 J1aChl, CapKbIpa-
MaJIbl 9/IiCTeMe, IOHUT TECTiJIepi, HMHTErPaIUsJIBbIK, TeCTiIep, XKy#esik Tec 5 ay TecTiiepi.

J

JI.'noprasze, .Amubues, /Ix./le Ku JATL. Karkukenosa

MunaumMn3saius gedeKToB IIpor IX IPOJYKTOB IIyTEM
no/iiep>KaHnus KOPPEKTHOI Oli IMpaMubl B X0Jie
Pa3paboTKM! PO oro obecrieueHus

B crarbe npepcraBieH o 13 BO3MOXK 1 PIIEHUS IIPODJIEM, BOSHUKAIOIINUX [IPU Pa3paboTKe Ipo-
)Ke CBSI3aHHBIX C BpEMEHHBIMHU 3aJlepKKaMu. PaccMoTpe-
JISPHON METO/IONIOTUH Pa3paboTKH ITPOrPaMMHOTO 0becredeHust
KOTOpBIE JaHHasi METOIOJIOrus IipecTaBiisieT. Meromomorust,
06J1eM BOJIONIATHON MOJIETH, HAOUPAaeT BCE BOJIBIIYIO MO ISIPHOCTD
ee THOKMIT MyTh CO3JAHUS TPOTPAMMHOIO OOECIEeYeHUs 3a CIET Pas-

— BOIONAIHON METOIOJIOTMH, U T€
KOTOpast ObLIa CO3/TaHa JIJIsT

BBUYy TOr'O, 9TO OHa IIO3. 1

JieJIEHNsI BCero IIpolece 0 IIPOrPaMMHOI0 ObecIiedeHnst Ha HeOOJIbINNE yIPABIIsieMble NTEPAIIHN.
Saka34uMK MOXKET MEHATH TPEOOBAHUS M aJalTHPOBATH UTOTOBBIN IPOAYKT K TPEOOBAHUAM PBIHKA OT UTE-
panuu K HUTeparll I a HOBAsl METOJOJIOIHsI — I'MOKasl MEeTOMOJIOrusl pa3pabOTKH — CTaBUT Psif
HOBBIX IIPOOJIEM. TaTbsl PACCMATPHUBAET CaMyIO IVIaBHYIO IIpobjieMy — obeclieueHne KadecTBa IIPo-

W ble/e106a: pa3paboTKa MPOrPAMMHOTO ODeCrevYeHns, THOKasi METOMOJIOTHSI, TeCTOBas MMUPAMUJIA,
JTOTI 51 METOJOJIOTHS, IOHUT TE€CThI, HHTEIPAIIMOHHBIE TE€CThI, CACTEMHBIE TECTbI, TPUEMOYHbBIE TECTHI.
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