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Abstract 

We develop the special stream algorithm based on the SPONGE structure in order to obtain a 

secure and fast symmetric encryption algorithm. We research the avalanche effect to decide the 

number of rounds of the algorithm. The algorithm uses a secret key of 512 or 1024 bits and 

produces the key stream consisting of blocks of 2048 bits each. 

Introduction 

Both the Republic of Kazakhstan and the Republic of Uzbekistan does not have their own 

standardized stream cipher and relies on methods provided by manufacturers of hardware. Block 

symmetric encryption algorithms are not good with transmission of large data in real time. For 

example, streaming video or audio in encrypted mode is only possible with stream ciphers. Thus, 

the development of a new stream cipher is an actual problem for our countries. 

The perfect stream cipher should act as random number generator. Pseudo-random number 

generators built with algorithms such as RC4 [2] are generally significantly faster than those based 

on block ciphers. The RC4 algorithm is widely used in various information security systems, in 

computer networks (for example, in the SSL protocol, for encrypting passwords, etc.). The 

development of a new approach to hash functions introduced with Keccak (or SHA-3) has led to an 

increasing interest in using SPONGE structures in other cryptographic applications [1]. The popular 

stream cipher RC4 was modified to use SPONGE structure and was called Spritz [2]. The resulting 

algorithm is more robust than the initial RC4. While non-linear operations in Keccak are simple, we 

focused on already established S-box used in AES. 

The SPONGE structure itself represents a large array (usually 2-D or 3-D) that consumes data 

gradually and returns a small piece of stored information. The size of the array is designed to be so 

large that it is practically impossible to brute-force it. As the returning data is not enough to 

reconstruct the internal state the whole structure becomes practically irreversible for intruders. We 

continue our research of SPONGE structured stream cipher [4]. 

Design of a new stream cipher 

We designed our stream cipher as a SPONGE structure with internal state’s shape of 17 ×
16 × 32 bits. We address each bit within internal state using 𝑆𝑖,𝑗,𝑡, where 𝑖 ∈ {0,1,2,… ,16}, 𝑗 ∈
{0,1,2, … ,15}, 𝑡 ∈ {0,1,2,… ,31}. Another representation of the same internal state is 𝐵𝑖,𝑗,𝑝 ∈
{0,1,2, … ,255}17×16×4 where each number is stored in exactly one byte. 

Each round consists of the following operations in the given order: 

1. Adding Input. We use XOR (exclusive OR) to add an array of the same size as the internal 

state: 

𝑆 = 𝑆 ⊕ 𝐼𝑛𝑝𝑢𝑡 
2. Substitution. As was mentioned above, we selected AES substitution table as Sbox for our 

cipher. This is the only non-linear operation of the cipher. This substitution table provides security 

against linear and differential cryptanalysis [8]. We previously analyzed other substitution tables [9, 

10, 11]. 

Each byte in the internal state is replaced with its corresponding substituted value: 

𝐵𝑖,𝑗,𝑝 = 𝑆𝑏𝑜𝑥(𝐵𝑖,𝑗,𝑝) 
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3. MultiplicationFor each 𝑡 we take matrix 𝐴𝑡 = {𝑆𝑖,𝑗,𝑡}𝑖,𝑗 and perform multiplication 𝐴𝑡 =

𝐴𝑡 ×𝑀. Next, we replace old values in 𝑆 with new values formed by all 𝐴𝑡. 
We fixed matrix 𝑀 such that it has non-zero determinant and used as many bits as possible. 

𝑀 =

[
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1
1 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1
1 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1
1 1 1 1 1 0 1 1 1 1 1 1 1 1 1 1
1 1 1 1 1 1 0 1 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 0 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 0 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 0 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1
1 1 1 1 1 1 1 1 1 1 1 0 1 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1 0 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1 1 0 1 1
1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 1
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0]

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

4. Rotation.This linear operation allows to spread bytes across the internal state. We do not 

change 𝑗 indices as operation #3 is responsible for mixture of columns.  

𝐵𝑖+𝑗+𝑝 𝑚𝑜𝑑 17,𝑗,𝑝+𝑗 𝑚𝑜𝑑 4 = 𝐵𝑖,𝑗,𝑝 

5. Additional mixing To increase mixture of different slices (third index of the internal state) 

we introduce adding operation: 

If (𝑖 + 𝑗) is odd, then we add to 𝐵𝑖,𝑗,𝑝 value of 𝐵𝑖,𝑗,𝑝−1 using XOR. We put 𝐵𝑖,𝑗,−1 = 0𝑥𝐹𝐹. 

If (𝑖 + 𝑗) is even, then we add to 𝐵𝑖,𝑗,𝑝 value of 𝐵𝑖,𝑗,𝑝+1 using XOR. We put 𝐵𝑖,𝑗,4 = 0𝑥00. 

The algorithm uses 512 or 1024 encryption key to produce the key stream. We put 𝑘𝑒𝑦𝑗×4+𝑝 

values into 𝐼𝑛𝑝𝑢𝑡0,𝑗,𝑝 if key is 512 bit long. If it has 1024 bits, we put next 512 bits into 𝐼𝑛𝑝𝑢𝑡1,𝑗,𝑝.  

If we use stream cipher in synchronized mode, other bytes of Input (starting from 𝐼𝑛𝑝𝑢𝑡2,0,0) 

are filled with 𝑅, 𝑁, where 𝑅 is the number of rounds from start, 𝑁 is the serial number of the key 

block to be produced (starting with 0). When 𝑅 = 𝑁 = 0, we put Initialization Vector instead. The 

inserted data can be padded using a tweak [5]. 

Output Key stream is formed after each 6 rounds using values 𝐵𝑖,𝑗,𝑝 where 𝑖 ∈ {0,1,… ,15}, 𝑗 ∈
{12,13,14,15}, 𝑝 ∈ {0,1,2,3}. This produces exactly 2048 bits of key stream. If the mode is 

synchronized, rounds continue, and the algorithm does not reset the internal state. 

Results and discussion 

Robust ciphers must meet several conditions. One of them is an avalanche effect when a 

change in one bit of initial data leads to change of half of bits in output in average. 

To test the effect in the designed cipher we put Input to only zeros, the encryption key to zeros 

and run the cipher for different number of rounds. We also run cipher using the internal states that 

had only one bit equal to 1 for each of 8704 bits for the same number of rounds. Then we compared 

how many bits are different in the resulting internal states. The results of average percentages of 

number of bits that changed are presented in Table 1. 

 

Table 1. Average percentage of number of bits that changed given one different bit in inputs 
Numbe

r of rounds 

Percentage of 

total bits changed, % 

1 1.17 

2 34.54 

3 49.67 

4 49.99 
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5 50 

According to the results, 5 rounds are enough to guarantee avalanche effect. Therefore, we 

chose number of rounds of the algorithm equal to 6. 

 

This work was supported in part by the project UZB-Ind-2021-98 — “Research and 

development of stream encryption algorithm”. We are grateful to Timur Abdullaev for his help in 

the development of the new stream algorithm. 
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In connection with the currently observed rapid development of personal computing, there is a 

gradual change in the requirements for programming languages. Interpreted languages are 

beginning to play an increasingly important role, as the increasing power of personal computers 

begins to provide sufficient speed for the execution of interpreted programs. And the only 

significant advantage of compiled programming languages is the high-speed code they create. 

When the speed of program execution is not critical, the most appropriate choice is an interpreted 

language, as a simpler and more flexible programming tool. 

In this regard, it is of particular interest to consider the relatively new programming language 

Python, which was created by its author Guido van Rossum in the early 90s. The author of the 
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