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Comparative Legal Analysis of International and National Legal Norms Regulating
the Protection of Personal Data

The research aims to summarize the development of national norms by analyzing international standards that
lawfully regulate the protection of personal data, one of the issues in safeguarding the rights and freedoms of
individual. It emphasizes the importance of Kazakhstan’s accession to international instruments protecting
personal data. The relevance of the research is determined by the problem of ensuring data security, which at
the present stage has become a priority issue. The law has revealed instances that pose risks, particularly due
to the absence of the clear provisions regulating the storage of citizen’s personal data. The authors highlight
that with the rapid development of digitalization in Kazakhstan, cases of personal data dissemination have in-
creased, underscoring the necessity of improving national legal norms. Furthermore, the research raises issues
of exercising control over the use of personal data and strengthening liability in cases of unlawful dissemina-
tion. Due to the weakness of the current legal mechanism for the protection of personal data, cybercrime is
gaining momentum in society, negatively affecting citizens. One of the solutions to the problem is the
improvement of national legislation that lawfully regulates the protection of personal data. Within the scope
of the study, the authors formulated proposals for the establishing legal mechanisms in the current legislation
to regulate the procedures for processing, storing, and destroying personal data, as well as for addressing ac-
tions related cto their preservation.

Keywords: personal data, collection, processing, and storage of personal data, protection of personal data,
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Introduction

The Constitution of the Republic of Kazakhstan, adopted by national referendum on 30 August, 1995,
became a fundamental step in building a‘democratic state governed by the rule of law, where the rights and
freedoms of individual and the citizen must be especially protected. The provisions enshrined in the Basic
Law of Kazakhstan testify to.a categorical rejection of the totalitarian approach to the “individual-state”
problem. Under the constitutional system, the state is created to resolve vital issues of ensuring existence,
while the individual becomes the main factor forming the essence of the state.

The new Kazakhstani statehood radically changes the nature of the relations between the individual and
the state. “Not the individual for the state, but the state for individual” — this is the fundamental formula of
their interaction. The priority of the individual over the state allows us to determine the place of the person in
civil society. This place is not defined by the state, it is inherent to the person from the outset and is realized
through their abilities and initiative. Thus, the content of Chapter 2 of the Constitution of the Republic of
Kazakhstan is subordinated to the main principle: the rights and freedoms of the individual and the citizen
are the highest value of the state. Consequently, all branches of power and all parts of the state mechanism
serve the main purpose, which is to ensure and protect the rights and freedoms of the individual and the
citizen, as well as their legal status.

The foundation of the legal status of the individual and the citizen consists of personal (civil) rights and
freedoms. Most of them are absolute in nature, that is, they are not only inalienable, but also not subject to
restriction (the right to life, freedom of nationality, freedom of conscience and religion, etc.). Along with
this, certain rights and freedoms (e.g., the right to the protection of personal data) may be restricted by the
state, which makes their legal protection especially relevant and significant.

The modern system of international law in the field of personal data, as well as the basic national laws,
relies on a number of international documents. These acts are closely interconnected through the methods of
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regulating the protection of personal data and make it possible to examine the stages of the formation of
international standards in this area.

The purpose of the research is to develop proposals aimed at improving national legislation on personal
data protection by conducting a comparative legal analysis of international and national norms that lawfully
regulate the protection of personal data.

Methods and materials

In the process of writing the article, general and general scientific methods (induction and deduction,
analysis, systematization), special scientific methods (the historical method, generalization), as well as spe-
cific methods (comparative legal analysis, the formal legal method) were used.

The research was carried out through the analysis of international legal norms regulating the protection
of personal data, as enshrined in such documents as the Universal Declaration of Human Rights adopted by
the United Nations General Assembly, the International Covenant on Civil and Political Rights, the
Convention for the Protection of Individuals with regard to the Automated Processing of Personal Data (ETS
No.108, Strasbourg), as well as the General Data Protection Regulation of the European Union of 2016
(GDPR—General Data Protection Regulation). In addition, a comparative legal analysis of national norms
enshrined in the legislation of states was conducted.

Results

The adoption of the Universal Declaration of Human Rights by the United Nations General Assembly
on 10 December 1948 fundamentally changed the situation. Article 12 of the Universal Declaration of
Human Rights states that “no one shall be subjected to arbitrary interference with his privacy, family, home
or correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the protection of
the law against such interference or attacks” [1].

This right is also enshrined in Article 17 of the International Covenant on Civil and Political Rights [2],
Article 16 of the Convention on the Rights of the Child [3], as well as in Article 8 of the European
Convention for the Protection of Human Rights and Fundamental Freedoms [4].

The inability of the state to guarantee the right to the protection of personal data undermines the safe-
guarding of other rights and freedoms associated with it: freedom of expression, the right to peaceful
assembly, the right to free access to information, the principle of non-discrimination, and ultimately the
stability of constitutional democracy. For this reason, Article 17 of the International Covenant on Civil and
Political Rights (New York, 19 December 1966) elaborates broadly on the inadmissibility of unlawful
interference and formulates it as follows: “no one shall be subjected to arbitrary or unlawful interference
with his privacy, family, or correspondence, nor to unlawful attacks on his honour and reputation. Everyone
has the right to the protection of the law against such interference or attacks” [2]. According to it, everyone
has the right to be protected from such attacks.

A major step in the development of the international system of personal data protection was the
adoption of the Convention for the Protection of Individuals with regard to the Automatic Processing of Per-
sonal Data by the Council of Europe on 28 January 1981 (ETS No. 108, Strasbourg). This Convention
entered into force on 1 October 1985 and is the first binding international instrument designed to protect
individuals from abuses arising from the collection and processing of data [5]. In addition, the Convention
regulates the transborder flow of personal data.

The Convention not only provides guarantees in the collection and processing of personal data, but also
prohibits such collection and processing if national legislation cannot provide the necessary safeguards for
certain “sensitive” data, such as information about a person’s race, political opinions, health status, religious
beliefs, or sexual life. Furthermore, the Convention grants individuals the right to be informed in due time
about the collection of data relating to them and, if necessary, to request its rectification. The rights set out in
the Convention may only be restricted in cases of threats to common interests, such as the protection of
public order and the security of society and the state.

The Convention also imposes restrictions on regard to the transborder flow of personal data. In
particular, it limits the transfer of data to states that do not ensure an adequate level of protection. The main
reason for the development of the Convention was the need to harmonize the national legislation of
European countries in the field of personal data. In this regard, in 1981, the European Commission published
recommendations for European Union member states concerning the conclusion of appropriate agreements
on the implementation of the Convention. Currently, more than 45 European countries are parties to it.
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It should be noted that Kazakhstan is not a party to the Council of Europe Convention for the Protection
of Individuals with regard to Automatic Processing of Personal Data (ETS No. 108, Strasbourg, January 28,
1981) [6]. Nevertheless, the approaches and principles enshrined in national legislation are close in content
to the provisions of the aforementioned Convention. Kazakhstan’s accession to this international document
would be of great importance, as it would allow investigations into violations of the rights of our citizens in
the field of personal data protection jointly with authorities of the participating countries.

The main purpose of the Convention is to ensure respect for the rights and fundamental freedoms of
every individual, regardless of nationality or residence, within the territory of the participating states, in
particular the right to privacy in relation to the automatic processing of personal data (“data protection™).

In 1995, the European Parliament and the Council of the European Union adopted the Directive on the
Protection of Individuals with regard to the Processing of Personal Data and on the Free Movement of such
Data (No. 95/46/EC) [7]. The main purpose of the Directive is to implement Article 100a of the Treaty
establishing the European Economic Community, which provided for the creation of a single internal market.
Directive 95/46/EC on the Protection of Individuals with regard to the Processing of Personal Data and on
the Free Movement of such Data was repealed in accordance with Article 94 of Regulation No. 2016/679 of
the European Parliament and of the Council of the European Union [8].

On 11 March 1996, the Directive on the Legal Protection of Databases (No.-96/9/EC) [9] was adopted,
the main purpose of which was to form a uniform character of database protection in‘the European Union
member states.

These directives of the European Union oblige the member states to ensure the proper quality of the in-
formation collected and processed (the collection and processing of data must be defined by law and carried
out strictly in accordance with its provisions), as well as to guarantee the protection of information and to
establish appropriate supervisory and control authorities. Particular attention in the directives is paid to the
means of ensuring the confidentiality of personal data and the rules for their cross-border transfer.

Along with the above-mentioned documents, the European Union has adopted several directives aimed
at regulating the protection of personal data in various fields. In particular, in the field of electronic commu-
nications, the Directive on Privacy and Electronic Communications (No. 2002/58/EC) was adopted, which
establishes requirements for the processing of personal data and the protection of privacy [10]. The purpose
of this Directive is to harmonize national regulations necessary to guarantee an adequate level of protection
of fundamental rights and freedoms.

One of the most important steps in the development of personal data protection was the adoption of the
General Data Protection Regulation (GDPR) by the European Union in 2016 [11]. The adoption of this act
contributed to the formation of a culture of ensuring data confidentiality by every individual and also became
a driving force for further strengthening digital human rights. Violations related to the collection, processing
and storage of personal data damage not only the reputation of public authorities and private companies, but
also undermine the trust of consumers of these services. Therefore, according to the new regulation, the pro-
tection of personal data has become not merely another task for the European Union, but also a new ap-
proach to shapinga culture of thinking and behavior within each organization and among individuals.

The Regulation established stricter requirements for the consent of personal data subjects, increased
transparency with regard to how and for what purpose data are collected, processed, transmitted or de-
stroyed. According to many researchers, the GDPR became an important step in the field of personal data
protection for a number of reasons. First, the Regulation definitively changed the approaches to the pro-
cessing of personal data in all sectors of the European Union. Second, its provisions increased the knowledge
of specialists and individuals on issues of personal data. Third, the Regulation granted individuals broad
powers to control the use of their data. Fourth, citizens of the European Union became more informed and
aware of their rights to personal data protection. These conclusions are confirmed by the results of a survey
conducted in 2019 within the framework of the Eurobarometer project [12]: 67 % surveyed citizens of the
European Union indicated that they are familiar with the Regulations, 36 % know the consequences of non-
compliance with the Regulations may entail, and 57 % are aware that each country has a specialized authori-
ty responsible for the protection of personal data [13].

At present, almost all European Union member states recognize the effect of the General Data Protec-
tion Regulation (GDPR) and have brought their national legislation into compliance with its requirements.
For example, Sweden adopted the Personal Data ACT (Personuppgiftslagen), while in Germany these rela-
tions are regulated by the General Data Protection Regulation (GDPR) and the Federal Data Protection Act
(BDSG).
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Thus, modern European law in the field of personal data protection, which has accumulated extensive
experience of formation and is still being improved today, can be described as the most pragmatic. In ac-
cordance with it, all objects and subjects requiring protection, and its economic effectiveness has been prov-
en in practice.

Kazakhstan, like other countries of the world, is actively developing an innovative economy, in which
various industries are undergoing digital transformation. Digitalization is currently a key factor contributing
to economic growth and is a national-level priority for Kazakhstan.

Along with the active process of digitalization, intensive information processing is also observed in the
country. In the National Development Plan of the Republic of Kazakhstan until 2029, one of the priority
tasks is the optimization of regulation in the field of personal data protection (priority 2) [14].

By Resolution of the Government of the Republic of Kazakhstan, the Concept for the Development of
Digital Transformation, Information and Communication Technologies, and Cybersecurity for 2023-2029
was approved, which addresses issues related to the protection of personal data. One of the principles of the
development of the field of information and communication technologies and cybersecurity is the principle
of trust, which includes the protection of privacy and personal data, as well as monitoring digital security
[15].

In the Concept of Legal Policy until 2030, approved by the President of the Republic of Kazakhstan, the
obligation to revise the legislation on personal data protection in accordance with its basic principles is estab-
lished. In addition, taking into account international experience, a draft of the Digital Code is currently being
developed [16].

In Kazakhstan, a regulatory and legal framework is gradually being formed to govern legal relations
connected with the collection, processing, and control of personal data. The legislation regulating the protec-
tion of citizens’ personal data is based on the Law of the Republic of Kazakhstan “On Personal Data and
Their Protection” adopted on 21 May 2013, as well as on the Law of the Republic of Kazakhstan “On
Dactyloscopic and Genomic Registration”, the Law of the Republic of Kazakhstan “On Electronic Document
and Electronic Digital Signature”, the Law of the Republic of Kazakhstan “On National Security of the Re-
public of Kazakhstan”, and other laws, supplemented by government resolutions and orders from authorized
ministries.

Acrticle 18 of the Constitution of the Republic of Kazakhstan states: “1. Everyone shall have the right to
inviolability of private life, personal or family secrets, protection of honor and dignity. 2. Everyone shall
have the right to confidentiality of individual deposits and savings, correspondence, telephone conversations,
postal, telegraph, and other messages. The limitation of this right shall be permitted only in cases and accord-
ing to the procedure directly established by law” [17].

In order to implement the above-mentioned constitutional guarantees, on 21 May 2013, the Law of the
Republic of Kazakhstan “On Personal Data and Their Protection” was adopted. In accordance with para-
graph 2 of Article 1 of the said Law: “personal data are information relating to a specific or determinable
subject of personal data, recorded on electronic, paper and (or) other material carriers” [18]. Expanding this
definition, personal data includes information in electronic or paper form, or such information must be rec-
orded on other carriers (disks, flash drives, etc.). In our view, the issue of the legal status of individual in-
formation transmitted orally has not been fully resolved.

By Order of the Minister of Digital Development, Innovation and Aerospace Industry of the Republic
of Kazakhstan dated 29 August 2024, No. 526/NK, a list of personal data of individuals included in the state
electronic information resources was approved [19]. According to the order, the following information is
classified as personal data: individual’s last name, first name, patronymic, transcription of last name and first
name, , date of birth, place of birth, nationality, gender, marital status, citizenship, individual identification
number, digital photograph, signature, legal address, and details of the identity document.

A comparison of the Law of the Republic of Kazakhstan “On Personal Data and Their Protection” with
foreign legislation showed that the Kazakhstani law is distinguished by a rather high degree of specificity
and comprehensiveness. At the same time, practice demonstrates that many aspects of ensuring the security
of personal data remain insufficiently regulated. Thus, Article 2 of the Law of the Republic of Kazakhstan
“On Personal Data and Their Protection” states that the purpose of the Law is to ensure the protection of
rights and freedoms of individuals and citizens in the collection and processing of their personal data [18].
Paragraph 1 of Article 1 defines the concept of “collection of personal data”, defining it as “actions aimed at
obtaining personal data”. Unfortunately, the law does not define the concept of “processing of personal da-
ta”. In addition, in our opinion, the norm provided in Article 2 of the Law does not cover actions related to
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the storage of personal data. In other words, measures related to ensuring the integrity, confidentiality and
accessibility of citizens’ personal data are not clearly defined.

Discussion

Contradictions in the development of legal protection of personal data are noted in the works of many
scientists [20; 33—-35]. The concept of “protection of personal data” is conditional, since it is not the data it-
self that are protected from unlawful or arbitrary use, but its bearer—the individual. At the same time,
personal data should not be completely removed from circulation; however, the procedures for their
collection, storage, and processing must be clearly regulated so that the rights of the personal data subject are
adequately safeguarded.

As mentioned above, the protection of personal data is closely connected with the right to privacy. As a
legal category, this right took shape in 1928, when the United States Supreme Court Justice L. Brandeis stat-
ed that the United States Constitution provides for the “right to be let alone” and the “right to privacy”. This
statement has serious scientific foundations. As early as 1890, the young Boston lawyer L. Brandeis, together
with Justice S. Warren, prepared and published an article “The Right to Privacy”, which for the first time
raised legal and ethical issues arising from the practice of active interference in private life.

The earliest precedent for the protection of personal data arose in 1965, when the United States
Supreme Court considered the Griswold case. In its decision, it was indicated that the right of a person to
privacy had existed long before the Bill of Rights. As a result, the American legal doctrine recognized the
right to “privacy”, i.e., the right of every person to control their “personal living.space” and to be protected
against the unjustified seizure of personal documents. This implies that the individual independently decides
what information about them, to what volume, and in what form to transfer to third parties.

L. Brandeis’s formulation of the “right to privacy” underwent significant changes in the 21st century.
Whereas previously state interference in private life was strictly prohibited, over time there appeared an in-
creasing number of legitimate grounds for collection and processing of information related to private life.
The acceleration of this process in the United States was largely due to the events of 11 September 2001 in
New York and the subsequent counter-terrorism campaign. In 2002, the Sarbanes-Oxley Act was adopted,
with its primary focus not on the protection of personal data, but on maximizing the transparency of data-
bases to prevent threats to public security.

The Russian scientist Yu. Travkin notes: “The spread of the European approach to personal data issues
and its recognition in almost all countries of the world, from Central and Eastern Europe to Canada, the
Asia-Pacific region and Latin America, is notan accidental. In all of these states, a legal framework concern-
ing personal data has developed, but the content of the relevant laws is a clear reference to the legal system
developed in Europe can be traced” [21]. This opinion is difficult to dispute. As mentioned above, the
development of Kazakhstan’s current legislation on personal data is also oriented towards the European
model.

The absence of personal data in the law of norms regulating the storage leads to risks and threats
confirmed by practice. Such risks arise form the loss of control over personal data, as cases of loss of
electronic and paper carriers of personal data are not uncommon in domestic practice. For example, in 2017
the personal data of clients of the former Qazkom bank (now Halyk Bank) were discovered at a landfill. At
first glance this may seem like an ordinary situation, but such information should have been kept in the
bank’s archive and destroyed using shredder in accordance with the established rules of archival storage and
destruction of documents. The Qazkom Bank press service apologized, promised to identify and punish those
responsible, but the result was only the dismissal of the head of the bank’s branch in Astana, while the fur-
ther fate of the clients’ personal data remained unknown [22].

An example of the loss of personal data in electronic form can be seen in the following case. In 2019,
the complete data of about 11 million citizens were leaked from the database of the Central Election
Commission’s to the Internet. That same year, the Association of Legal Entities “Center for Analysis and
Investigation of Cyberattacks” (TSARKA) identified the fact of the leakage of Kazakhstani citizens’
personal data. The complete database of 11 million citizens became available online. In August 2019, the
Ministry of Internal Affairs of the Republic of Kazakhstan initiated pre-trial proceedings under case
No. 197115031001878, opened on 22 July 2019, for the unlawful distribution of restricted-access electronic
information resources under Part 1 of Article 211 of the Criminal Code of the Republic of Kazakhstan.
However, the proceedings were terminated due to the absence of elements of criminal offense [23].

Cepus «[lMpaBo». 2025, 30, 4(120) 145



G.A. llyassova, T.S. Tilep

Conclusion

In conclusion, it should be noted that in the Republic of Kazakhstan, which is integrated into the global
political and economic information space, there has been a significant impetus for the digitalization of the
activities of state bodies and private structures. In our view, insufficient attention to the new opportunities of
digitalization of society, as well as to its risks and threats, leads to the loss of the right to exercise state power
in Kazakhstan, which belongs to the local population.

The formation of electronic government has not only led to a change in the relationship between the
state and society, but has also reduced the cost of administering many tasks. At the same time, along with
such positive changes in the Kazakhstani information system, there is a clear trend towards an increase in
real threats to the information security of the Republic.

We consider it important to examine the issue of Kazakhstan’s accession to the the Convention for the
Protection of Individuals with regard to Automatic Processing of Personal Data, which would provide the
right to investigate violations of the rights of our citizens in the field of personal data protection committed
by operators of states that are parties to the Convention. This is of fundamental importance, since the purpose
of the Convention is to ensure respect for the rights and fundamental freedoms of individual, regardless of
citizenship or place of residence, and in particular, the right to privacy in relation to the automatic processing
of personal data.

Acknowledgements

This research was funded by the Science Committee of the Ministry of Science and Higher Education of
the Republic of Kazakhstan (Grant No. AP19679658).

References

1 Anam KYKBIKTapBIHBIH JKalmbFa Oiprneit aeknapanuscel. [leknapanus bipikken ¥nrrap ¥ipIMbIHBIH bac AccaMOneschIHBIH
Ne 217 A(IIl) pesomormsceiven 1948 sxpurrbl 10 skentokcanna KaObDimanraH. — [DnekTpoHABIK pecypc]. — Komxkerimainik
TopTibi: https://adilet.zan.kz/kaz/docs/O4800000001.

2 A3aMaTTBHIK JXKOHE CasCH KYKBIKTap Typaibl XaJibIKapalblK MakTiHI patuukanusuiay Typansl Kazakctan PecryOnmkachIHBIH
2005  oxpuwsl 28  kapamamarel Ne 91  3ampl.  —  [OnmektpoHmelk  pecype]. —  Komkerimmimik  TopTibi:
https://adilet.zan.kz/kaz/docs/Z050000091 .

3 bama xykpikTaps! Typansl KonBeHImsHBI paTudukanusuiay typansl Kazakcran PecrmyOmukacer XKoraprel Kenecinig 1994
JKBUTFBI 8 MayCBIM/IaFbl KayJBICHL. — [DnexTponabIK pecype]. — Komxerimaimix TOpTIibI:
https://adilet.zan.kz/kaz/docs/B940001400_.

4 KonBeHIHA 0 3alIuTe TIPaB YeIOBEKa M OCHOBHEIX cBo0o (EBponeiickas KOHBeHIUS O mpaBax denoBeka, ETS Ne 005) (Puwm,
4 Hos10ps 1950 roxma) (¢ U3MEHEHUSAMH M JONMOJTHEHHAMH 110 cocTostHUIO Ha 13.05.2004 r.). — [DnekTpoHHEIH pecypc]. — Pexum
nocryma: https://online.zakon.kz/Document/? doc_id=1007545.

5 KoHuBeHnus 0 3anmre GU3MUSCKHAX JIUII TPU aBTOMATU3UPOBAHHON 00pabOoTKe MepCOHANbHBIX NaHHBIX (CTpacOypr, 28 sHBa-
pa 1981 1.) (c m3menenmwsima oT 15 wmrorsa 1999 r.) ETS Ne 108. — [OnekrpoHHbli pecypc]. — Pexum moctyma:
https://online.zakon.kz/Document/? doc_id=1034061&pos=1;-8#pos=1;-8.

6 OrtBer Munuctpa mHocTpanusix aen PK or 25 ampens 2022 roga Ha Bompoc ot 15 ampenst 2022 roma Ne 734767
(dialog.egov.kz)  «O  pmeiictBun  KomBenumun B PK». —  [OnektpoHHbiii  pecypc]. —  Pexum  gocryma:
https://online.zakon.kz/Document/? doc_id=34431962.

7 JdupexrtuBa EBponeiickoro napnamenta u Cosera Eponeiickoro Coro3a ot 24 okts16ps 1995 roma Ne 95/46/EC «O 3amure
(U3UYECKHUX JIHIL TPU 00pabOTKEe MEPCOHATBHBIX TAHHBIX U O CBOOOJHOM OOpAaIlleHWH TaKUX JAHHBIX» (B pemakiuu PeriameHta
EBporneiickoro mapnamenta u Cosera EC 1882/2003 ot 29 cents6ps 2003 roma). — [DnexkTpoHHbIN pecypc]. — Pexum gocrymna:
https://online.zakon.kz/Document/? doc_id=31067635&show_di=1.

8 Permament Ne 2016/679 Erponeiickoro mapaamenta u Coseta EBpomnetickoro Coro3a. O 3amure GU3HUSCKHUX JIUIL TP 00pa-
060TKE MEPCOHATBHBIX JAHHBIX K O CBOOOTHOM OOpAICHHH TaKUX JAHHBIX, a Takke 00 ormene Jupektusst 95/46/EC (O6muwmii Per-
JIAMEHT O 3alIUTe NePCOHANBHBIX JaHHBIX) <**> (r. bproccens, 27 anpens 2016 roga). — [DnekTpoHHbIH pecypc]. — Pexum nocty-
na: https://online.zakon.kz/Document/? doc_id=39559334&p0s=>5;-106#pos=5;-106.

9 Jlupexrtusa Eponeiickoro ITapmamenta u Coseta ot 11 mapta 1996 Ne 96/9/EC O mpaBoBoii oxpane 6a3 g1aHHBIX. — [DJeK-
TPOHHBIH pecypc]. — Pexxum nocryma: https://online.zakon.kz/Document/? doc_id=30948665&p0s=4;-106#pos=4;-106.

10 MupextuBa EBpomeiickoro ITapmamenta u Cosera EBponetickoro Coro3a ot 12 uronst 2002 rozma Ne 2002/58/EC «B ortHomIe-
HUH 00paOOTKH IEePCOHATBHBIX JaHHBIX U 3alIUTHl KOH(DUICHIMATEHOCTH B CEKTOPE AJIEKTPOHHBIX CPEACTB cBsi3m» ([lupexTuBa o
KOH(UICHIIMAIBHOCTH U DJICKTPOHHBIX cpencTBax cBsa3u) (B penakuun Jupexrussl 2006/24/EC EBpomneiickoro napiamenta u Cose-

146 BecTHuk KaparaHgmMHCKoro yHmBepcuteTa


https://adilet.zan.kz/kaz/docs/O4800000001
https://adilet.zan.kz/kaz/docs/Z050000091_
https://adilet.zan.kz/kaz/docs/B940001400_
https://online.zakon.kz/Document/?doc_id=1007545
https://online.zakon.kz/Document/?doc_id=1034061&pos=1;-8#pos=1;-8
https://online.zakon.kz/Document/?doc_id=34431962
https://online.zakon.kz/Document/?doc_id=31067635&show_di=1
https://online.zakon.kz/Document/?doc_id=39559334&pos=5;-106#pos=5;-106
https://online.zakon.kz/Document/?doc_id=30948665&pos=4;-106#pos=4;-106

Comparative Legal Analysis of International and National ...

ta EC ot 15 mapra 2006 r., dQupextusst 2009/136/EC Espomneiickoro napiaamenta u Cosera EC ot 25 Hos6ps 2009 r.). — [Dnek-
TPOHHBIHA pecypc]. — Pexkum nocryma: https://online.zakon.kz/Document/? doc_id=31067636.

11 Malia Thuret-Benoist. “One year of GDPR: GDPR enforcement and awareness,” Tech GDPR, May 25, 2019. — [Electronic
resource]. — Access mode: https://techgdpr.com/blog/one-year-gdpr/.

12 Jongerius S. One year of GDPR: GDPR enforcement and awareness / S. Jongerius // Tech GDPR. — May 25, 2019. — Ac-
cess mode: https://techgdpr.com/blog/one-year-gdpr/.

13 T'ycapoBa A. 3amura nepcoHalbHBIX JaHHBIX B KazaxcraHe: cratyc, pucku U Bo3moxuoctr / A. I'ycaposa, C. J[)KakchbUIbI-
KOB. — 2020. — [OnexTponHbIi pecypc]. — Pexum JOCTyTa: https://www.soros.kz/wp-
content/uploads/2020/04/Personal_data_report.pdf.

14 Kasaxcran PecmyOimkaceiably 2029 sxpiFa OediHri ¥JATTBIK JaMmy >kocmapblH OekiTy >koHe Kaszakcran PecmyOmmxachr
[Ipe3unenTinin KeHOip >KapbIKTaApBIHBIH KYLI1 KOWBUIABL Ien TaHy Typaisl Kazakctan Pecmybnukacer [Ipesunentinin 2024 KbUFb
30 wrinpeneri Ne 611 Xapubirsl. — [DnektpoHabIK pecype]. — Komkerimainik topri6i: https://adilet.zan.kz/kaz/docs/U2400000611.

15 2023-2029 xbuinapra apHanFaH TUQpPIbIK TpaHcHOPMALKS, aKIIapaTThIK-KOMMYHHUKAIMSIIBIK TEXHOJIOTHSIIAP CalachlH JKoHEe
KHOepKayilci3AiKTi JaMBITY TYXKBIpIMAaMachiH OekiTy Typansl Kasakcran Pecrybmukace! YkiMeTiiH 2023 KbUTEB! 28 HaypBI3AaFs!
Ne 269 xaynbichl. — [DnekTpoH/bIK pecype]. — Komkerimainik Topribi: https://adilet.zan.kz/kaz/docs/P2300000269.

16 Kazakcran PecnyOiaukachIHBIH KYKBIKTBIK cascaThiHbIH 2030 KbUTFa JACHIHTT TYKbIpBIMIAMachiH OeKiTy Typaibl Kasakcran
Pecnybmukacer Ilpesunmentiniyg 2021 >xpuirsl 15 kazanmarer Ne 674 XKapiewrel. — [OnekTpoHIslk pecype]. — Komketimainik
TopTibi: https://adilet.zan.kz/kaz/docs/U2100000674.

17 Kazakcran PecnyoOnukaceiabiy Koncturynuscel. Koncrurymus 1995 sxpuibl 30 Tambi3ia’ pecnyOIHMKaNbIK pedepeHIymaa
KaObLIIaHabl. — [DnekTponabik pecypce]. — Komkerimainik Topri6i: https://adilet.zan.kz/kaz/docs/K950001000 .

18 JlepOec aepekrtep koHe onapibl Kopray Typansl Kasakcran Pecniyomukackiabie 2013 xbutebl 21 Mambipaarsl Ne 94-V 3anpl.
— [Dnexrponmsik pecype]. — Komkerimuainik Topti6i: https://adilet.zan.kz/kaz/docs/Z1300000094#z21.

19 MemiieKeTTiK AMEKTPOHIBIK aKIapaTThIK PEeCYpCTapblH KYpPaMblHa CHTI3UICTIH jKeKe TYIFaiapiblH AepOec aepeKTepiHiH
Ti30eciH OekiTy Typansl Kasakcran PecyOnukaceiapiy Llndpibik qaMy, HHHOBAIESAIAP XKOHE adpOFaphIl ©HEPKICiOi MUHHCTPiHIH
2024 xpurFel 29  Tamenmarel  Ne 526/HK  Oyiiperrbel. —  [DnekTpoHIBIK — pecypc]. —  KomkeriMaimik — TopTiOi:
https://adilet.zan.kz/kaz/docs/\VV2400035010.

20 Yepusiera [I. B. [IpaBoBoe peryiupoBaHHe MEPCOHANBHBIX TaHHBIX paboTHHKoB: Ombir EBponsr u CHIA / 1. B. Yepnsiesa
/I Bonipocsl Tpymosoro npasa. — 2007. — Ne 3. — C. 33-35.

21 Tpaekus IO. ITepconanbhbie nanubie / FO. TpaBkun. — M.: Amanganuk, 2007. — C. 232.

22 JloxymeHnThl kianeHToB «Ka3koma» oka3ainch BO3JIe MyCOpHOIl CBaJkH B ActaHe. — [DnekTpoHHbIH pecypc]. — 2017. —
Pexxum nocryma: https://www.caravan.kz/news/dokumenty-klientov-kazkoma-okazalis-vozle-musornojj-svalki-v-astane-401834/.

23 O¢wunmaneubii  akkayntr IJAPKA B Facebook.  —  [Dnekrpomnsiii  pecypc]. —  Pexum  jmocryma:
https://m.facebook.com/story.php? story_fhid=2636221533272 242&id=1674347306126341.

I''A. Unbsacosa, T.C. Tinen

[epOec nepekTepaiH KOPFAIYbIH KYKBIKTBIK PEeTTEHTIH XaJbIKAPAJIBIK KIHE
VATTBIK KYKBIKTBIK HOPpMAJIapFa calbICThIPMAJIbI-KYKBIKTBIK TAJ1ay

JKyprizinren 3epTTey a3aMaTThIH KYKBIKTapbl MEH OOCTaHIBIKTAPBIH KAMTaMachl3 €Ty MoceselepiHiH 0ipi —
nepbec nepeKTepAi KOpFaylbl KYKBIKTHIK PETTEHTIH XalbIKapalblk HOpMalapFa Tajay KYPri3y apKblLIbl
YITTBIK HOpPMaJIap/ibl JKeTUIAIpY OOMBIHIIA KOPBITHIHABLIAP WIbIFapyFa OarbiTranran. JlepOec nepekrepmi
KOpFayFa OaFbITTaliFaH XaJbIKapajblK aKTilepre KOCBUIYJbIH MAaHBI3IBUIBIFBI aTal OTINreH. 3epTrey
TaKbIPBIOBIHBIH ©3EKTINIr Ka3ipri ke3eHae 0acThl Hazap ayaapaThlH JepOec OepeKTepliH Kayinci3airin
KaMTaMachl3 eTy MaceseciMeH OaiinanbicThl. JKyMmbIcTa a3amarTapiblH AepOec AepeKTepiH cakTay JKOHIH[e
KYKBIKTBIK HOpPMaHBIH OonMaybl ce0GenTi Toyekenaep MeEH Kayillke OKeill COKKaH IKardaiiiap
KapacTeipbuFad. Apropiap Kasakcranaa uudpuanaspyasle JaMmybsiMeH Gipre nepbec nepeKkTepIiH Tapasbi
KEeTY KaFIaiIapbIHbIH XKHLIEN KeTyiHe, YITTHIK KYKBIKTHIK-HOPMaJIap/bl )KETUIIIpy KaKeTTiriHe 6acTsl Hazap
aynapanbl. CoHbIMEH Katap, nepoec IepeKTep/i naiaananyabsl 6akpliay Kyprizy, 3aHChI3 TapaiFaH jKaraaiaa
JKayamnKepUIUTIKTI JKeTiINAipy Mocenenepi TajkpuiayFa IIbiFapburad. JlepOec JepekTepii KOpray/blH
KYKBIKTBIK TETITiHIH oJCI3Iiri camaapblHaH KHOepanasKThIK Koramuaa OeJieH aiy/a, COHBIH CajiapblHaH
aszamatTap 3apjan meryzne. by maceneHi mermryain 6ip xonsl — gepOec AepeKTepai Koprayabl KYKBIKTHIK,
PETTEHTIH YITTHIK 3aHHAMaHbI JKEeTUIAIpY. ABTOpiap KOJIAHBICTAFbl 3aHHAMaza JaepOec IepeKTepai oHIeY,
CaKTay, JKOK TOPTIOIH PETTEHTIH KYKBIKTHIK TETIKTEpIl aHBIKTAy, nepOec IepeKTepli CakTayra KaTBICTHI
OpEKEeTTEPi PETTey JKOHIH/IE YCHIHBICTAPBIH TYXKBIPBIMIAN/IBI.

Kinm cesoep: nepbec mepekrep, nepdec AepeKTepai KWHAY, OHIEY, cakray, AepOec AepeKrepii Kopray,
CaJIBICTHIPMAJIBI-KYKBIKTBIK  TajJjgay, AWpeKTHBa, KoHBeHIwWs, Eypomansik omak, AKI, xamsikapaisik-
KYKBIKTBIK HopManap, GDPR.
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CpaBHHUTE/ILHO-TIPABOBOIl AHAJIN3 MEKIYHAPOAHBIX H HAMOHAJIbHBIX MPABOBBIX
HOPM, perjiaMeHTHPYIOIINX 3alIUTY MEePCOHATbHBIX TaHHBIX

IIpoBenenne mccienoBaHUs HAIPABICHO Ha IOJBEICHHE UTOTOB II0 COBEPIICHCTBOBAHHIO HAIIMOHAIBHBIX
HOPM IyTeM IPOBEACHUS aHAIM3a MEKTyHAPOJHBIX HOPM, IIPABOMEPHO PEryIUPYIOLINX 3alIUTy HepCOHANb-
HBIX JAHHBIX — OJIHOTO U3 BOIIPOCOB OOECHEeUEHHUs paB U cBOOO] rpaxaaHuHa. [loquepKkuBaeTcs BaKHOCTh
HPHCOCIMHEHUS K MEXKAYyHApOJHBIM aKTaM, HANPAaBJICHHBIM Ha 3aIUTY NEPCOHANBHBIX TAaHHBIX. AKTyailb-
HOCTh TEMBI HCCIIEIOBaHUS OOYCIIOBICHA MpobiaeMoil obecredeHus: 6€30MacCHOCTH MEPCOHANBHBIX JTAaHHBIX,
KOTOpasi Ha COBPEMEHHOM 3Tarle SBIISETCS TIIABHOH B cTpaHe. B paboTe paccMOTpPEHBI PUCKH U CITydaH, BO3-
HUKIINE BCIEJCTBHE OTCYTCTBHS IIPABOBBIX HOPM, PETJIAMEHTHPYIOIINX XPaHEHHE NMepCOHATBHBIX JaHHBIX
rpakaaH. B ycrnoBHSX akTUBHOTO pa3BuUTHA In(poBu3anuy B KasaxcraHe yqacTHIINCEH CiTydan HE3aKOHHOTO
pacIpoCTpaHeHUsI IEPCOHANBHBIX JaHHBIX. ABTOp aKIEHTHPYET BHUMAHHE Ha HEOOXOJUMOCTH COBEPIICHCT-
BOBAHMSI HalMOHAJIBHBIX NPAaBOBEIX HOpM. Kpome Toro, BEIHECEHBI Ha OOCYKAEHHE BOIPOCHL IIPOBEICHHS
KOHTPOJIS 32 HCTIOJB30BAHUEM IIEPCOHAIBHBIX JAHHBIX M COBEPIICHCTBOBAHMS OTBETCTBCHHOCTH B CITy4ae MX
HE3aKOHHOT'O pacrpocTpaHeHus. M3-3a cnaboro mpaBoBOro MeXaHW3Ma 3alUThl EPCOHAIBHBIX TaHHBIX KH-
OepMOIIEHHNYECTBO HabupaeT 000pOTH B OOIIECTBE, B pe3yabTaTe YEro CTPafaloT rpakaane. OQHUM U3 ITy-
Tell pelleHns NaHHOW IPOOJEeMbI SBISETCS COBEPIICHCTBOBAHHE HAIMOHAIBHOTO - 3aKOHONATENIbCTBA,
peraMeHTHPYIONIETO 3alUTy NePCOHANBHBIX TaHHBIX. ABTOpaMH C(OPMYJIMPOBAHEI HPEIIOKEHUS 110 yCTa-
HOBJICHUIO B JICHCTBYIOIEM 3aKOHOJATENILCTBE IIPABOBHIX MEXaHM3MOB, PEryIHPYIOLIMX HpOLenypy obpa-
00TKHM, XpaHEHHs, YHHITOXKECHHS ITePCOHANBHBIX JaHHBIX, PETYINPOBaHHE ACHCTBHH, CBI3aHHBIX C XpaHEHHU-
€M IepPCOHAIBHBIX JaHHBIX.

Kurouesvle crosa: mepcoHaNbHBIC TaHHBIC, cOOp, 00pabOTKa, XpaHEHHE IMEPCOHAIBHBIX JAHHBIX, 3alllUTa
NEPCOHANBHBIX JAaHHBIX, CPaBHUTEIbHO-IIPABOBOW aHaiIM3, IUPEKTUBA, KOHBEHIMs, EBponelickuii coros,
CILIA, mexxayHapoHo-npaBoBbie Hopmbl, GDPR.
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