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On the possibility of using the provisions of the Budapest Convention on cybercrime
in the investigation of crimes in the field of online fraud

The article explores the potential of applying the provisions of the Budapest Convention on Cybercrime to
improve the effectiveness of online fraud investigations in Kazakhstan. The main purpose of the work is to
analyze the possibilities of the Convention in combating the growing threat of this type of crime, especially
given their cross-border nature. The authors apply a comprehensive methodological approach, including an
analysis of documents, a comparative study of legislation and an analysis of the practice of its application in
other countries. The study revealed inconsistencies between the national legislation of Kazakhstan and the
provisions of the Convention. The main issues relate to the definition of cybercrimes, digital evidence collec-
tion procedures, and international cooperation. Based on successful cases of the Convention’s application in
other countries, recommendations are proposed for improving legislation and law enforcement practice in
Kazakhstan. In particular, the authors emphasize the need to adapt national legislation to the standards of the
Convention, create specialized units to combat cybercrime, introduce digital platforms for data analysis and
enhance international cooperation. This will increase the effectiveness of countering online fraud and
strengthen Kazakhstan’s position in the global fight against cybercrime.

Keywords: cybercrime, online fraud, Budapest Convention, international cooperation, digital evidence, legis-
lation of Kazakhstan, law enforcement practice.

Introduction

The rapid development of information and communication technologies benefits modern society, but at
the same time generates new, technologically more complex risks and threats. In recent years, there has been
a rapid increase in cybercrime, especially in the field of online fraud.

According to Resolution No. 281 of the Board of the National Bank of the Republic of Kazakhstan dat-
ed October 29, 2018 On Approval of the Cybersecurity Strategy of the Financial Sector of the Republic of
Kazakhstan for 2018-2022 [1], cybercrime is defined as a type of crime involving legally punishable acts
committed using information technology in cyberspace.

According to Cybersecurity Ventures, it is expected that by 2026, the annual global damage from cy-
bercrime will exceed 20 trillion US dollars [2]. This forecast highlights the scale of the problem and the need
to strengthen measures to counter such threats. In recent years, there has been a significant increase in cyber-
crime in Kazakhstan, especially in the field of online fraud. According to the Committee on Legal Statistics
and Special Accounts of the Prosecutor General’s Office of the Republic of Kazakhstan, the number of regis-
tered cases of online fraud has increased more than 40 times over the past few years: from just over 500 cas-
es in 2018 to 21.8 thousand in 2023 [3].

In the first half of 2024, 9,936 cases of online fraud were registered, which is 4.1 % more than in the
same period of 2023 [4]. Fraud related to online purchases on marketplaces and bulletin boards is especially
common: about 24 % of all cases [5]. The damage from such crimes is also increasing. In 2023, the amount
of damage amounted to 17.5 billion tenge [6], and in the first seven months of 2024, the damage reached 7.1
billion tenge, of which only 11 % were reimbursed. Despite the efforts of law enforcement agencies, most
cases of online fraud remain unsolved. In 2022, about 70 % of criminal cases for such crimes were suspend-
ed due to the failure to identify the perpetrators [7].
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According to the rating of the Global Cybersecurity Index 2024 (GCI) [8] on the cybersecurity of coun-
tries based on 83 indicators in 5 key areas: legislation, technical equipment, organization, capacity develop-
ment and international cooperation, Kazakhstan fell into the Tier 2 category — “Advancing”, next to coun-
tries such as China, Austria, Canada and Azerbaijan. The report involved 194 countries. For comparison, in
the previous ranking (2020/2021), based on the old methodology, Kazakhstan ranked 31st. Although the rate
of development of the information society in Kazakhstan is quite high and the country has been ranking
higher in the international rankings, the rise of cybercrime is also increasing and therefore there is the need to
improve on the cybersecurity measures and finding better ways of fighting online fraud. This is particularly
important given the need to learn more about international practices related to these issues and to ensure that
the provisions of the Budapest Convention on Cybercrime are fully integrated into the investigation and pre-
vention of such crimes.

Cybercrime has become transnational with the increase in the rate of digitalization and globalization
and thus requires an appropriate response from individual states. There are several problems regarding the
scope of domestic mechanisms and their misalignment with international standards that limit national legal
frameworks including those of Kazakhstan from combating these threats. Cybercrime is an emerging chal-
lenge that Kazakhstan is grappling with; however, some progress has been made, for instance, in 2008 the
country ratified the UN Convention against Transnational Organized Crime [9]. But the challenges in dealing
with the cross-border nature of cybercriminal activity are evident given the increasing number of online
fraud cases that require quick action and cooperation with other countries.

A key international framework for dealing with cybercrime is the Budapest Convention on Cybercrime
of 2001 [10]. The convention was adopted with the aim of harmonizing national legislation, enhancing the
means of cybercrime investigation, and improving cooperation between international organizations. It offers
state parties guidance on measures to fight cybercrime, and prompts them to consider amending their sub-
stantive and procedural criminal laws. This includes establishing liability for cybercrime-related offenses and
defining the methods by which criminal investigations and prosecutions should be carried out. It also has
recommendations for States parties on mutual assistance and is a mutual legal assistance treaty (i.e., an
agreement on cooperation in investigation and prosecution of some and/or all offences defined as such in the
national laws of both parties) for countries that do not have such a treaty with the country which seeks our
assistance.

Kazakhstan is not a party to the Budapest Convention on Cybercrime yet, which limits its ability to in-
tegrate into global mechanisms to combat cybercrime. However, in April 2023, Kazakhstan received an invi-
tation to join this convention, which indicates recognition of the country’s efforts in the field of
cybersecurity [11].

The limitations of national legislation are reflected in the lack of unified approaches and standards in
the definition of cybercrime, collection and exchange of digital evidence. This hinders the creation of effec-
tive mechanisms for cooperation with international partners. An analysis of existing problems shows that the
harmonization of national legislation with international standards, including the provisions of the Budapest
Convention, can increase the effectiveness of countering online fraud and other types of cybercrime.

The rapid development of digital technologies has a significant impact on the socio-economic sphere of
Kazakhstan. At the same time, the growth of cyber threats, including online fraud, is becoming a serious
challenge to national security and law enforcement. The problem is complicated by the cross-border nature
of cybercrimes, which requires coordinated action by law enforcement agencies at the international level [12;
71]. In this situation, the provisions of the Budapest Convention are an important resource, as they ensure the
unification of standards and form the basis for international cooperation.

For Kazakhstan, which is not a party to the Budapest Convention, the issue of harmonization of national
legislation with international standards remains one of the key tasks in the field of countering cybercrime.
Accession to the Convention could not only strengthen national efforts to investigate and prosecute cyber-
criminals, but also help build trust between Kazakhstan and its international partners. The application of the
Convention’s provisions, such as joint investigations and the rapid exchange of information, opens up new
opportunities for effective solutions to the problem of online fraud.

In the context of increasing digital transformation and economic globalization, the importance of the
Budapest Convention as an international legal instrument continues to grow. Its potential to strengthen the
rule of law in cyberspace makes this document particularly relevant for countries such as Kazakhstan that
seek to develop their approaches to cybersecurity and countering online crimes.
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The purpose of this article is to analyze the possibilities of applying the provisions of the Budapest
Convention on Cybercrime to improve the effectiveness of online fraud investigations in Kazakhstan.

Methods and materials

This study uses a comprehensive methodological approach, including an analysis of documents, a com-
parative analysis of legislation and an analysis of the practice of applying the provisions of the Budapest
Convention. The analysis of the documents included the study of the text of the Budapest Convention, the
legislation of the Republic of Kazakhstan in the field of combating cybercrime, as well as analytical materi-
als and reports of international organizations. A comparative analysis of the legislation was aimed at identi-
fying the compliance of the national legislation of Kazakhstan with the main provisions of the Budapest
Convention. The analysis of the practice of applying the Convention was based on a study of publicly avail-
able materials, including judicial practice and reports from law enforcement agencies in different countries.
This methodological approach made it possible to conduct a comprehensive analysis of the possibilities of
applying the provisions of the Budapest Convention in Kazakhstan and formulate recommendations for im-
proving national legislation and practice in countering online fraud.

Results

The Budapest Convention on Cybercrime is a key international instrument aimed at combating cyber
threats. Its provisions create a universal legal framework for the criminal prosecution of cybercrimes, includ-
ing crimes related to fraud in the digital environment [13; 306]. In the context of online fraud investigations,
articles dealing with both direct violations and supporting procedures related to obtaining and processing
digital evidence are of particular importance.

Article 7 of the Convention defines computer fraud as the intentional insertion, modification, deletion
or suppression of computer data in order to cause property damage by deception. The introduction of this
rule creates the basis for the criminal prosecution of fraudulent activities related to data manipulation in elec-
tronic systems. For Kazakhstan, the relevance of this article is particularly high, given the growing number
of cases of unauthorized interference in payment systems and e-commerce platforms. From January to Au-
gust 2022, 11.7 thousand cases of Internet fraud were detected in Kazakhstan, and 7 billion tenge worth of
damage was caused [14]. The inclusion of this provision in the national legislation of the Republic of Ka-
zakhstan would contribute to more effective prosecution of online fraud, which is often cross-border in na-
ture.

The provisions of article 8 focus on the creation and use of fake computer data in order to mislead other
users or systems. This aspect is also closely related to crimes aimed at stealing funds or personal information.
In Kazakhstan, where efforts to digitalize the economy are accompanied by an increase in cyber threats, the
application of this article can support the process of investigating crimes related to the use of forged electron-
ic documents, especially in the financial sector. Due to the presence of a large set of national and internation-
al payment systems in the market of the Republic of Kazakhstan, there are a number of risks when working
in cyberspace [1].

One of the central rules of the Convention for the investigation of online fraud is article 14, which regu-
lates access to digital evidence. This article focuses on the need to harmonize legal procedures between
countries to ensure effective access to electronic data, which is critical for investigating crimes committed in
a cross-border format. For Kazakhstan, active participation in international initiatives to combat cybercrime
underscores the importance of developing robust internal mechanisms. These mechanisms are crucial for
ensuring compliance with the Convention’s provisions, particularly through strengthened cooperation with
foreign Internet service providers.

Chapter 111 of the Budapest Convention holds particular significance for Kazakhstan due to the increas-
ing necessity of cross-border data exchange in online fraud investigations. The articles on mutual legal assis-
tance, such as Article 27, set up a legal procedure for accelerating the acquisition of data related to criminal
activities occurring via the Internet from platforms outside the jurisdiction of the country. Incorporating these
procedures into the legal system of Kazakhstan could not only improve the effectiveness of investigations
but also strengthen international cooperation — a significant factor, given the globalization of cyber threats.

A defining characteristic of online fraud is that it is inherently transnational in its nature and facilitated
by the global reach of the Internet [15; 70]. In this regard, the provisions of the Budapest Convention on
cross-border cooperation are pivotal. They equip member states with tools to address crimes that cross na-
tional boundaries effectively. Central to these efforts are information exchange mechanisms, streamlined co-
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operation among law enforcement agencies and improved access to digital evidence, all of which are critical
for effective international collaboration.

The enforcement of the Budapest Convention provisions is a significant step in enhancing Kazakhstan’s
capabilities in the fight against cybercrime. Such measures as improving legal bases and creating favorable
conditions for cooperation with international organizations directly contribute to the fight against online
fraud and other cybercrimes. Thus, the integration of Kazakhstan’s domestic efforts with the global standards
is in line with the country’s efforts to develop effective responses to the challenges of the digital sphere.

Article 23 of the Convention is a cornerstone in facilitating international cooperation in cybercrime in-
vestigations. This provision has paved way to a comprehensive legal framework for coordinated actions, in-
formation exchange and mutual assistance between states. Adopting these measures as Kazakhstan presents a
significant opportunity to enhance the country’s interactions with foreign partners and thus to have more ef-
fective and timely responses to cybercrime. The simplified and structured approach of Article 23 makes
transnational investigations easier and brings domestic practices in line with internationally recognized legal
norms. Therefore, the mechanisms provided for in the Convention are incorporated into the legal system of
Kazakhstan, which enhances the country’s capacity to fight the complexities of modern cyber threats through
partnership.

Another important provision is Article 25 which controls the availability of data stored outside of the
national jurisdictions. In this regulation, law enforcement agencies are allowed to request and use basic in-
formation like Internet traffic logs and user account details from foreign service providers. Since most digital
crimes occur on platforms based abroad, this article is crucial to enhance the efficiency of investigations.
Likewise, Article 27 defines and simplifies the measures regarding mutual legal assistance requests for ob-
taining evidence, searching and seizing data in the context of international cooperation. To implement this
article for Kazakhstan, legislative changes are needed and the creation of specific structures to manage inter-
national collaboration is necessary.

Furthermore, the 24/7 rapid response network described in Article 35 presents new possibilities for ac-
celerating the exchange of information in cases of online fraud. In this regard, for Kazakhstan, which is stra-
tegically located at the intersection of global transportation and digital networks, this initiative greatly en-
hances the nation’s capacity to fight transnational threats. Nevertheless, to achieve the best results, several
issues must be solved, including: limited technical resources; compatibility with international procedural
standards; and modernization of the technological infrastructure. To overcome these challenges, further ac-
tions are clearly required. These include the development of specialized training programs, the enhancement
of the logistical capacity of law enforcement agencies and the enhancement of cooperation with international
partners.

Ensuring cross-border cooperation on the basis of the provisions of the Convention is becoming an im-
portant tool in the fight against online fraud. The combination of legal, organizational and technological tools
is the basis for creating mutual confidence between the countries and creation of a global system for fighting
cyber threats.

The implementation of the provisions of Budapest Convention into the laws of Kazakhstan is an im-
portant step towards enhancing the efficiency of the fight against cybercrime. The Convention provides for
measures such as criminalization of major types of cybercrime, simplification of access to digital evidence
and the development of international cooperation. An analysis of the current legislation of the Republic of
Kazakhstan shows the need for further improvement of certain norms in order to comply with international
standards, which will become the basis for strengthening law enforcement practices and increasing the level
of national cybersecurity.

Kazakhstan’s criminal legislation establishes liability for a range of cybercrime-related offenses, includ-
ing provisions of the Criminal Code of the Republic of Kazakhstan (CC RK) [16], specifically Article 190
(“Fraud”) and Article 205 (“Unauthorized Interference with the Operation of an Information System”) [16].
The lack of clear differentiation between traditional and cyber fraud creates legal and practical challenges in
the qualification and investigation of crimes. This, in turn, leads to difficulties in preparing the evidence base
necessary for successful criminal prosecution. However, the specifics of the Convention suggest a more de-
tailed approach to the definition of cybercrimes, such as computer fraud (article 7 of the Convention) and
data forgery (article 8). At this stage, there are no separate rules in the Criminal Code of the Republic of Ka-
zakhstan concerning fraudulent manipulation of data in digital systems, which creates a legal gap in the in-
vestigation of a number of crimes committed exclusively using information and communication technolo-
gies.
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Although the Criminal Procedure Code of the Republic of Kazakhstan [17] contains provisions regulat-
ing the collection and processing of evidence, their adaptation to the requirements of the digital age remains
limited. One of the key requirements of the Budapest Convention is the availability of procedures for the
prompt collection, preservation and provision of digital evidence (Articles 14-21). In Kazakhstan, legislation
partially regulates this process through the norms of the Criminal Procedure Code of the Republic of Ka-
zakhstan (CPC RK) concerning the seizure of electronic media and obtaining information from Internet ser-
vice providers. However, there are no clearly established mechanisms in the existing legal framework, e.g.,
mandatory temporary storage of data by Internet service providers and specific practices of cooperation with
foreign service providers. This essentially hampers the capability of law enforcement agencies to secure cru-
cial evidence in many cases, including those that are cross border crimes.

In the fight against cybercrime Kazakhstan is actively developing cooperation with international organ-
izations and partner countries. The standards for mutual legal assistance and operational data exchange are
articles 23-35 of the Budapest Convention. At the present time the national legislation of Kazakhstan pro-
vides a legal basis for international cooperation that includes the execution of requests for legal assistance
and joint investigations. However, there is one of the problems — there are no sufficiently well-defined pro-
cedures for direct communication with foreign ISP’s, and there are no clear rules for requesting foreign
countries within the 24/7 network or for interacting with foreign jurisdictions during joint investigative activ-
ities. It can also lead to some delays in the course of investigation and can reduce the effectiveness of the
investigation.

A review of the laws of Kazakhstan shows that the country has made significant efforts to meet the
standards set by the Budapest Convention; however, there are some issues that require further attention. Ma-
jor problems are: 1. Not enough detail on offences of cyber fraud; 2. Low capabilities of the law enforcement
agencies in preserving and acquiring digital evidence; 3. No standards for effective cooperation with foreign
countries [18; 57].

To close these gaps, it is advised to modify the Criminal Code of the Republic of Kazakhstan to incor-
porate provisions covering cybercrimes, for instance computer fraud and data forgery. Further, modifying the
Criminal Procedure Code (CPC) to provide for the storage and handling of digital evidence is also important.
Also, establishing a dedicated structure for international cooperation via the 24/7 network would add weight
to Kazakhstan’s fight against cross border online fraud.

The practical use of the Budapest Convention is based on the fact that it facilitates international cooper-
ation and sets standards for legal mechanisms to fight cybercrime including cyber fraud. Studying the cases
where its provisions were used to investigate such crimes is a great way to understand their applicability and
effectiveness in cross border operations.

The Convention is a major international treaty that establishes Joint Investigation Teams (JITs) as a
central means of combating transnational crime. These teams are very useful in the collection of digital evi-
dence like servers that have been used in fraudulent activities. The institutional support and operational co-
ordination that the Convention provides really does improve the efficiency of the investigation. For example,
Article 16 of the Budapest Convention, the data preservation provision, was very useful in a fraud case in-
volving fake social media accounts. The cooperation with the platform providers located in the United States
assisted Kazakhstan’s law enforcement authorities in collecting the proof of the crime, although the perpetra-
tors sought to erase it from the digital domain. This effort resulted in the identification and prosecution of
people behind the scheme [19].

These examples reflect the central role of the Budapest Convention in cybercrime investigation espe-
cially in an international context. In this regard, Kazakhstan’s experience with the effective application of the
Convention stresses the need to enhance the cooperation with international partners. Important actions are:
enhancing the mechanisms for mutual legal assistance, increasing cooperation through the 24/7 network, and
promoting the adoption of data retention measures in the national laws. Moreover, the experience with the
application of the Convention’s provisions in practice underlines the necessity of the specialized professional
training for law enforcement personnel. Such training should focus on the proper application of international
instruments in the fight against cybercrime.

In the end, successful case studies prove that compliance with the standards of the Convention does im-
prove the efficiency of the fight against cybercrime. This not only safeguards the rights and interests of citi-
zens and organizations in the digital realm but also enhances the position of Kazakhstan in the global battle
against cybercrime.
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Discussion

Over the past two decades, the Budapest Convention has been the principal international instrument for
combating cybercrime. It has been widely ratified and implemented by a number of states and has been
found to be practical and effective in combating online fraud and other cyber-crimes. Studying the interna-
tional experience allows identifying the critical aspects of successful implementation and, therefore, serves
as a reference point for assessing Kazakhstan’s practices against the global standards.

Views on the Budapest Convention are quite divergent. Some countries have pointed out that it has no
enough tools for cooperation and for that reason support the need to develop a new framework; but other
countries especially the EU and OECD members have explained that the Convention is a good framework
for collaboration globally. They argued that it promotes international cooperation and was signed by a geo-
graphically diverse group of countries [20; 219].

Member states of the European Union are a good example of the effective implementation of the meas-
ures through the harmonization of the laws and the establishment of the common standards. For instance,
Germany, one of the earliest signers of the Convention, incorporated the provisions on computer fraud (Arti-
cle 7) of the Convention into its Criminal Code (Strafgesetzbuch, StGB). Another significant success is the
existence of dedicated structures including the Cybercrime Investigation Division of the Federal Criminal
Police Office (Bundeskriminalamt, BKA) [21]. This division guarantees proper functioning of the 24/7 net-
work and has a strong cooperation with international partners. The integration of technical and legal meas-
ures by Germany is a good practice that Kazakhstan should follow especially in setting up of specialized
agencies.

Estonia, a country famed for its digital prowess, is a good example of how digitalization can support le-
gal frameworks. After the Convention was ratified, Estonia introduced automated monitoring systems and
network traffic analysis tools that are vital for detecting and preventing online fraud. The country’s interna-
tional cooperation is evident in cases such as the November 2022 arrest of two nationals involved in crypto-
currency fraud amounting to $575 million. This is because the investigation was done in partnership with the
United States, which shows the efficiency of collaboration within the legal frameworks [22].

Many of the Budapest Convention’s provisions have been adaptively learned by Kazakhstan, but this is
in comparison to much lower standards than the best international practices. Kazakhstan does not have a spe-
cialized agency fighting cybercrime, which restricts the efficiency and speed of investigations, unlike Ger-
many. Additionally, its relation with the 24/7 cybercrime network is not yet compatible with the EU stan-
dards.

This approach of Estonia shows how the integration of technical solutions can improve the existing sys-
tems of digital law enforcement. Cyber-crime prevention and investigation has been enhanced greatly
through these advancements in technologies. Such technologies are still in the process of being adopted in
Kazakhstan, and this demands substantial financial resources and complete training. Moreover, the success
of Estonia in the cooperation with foreign partners in the course of international investigations is also due to
the existence of strong collaboration with the foreign partners. Kazakhstan has started similar cooperation;
however, such cooperation has to be institutionalized to ensure that it is sustained in the future.

The United States, also a signatory of the Budapest Convention, serves as a valuable benchmark for
comparing Kazakhstan, as it has integrated the Convention’s provisions and bilateral legal assistance agree-
ments into its domestic law. The main focus of the U.S. strategy is the effective application of instruments
analogue to the 24/7 network and active implication in the international cooperation in the fight against
fraud. By contrast, Kazakhstan has limited participation in bilateral agreements and uses the Convention at a
general level. To this end, Kazakhstan should expedite the negotiation of agreements with major interna-
tional partners including China, the EU and the United States, especially for the data sharing with large
internet service providers (ISPs).

Global practices reflect that the effective implementation of the Budapest Convention requires an inte-
grated approach to legislative reforms, institutional development, and technological innovation. The experi-
ences of Germany, Estonia and the United States are varied strategies that can inform Kazakhstan’s efforts.
To achieve similar results, Kazakhstan must prioritize the following measures within its national framework:

— The establishment of a specialized agency to combat cybercrime;

— The creation and use of digital platforms for data monitoring and analysis;

— The enhancement of international cooperation by the negotiation and conclusion of bilateral treaties.
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These strategies, if adopted, would allow Kazakhstan to better align with international standards and
thus better position itself to meet the multifaceted challenges of cybercrime.

A comparison shows that based on the successful practices available, Kazakhstan has the potential to
adopt the provisions of the Budapest Convention and even improve its capabilities in the fight against cyber-
crime, including online fraud. Nevertheless, integrating international norms such as the Budapest Convention
into national legislation entails inherent challenges. These are rooted in variations in legal systems, levels of
digitalization, and preparedness for international cooperation. Paring down to the root issues identified in
comparing national legislation with the Convention’s requirements offers a chance to plug those gaps by
adopting the best of international practices.

One major problem is that there is no uniform definition of cybercrime. For instance, the Budapest
Convention specifically spells out computer data fraud in Article 7 and computer forgery in Article 8, giving
clear legal definitions. By contrast, the Kazakhstani laws classify such offences within more general catego-
ries like fraud (Criminal Code Article 190) or forgery (Criminal Code Article 385). This lack of distinction
for digital crimes creates legal ambiguities as to what constitutes a crime and what does not, and thus what
can be investigated.

Procedural inconsistencies only compound these challenges as well. Articles 16 and 17 of the Budapest
Convention set forth the means of preserving and making available digital data, but Kazakhstan’s procedural
codes are not fully compliant with these provisions. For example, there are no rules governing the obliga-
tions of Internet service providers to store temporarily traffic data, as is the case in several European coun-
tries, and hence there is a risk of missing crucial evidence which can compromise international legal assis-
tance.

Another major difficulty is limited national capacity to interface with foreign jurisdictions. Article 27 of
the Budapest Convention sets up standardized procedures for mutual legal assistance but their practical im-
plementation is problematic. The problem with data requested from providers in countries that are not Con-
vention countries is that they are particularly difficult to obtain, more bilateral agreements are required to
solve this problem. These procedural inefficiencies are then coupled with slow bureaucratic processes and
the absence of harmonized protocols.

Germany and France are examples of countries that have overcome these challenges. Germany has also
improved its legislation to fill the gaps in the cybercrime definitions and has enacted particular provisions for
computer fraud and data manipulation which have improved the investigation processes. Compliance with
Article 16 of the Convention has inspired regulations of providers’ data retention for a certain period of time
which enhances the cooperation international. Just like France, Kazakhstan needs to establish a similar body
like the Interagency Centre for Combating Cybercrime that handles all the mutual legal assistance requests
and cuts down on the time taken to respond. These institutional frameworks can be a good reference for Ka-
zakhstan to create a more effective mechanism of sharing information with its international partners.

In order to fulfil the provisions of Article 19 of the Budapest Convention which deals with the access to
the stored data, Kazakhstan has taken some measures. The Law of the Republic of Kazakhstan “On Access
to Information” of November 16, 2015, No. 401-V provides a legal basis for accessing non-restricted infor-
mation [23]. However, the progress can only be sustained with regulatory changes and the development of
dedicated institutions to facilitate cross-border cooperation. These efforts are in line with the objectives of
the Concept of Digital Transformation. In the fight against cybercrime and in order to fulfil the international
obligations, Kazakhstan has to further develop its legal system and institutional arrangements. The imple-
mentation of the Budapest Convention and other international standards will increase the country’s cyber
security and build partnership globally.

Conclusions

The Budapest Convention on Cyber Crime is a primary international legal instrument that addresses cy-
ber threats and includes provisions for online fraud. They cover almost all issues, from the legalization of
norms to digital evidence collection and promotion of cooperation. The relevance of the Convention for Ka-
zakhstan can be illustrated by the growing cybercrime rates. Because online fraud is borderless and cannot
always be addressed through national measures, standard setting becomes of vital importance. Therefore, it is
crucial to leverage the full potential of its mechanisms by aligning Kazakhstan’s national legislation with the
Convention’s provisions. This would help improve the effectiveness of information exchange, the rate of
access to digital evidence, and the unity of legal processes. One of the most significant provisions is Article
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35, which mandates the creation of a round-the-clock rapid response network, which could be a useful strat-
egy to improve international law enforcement cooperation.

Implementing the changes required by the Budapest Convention will not only strengthen the domestic
legal system of Kazakhstan but will also lead to the development of better cooperation with the international
partners. Thus, with the help of the Convention as a reference point for matching the national legal standards
to the international standards, Kazakhstan can significantly contribute to the formation of a sustainable digi-
tal ecosystem. This way, the country will be better prepared to fight cybercrime and at the same time en-
hance its position in the international community as a country that can be trusted in the fight against cyber
threats.

The importance of this research is in the fact that it offers the ways to enhance the effectiveness of
online fraud investigations with the help of the enhanced approaches. The main measures are the creation of
dedicated cybercrime structures, the creation of new and improved digital tools for data analysis, and the en-
hancement of international cooperation through the conclusion of bilateral treaties and the simplification of
the MLA system. If these measures are to be implemented, it will enhance Kazakhstan’s institutional ar-
rangements and, therefore, support the sustainable development of the digital ecosystem.

The scientific contribution of this study is evident in its comprehensive analysis of how international le-
gal frameworks are employed to combat transnational cybercrime. Through the use of case studies, the re-
search shows the practical application of the Convention’s provisions and offers practical recommendations
for improving legal and investigative practices. These findings can be used as a starting point for future re-
search, especially regarding the experiences of non-ratifying countries and the implications of technological
change for strategies designed to prevent cybercrime.

Thus, aligning the Kazakh legislation with the Budapest Convention is a significant progression that
will help the country to improve its capacity in fighting online fraud and advance its role in the cybercrime
fight globally. The proposed solutions are a good starting point for developing a comprehensive approach to
the various issues posed by the modern digital environment and creating the basis for a secure and sustain-
able cybersecurity system.
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H.M. oncimer, A. K. Myparosa

OmnuiaifH aJasKTBIK KbLIMBICTAPBIH Tepreyae bypanemT KudepKblIMbIc
JKOHIHJ eI KOHBEHUMSICBIHBIH epeKesiepiH KOJIAaHy MYMKIHAIr Typajbl

Maxkanana KazakcraHaarbl OHJIAHH aTasKTBIKTEI TEPreyIiH THIMIUTITIH apTThIPY YIIiH KHOePKBUIMBIC Typajibl
Bynanent KOHBEHIMSCBHIHBIH epeXerIepiH KONaHy aeyeTi 3epTreireH. JKYMBICTBIH Heri3ri MakcaTbl — OCHI
KBIIMBIC TYPiHIH ©CiI Kelle KaTKaH Kayill-KaTepiHe Kapchl KypecTe, acipece OHbIH TPaHCIIEKapaJIbIK CHIAThIH
ecKkepe OTHIPbIN, KOHBEHIMSIHBIH MYMKIHJIIKTEpiH Tannay. ABTopiap Kykarrapiasl Tanpayabl (KoHBeHiws
MoTiHi, Kasakcran PecnyOnmkachiHBIH 3aHHaMachl, Tajljay MaTepHallapbl), 3aHHAMAHBI CaJIBICTBIPMAIbI
3eprreyani (Kasakcran HopmanapwsiHblH KOHBEHIMS epeskenepiHe COHKECTIriH aHBIKTay) jKOHE OHBIH Oacka
enepae KONIaHbLTY TOKIPHOECiH capanTayIbl KAMTHTHIH KEIICH 1 9IICTEMEITIK TOCUIAl KoJaHFaH. 3epTTey
OaprichiHIa Ka3zakcTaHHBIH YITTHIK 3aHHaMackl MeH KOHBEHIINS epeskeNnepiHiH apachlHIarbl COMKECCI3MIKTep
aHpIKTanabl. Herisri Macesnesnep KHOSpKbUIMBICTapABI aHBIKTAY, IUGPIIBIK INIENAep/Ii )UHAY PaciMaepi jxKoHe
XaNbIKapaJIbIK BIHTBIMAKTAaCThIKKA KaThICTBI. backa empepiae KoHBeHIMs epexenepiH TaOBICTHI KOJJaHY
JKaFJalllapblH Herisre ama OThIpbIN, aBropiap KasakcTanaa 3aHHamMa MeH KYKbBIK KOJJaHy TXipuOeciH
KETUIipyre apHaJFaH YChIHbICTap o3ipieni. ATam alTKaHIa, YITTHIK 3aHHaMaHbl KOHBEHIMs CTaHAapTTa-
pelHa OeHiMuey KaKeTTiriH, KHOEpKBUIMBICIIEH KYpecyre apHalFaH MaMaHIaHABIPBUIFAaH OeliMIIernep
KYpyIObl, JepeKTepAl Taigay YIIH [UQPIBIK IUiatdgopMaiapabl €HTi3yAlI KOHE  XalbIKapaliblK
BIHTBIMAKTACTBIKTBI JKaHIAHABIPYIbl YCBHIHAIBL. Byl OHIAMH ajasKThIKKAa Kapchl KYPECTiH THIMIUTriH
apTThipyFa xoHe KazakcTaHHBIH jkahaHABIK KMOEPKBUIMBICIIEH KYPECTEri OPHBIH HBIFaiiTyFa MYMKiHIIK
oepeni.

Kinm coe30ep: knOepKbIIMBIC, OHJIAMH aNasKThIK, byaanemT KOHBEHIHUSCH, XalbIKapalblK BIHTBIMAKTaCTHIK,
1mbpiblk ganenaep, KazakcTaHHBIH 3aHHAMAChl, KYKBIK KOJIIaHy TaKipuOeci.
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N.M. Apsimet, A.Zh. Muratova

H.M. Ancumer, A.JK. Myparosa

O BO3MOKHOCTH NIPUMEHEHHUS M0JI0KeHnil by 1anemTrckoil KOHBEHUMH 0
KNOepnpecTynHOCTH NPH PaccjeJ0BaAHNM NPecTyIUIeHU B cepe OHIAWH-
MOILICHHUYeCTBA

B cratpe paccMmaTpuBaeTcs MOoTEHIUANT MPUMEHEHUS MOJOKEHUH BynamemTckoit KOHBEHIMH 0 Kubeprpe-
CTYIHOCTH IS NOBBILICHUS 3()QEKTUBHOCTU paccieoBaHuil B cdepe oHNaiH-MomeHHnYecTBa B Kasaxcra-
He. OCHOBHOH 11ebI0 PabOTHI SABIAETCS aHAIN3 BO3MOXKHOCTEH KOHBEHIIMH B O0OphOE ¢ pacTymied yrposoi
3TOTO BHIA TPECTYIIEHUH, OCOOCHHO YYUTHIBAsI X TPAHCTPAHWYHBIH XapakTep. ABTOPHI IPUMEHSIOT KOM-
IUIEKCHBIH TT0JIX0JI, BKIIFOYAIOMHNIT aHaM3 TOKyMEHTOB (TEeKCTa KOHBEHIIMH, 3aKOHOJaTeNbcTBa PeciryOumikn
Kazaxcran, aHaIMTHIECKHX MaTepHalIoOB), CPAaBHUTEIFHOE H3YUCHUE IIPaB YeNIOBEKa Ha IIPEAMET COOTBETCT-
BUSI 3aKOHOAATeNbCTBAa KazaxcraHa IOJI0KEHHSIM KOHBEHIIMN U aHAJIH3 NPAKTHKH ¢€ MPUMEHEHUs B IPYTUX
cTpaHax. B xoze uccrneqoBaHus BBISIBIEHB! HECOOTBETCTBUS MEXIY HAI[MOHAIBHBIM 3aKOHOAATeNnbCcTBOM Ka-
3aXCTaHa U MOJOKEHUIMH KOHBeHIMH. OCHOBHBIE POOIEMBI KacaloTcs ONpeeTeHHs KUOepIIpecTyIUIeHUH,
npouenyp cbopa muMpPOBBIX JOKA3aTENbCTB M MEXIYHApOAHOTO COTpyAHMUYecTBA. Ha OCHOBe ycHemHbIX
KeiCOB MPHMEHEHHs] KOHBEHIIMU B JPYTHX CTPaHaxX, MPEIOKEHBI PEKOMEHAAINHU 110 COBEPIICHCTBOBAHHIO
3aKOHOJIaTEeNIbCTBA W MIPABOIPHMEHUTENBHO npakTuky B Kazaxcrane. B wacTHOCTH, aBTOPBI ITOAYEPKUBAIOT
HE0OXOMMOCTb aJanTalllii HAI[MOHAIFHOTO 3aKOHOAATENbCTBA K MOJOKeHNsIM KOHBEHIUH, CO3JaHus CIie-
[IHAIN3HUPOBAHHBIX IMOJPA3JeNeHNi 10 0oprOe ¢ KHOepHpecTyMHOCThIO, BHEAPEHUST MU(POBHIX IIATHOPM
JUISL aHaJM3a JTAaHHBIX M aKTHBH3AalUH MEXIYHApOIHOTO COTPYAHHYECTBA. DTO MO3BOJHT MOBBICUTE 3D (ek-
THUBHOCTb TIPOTUBOAEHCTBHS OHJIAMH-MOIIEHHNYECTBY M yKpemuTh mnosunuu Kaszaxcrana B rioGanbHOM
00opbOe ¢ KHOEPIPECTYITHOCTHIO.

Kniouesvie cnosa: xnbepnpecTylmHOCTb, OHNAHH-MOIIEHHNYECTBO, bynanemrckas KOHBEHIUS, MK IyHAPOI-
HOE COTPYIHHYECTBO, HU(POBBIE TOKAa3aTeIbCTBA, 3aKOHOJATENbCTBO KaszaxcraHa, mpaBOmpHMEHHTEIbHAS
MpaKTHKa.
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